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Date: 24th July 2024	

TO:	The Police and Crime Commissioner, Chief Constable and Members of the Joint Audit Committee (Ms K Curran, Mr D Macgregor, Mr Farhan Shakoor & Ms Julie James) 

Copy to:	Ms N Davies, Chief Finance Officer
ACPO and Senior Officers/Staff 
		Representatives from TIAA and Audit Wales Audit
		

Dear Sir/Madam,

A meeting of the Joint Audit Committee will be held on Wednesday 31st July 2024 at 10am via Microsoft Teams for the transaction of the business on the attached agenda. Members of the Press and Public may attend this meeting.  
To participate through the medium of Welsh, Members of the Public are required to provide at least 7 days’ notice to guarantee such provision as notified on our website.  Should we receive late notification we will do our best to provide this service but cannot guarantee.
Yours faithfully
[image: ]
Mrs Carys F Morgans
Chief Executive 

Encl.


A G  E  N  D  A
1. Apologies for absence 
2. Declarations of interest
3. To confirm the minutes of the meeting held on the 5th June  2024 


4. Review of actions – 5th June 2024
5. Joint Audit Committee Work Plan (Business Manager)


6. [bookmark: _Hlk113543023]To receive a verbal update from the Audit Governance Group meeting held on the 17th June 2024 (Head of Finance) 
7. To consider the actions of the Corporate Governance Group meeting held on the 24th June 2024 (Director of Finance)



Matters for Scrutiny
8. To consider the following reports of the internal auditors: (Internal Auditor)
[bookmark: _Hlk98148499]
a. To consider the Summary Internal controls Assurance (SICA) Report 2023/24



b. To consider the Collaborative review of the Data Protection Act (2023/34)



c. To consider the Collaborative review of Telematics (2023/34)



d. To consider the Assurance Review of HR Management – Flexitime Compliance (2023/34)



e. To consider the Assurance Review of Governance (ROCU, Go Safe and All Wales) (2023/34)



f. To consider the 2023/24 Internal Audit Annual Report


g. To consider the Assurance Review of Firearms Licensing (2024/25)


[bookmark: _Hlk95830877]
9. 2023/2024 Annual Governance Statement



10.  To consider the CIPFA Financial Management Checklist



11.  Audit enquiries to those charged with governance







[bookmark: _Hlk95839142]Break 10mins

The information contained in the report below has been subjected to the requirements of the Freedom of Information Act 2000, Data Protection Act 2018 and UK General Data Protection Regulation and the Office of the Police and Crime Commissioner for Dyfed-Powys’ public interest test and is deemed to be exempt for publication under section 13 of Schedule 12A Local Government Act 1972.

12. Force Review Update - (Senior Responsible Officer Force Review Team)

13. Human Resources Update – (Director of People and Organisational Development)

14. To consider Force Corporate Risk Register– (Senior Manager – Governance & Change)

15. To consider OPCC Risk Register – (Business Manager)

16. MOPI Risk and FOI Business Area Report – (Senior Manager – Governance and Change)

17.  General Update on Information Management – (Information Manager)


18. ICT Report in response to Audit Member Questions – ( Senior Manager - Governance and Change)

19. Update on Fraud Activity (Business Manager)

20. Verbal Update on Members ICT and Access to Papers (Business Manager)

21. Members Updates – 15 minutes
22. Any other business


Date of next meeting: 25th September 2024
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Meeting: Joint Audit Committee

Venue: Teams

Date:  5th June 

1pm-3pm





		Members:

		Ms Kate Curran (KC) Chairperson

Mr Farhan Shakoor (FS)

Mr David Macgregor (DM)

Ms Julie James (JJ)





		JAC Attendees

		Mr Dafydd Llywelyn, Police and Crime Commissioner (PCC)

Ms Carys Morgans, Chief Executive Officer (CEO)

Mr Edwin Harries, Director of Finance (DoF)

Ms Nicola Davies, T-Chief Finance Officer (T-CFO) (ND)

Ms Karen Davies, Finance (KD)

Mr Jason Blewitt, Audit Wales (JB)

Ms Anneesa Ali, Audit Wales (AS)

Ms Fiona Roe, TIAA (FR)

Mr Jonathon Maddock, TIAA (JM)

Ms Gaynor Maddox, Head of Programmes and Change (GM)

Ms Michelle Reynolds, T Head of Finance (MR

Mr Neil Evans, Business Manager OPCC (NE)

Dr Richard Lewis, Chief Constable (CC)







		Apologies

		Ms Beverley Peatling, Chief Finance Officer

Ms Louise Harries, T-Supt  Head of Service Improvement Unit





		Declarations of Interest:

		None











		

		ACTION SUMMARY FROM MEETING ON 31st January 2024



		Action No

		Action Summary

		To be progressed by

		 Progress



		A30

		That a representative from Human Resources attend the next meeting of the Committee to explain the root causes of the delays and how it would be rectified.

		NE

		In Progress - 

Linda Williams, the director of HR will be attending the July meeting to explain the delays in responding to Internal Audit reviews on areas with Human Resources.



		ACTION SUMMARY FROM MEETING ON 14th March 2024



		Action No

		Action Summary

		To be progressed by

		 Progress



		A53

		That the planning and assurance cycle is included on the agenda of the next JAC meeting.

		T-Supt Louise Harries

		In Progress – this report will be considered at the Statement of Accounts Seminar due to be held in October.



		A54

		Consideration is given to bring the Health and Safety Internal Audit forward to an earlier date due to the length of time since the last review and the limited assurance outcome of the last review.

		Joint Audit Committee

		In Progress – that the Audit Governance Group consider the Committee’s request to bring forward the Health and Safety Internal Audit.



		A55

		Despite reasonable assurance being provided in relation to Estates Statutory Compliance, some issues remain around statutory testing of gas safety and lighting. A progress report to be reported back to the committee at a future meeting.



		DOF/Head of Estates

		In Progress – a further report will be brought back to the meeting scheduled to be held in September 2024.



		A57

		That information is brought back to the Committee in relation to the pensions issue in 6 months to identify progress of the investigative work undertaken to identify how many individuals may be affected by the issue of different pension bands.

		DOF

		In progress – this report will be presented to the meeting to be held in September 2024



		A65

		That a draft revised Corporate Governance Framework be presented to the Committee at the meeting to be held in July.

		CEO

		In progress – this will be included on the agenda for the July meeting.







1. Declarations of interest

None received

2. To confirm the minutes of the meeting held on the 14th March  2024 

The minutes of the meeting held on the 14th March were accepted as a true record by the Committee. 



3. Review of actions – 14th March 2024

The Committee discussed the actions from previous meetings and discussions were as follows:-



A39 – JJ asked if there is a date for when the lease system goes live? DoF confirmed that thus will be live for the 2024/2025 statement of accounts as this is when the new leasing requirement is needed.



A43 – JJ asked when the review of outstanding recommendations be undertake to reflect those outstanding for long periods to be included in risk management arrangements and risk registers? GM advised that work has been undertaken to review the action logs and where there were outstanding actions the relevant department was contacted to establish the situation and whether it should be recorded on the risk register. It was agreed to close this action as the work had been completed.



A48 JJ asked for an update on the scoping of future internal audits? The CEO advised that this will be discussed at the Audit Governance group at its next meeting in June.



A56 NE advised that an initial discussion had taken place with the representative from Hywel Dda Health Board to get an understanding on how they deal with community engagement and the use of KPIs. Hywel Dda confirmed that they currently do not have any KPIs but is something they are looking to explore in the near future. In relation to analysing social media posts they confirmed this is only done when specific service related communications is published. It was agreed that a further meeting be convened to include specialist staff from the OPCC and the Force with a view to sharing best practice.



DM asked for an update in relation to information management and whether there has been an improvement in reducing the backlog.  The PCC advised he was to receive a briefing on this and continues to monitor the situation and hold the Force to account in this area. The CC confirmed that there are improvements and it is moving in the right direction.  





4. Joint Audit Committee Work Plan 

The Committee considered the work plan and the Chair confirmed that due to the workload of the Committee there would be five meetings per year going forward. The workplan will be updated accordingly.



Action: To update the Joint Audit Committee workplan to include 5 substantive meetings a year. 



5. To Consider the Joint Audit Committee Annual Report 2023/2024 



The committee considered the draft Joint Audit Committee Annual Report 2023/2024. FS noted that there was no mention of work with Audit Wales. The Chair noted that it is covered under the preparation of the statement of accounts and agreed Audit Wales should be specifically mentioned.



FS requested that the report made mention of the work with Audit Wales. The Chair agreed that this should be included in the 2024/2025 section in relation the preparation of the statement of accounts.



JJ noted that it would be beneficial to include the grades of assurance from the internal audit reports. The Committee agreed.





Action A01 – That the Annual report is amended to include specifically reference the work of Audit Wales and a list of assurance levels for the years internal audits.







6. To consider the following reports of the internal auditors: 

a. To consider the Summary Internal controls Assurance (SICA) Report 2023/24



The Committee considered the report that provided an update in relation to the Internal Audits undertaken during 2023/2024. JM advised there are three outstanding reports relating to 2023/24. It was confirmed that the outstanding reports would be presented to the next meeting in July. DM noted the need for improvement in scoping of internal audit reviews.  JM advised that scoping meetings are held with each lead prior to an audit. The review of the Digital Forensic Unit is a good example where TIAA met two leads and had a positive discussion on the scope of the review. The CEO advised that the Audit Governance Group was to receive a summary of scoping documents to add a level of assurance in relation to the scoping of reviews. 



b. To consider the Collaborative Review of Property Subject to Charge (Evidential Property)



Members considered the collaborative review of Property subject to charge and were advised that there was reasonable assurance following the review. 



FS noted that there had been substantive testing but there was a lack of information in relation to governance around the testing. JM noted that an improved process had been developed with the introduction of a central unit based in Headquarters. Exhibits now move automatically to the new unit and governance has been strengthened which includes more regular internal auditing by staff.



It was noted that a further review is due to be completed on Dyfed Powys in February 2025. FR advised that TIAA would undertake an interim follow up review and incorporate each of those areas. This is due in September but can be undertaken before that date if required.



JJ asked for additional information about the armour room and whether this has been set up completed. The DOF advised that it is a major capital investment at a cost of approximately £400k. The project is currently at the design stage but is included in the current year’s capital programme.





c. To consider the Collaborative Review of Counter-Fraud (Anti-Fraud Procurement)



Members considered the Collaborative Review of Counter-Fraud and were advised that the review had received substantial assurance and JM confirmed that all key controls are in place.



FS asked what work has been undertaken in reviewing bank accounts and whether an employee has a company account. JM noted that work is undertaken to check the bank accounts and the DOF confirmed there is also the business interests register that is held by the Professional Standards Department and employees are required to record any business interests here.



The Chair noted that the Anti-Fraud policy required an update by 31st May and asked if it had been completed. GM advised that the policy had been subject to consultation and was due for completion.









d. To consider the Draft Collaborative Review of Telematics



Members considered the draft Collaborative Review of Telematics and noted that there was reasonable assurance. The Committee noted the use of telematics cards and requested that a report is prepared from the Head of Fleet Services covering the period of 1st June for a period of 6 months to highlight whether improvements have been made in this area.



Action A02 – that a report is presented to the committee from the Head of Fleet Services in early 2025 which includes information in relation to telematics from 1st June for a period of 6 months.



e. To consider the Assurance Review of Counter-Fraud – External Exposure



The Committee considered Assurance Review of Counter Fraud – External exposure and were advised that there was substantial assurance and no recommendations had been made. A question was raised in relation the disks used to store information and whether they are encrypted. It was agreed that this information would be brought back to the next meeting.



Action A03 – that information is brought back to the next meeting on whether the disks used to store information are encrypted.



f. To consider the Assurance Review of Commissioners Grants 



Members considered the Assurance Review of Commissioners Grants and noted that this had received substantial assurance. JJ noted that there was mention of the risk register on page one and sought clarification that this was supposed to be there. JM confirmed it is standard practice to check the risk register prior to any review being undertaken. 



g. To consider the Assurance review of HR Management – Occupational Health



The Committee considered the Assurance review of HR Management – Occupational Health. The review provided reasonable assurance with no recommendations. DM noted that the report contained information in relation to the cost associated with people who did not attend appointments that equated to just under £6k in two months. LW noted that there is work ongoing to understand which types of appointments are causing most issues.







h. To consider the Assurance Review of the Digital Forensic Unit



Members considered the Assurance Review of the Digital Forensic Unit and noted that the review had received substantial assurance and there were no recommendations. 





i. To Consider the Year-End Follow up Review



The committee considered the Year-End follow up review. JJ asked for an update in relation to recommendation 237594 in relation to the Ammanford DR site being fully tested once the replacement 999 system has been fully implemented and whether this has now been completed. It was confirmed that the new Communication system was due to go live on 22nd May but this had not been achieved due to concerns about the provider. Due to the further delays this issue will now be included on the Corporate Risk Register. 



Members noted that the document suggested that there had been no response from estates for a recommendation contained within the year end follow up review in relation to the policy or procedure put in place to deal with laundered items in custody suites.



Action A04 - That clarity is sought why there was not a response from Estates in relation to the recommendation contained within the year End Follow Up Review “  It is recommended that a policy or procedure be put in place detailing the process for the sending, receiving and storing of laundered items in the custody suites across Dyfed-Powys”





j. To Consider the Audit Strategy 2024/27 and Annual Audit Plan 2024/25

The Committee considered the Audit Strategy 2024/27 and the Annual Audit Plan 2024/25 document. The Committee were advised that this was presented again as there had now been agreement on which areas will be subject to a collaborative review.







7. To note the Audit Wales Final Accounts Memorandum 2022/2023 



The T-CFO provided an overall summary to the committee on the Audit Wales Final Accounts Memorandum 2022/2023.



DM noted that it is an improving picture and the main content of the document was good, but there needs to be an improvement within the internal quality assurance processes.  There was discussion in relation to ICT Disaster Recovery plans and Business Continuity plans and GM confirmed that a meeting has been held with the Head of ICT and a report will be presented to the next meeting in July. FS advised that the plans need to be looked at again and additional testing is required. JM confirmed that this will be considered as part of future reviews.



FS asked what controls are in place in relation to sensitive information on systems and computers and whether different people have different levels of access to different systems. GM noted that there are different access controls in place aligned to individuals’ level of vetting







Action A05 - That an update report is brought to the July meeting in relation to the areas of Business Continuity Plans and ICT Disaster Recovery Plan.



Action A06 – That further information is provided to the Committee in relation to the numbers of individuals who have specific access to different systems.







8. To note the Annual Audit Letter 2022/2023 

The Annual Audit letter was noted by the Committee with no further comments made.





9.  To consider an update on the actions from the Annual Governance Statement 2022/2023 

The Committee considered a report that detailed updates on actions from the Annual Governance Statement 2022/23. The Committee welcomed the content of the report and accepted the updates.





10. To consider the Statement of Accounts Audit Timetable 2023-24 

The Committee considered the Statement of Accounts Audit Timetable for 2023/2024.



FS noted that there is mention on a new approach contained within the document and questions whether this would result in a some level of efficiency and how this would be reflected in the fees. JB confirmed that a significant amount of work had been undertaken last year and sometimes fees were not fully covered. Members requested information to allow them to consider a comparison of fee increases.



Action A07- That information is provided to the Committee to allow them to consider a comparison of fee increases.





11. To consider the draft accounting policies for the 2023/24 accounts 

Members received a report that outlined the draft accounting policies for 2023/24. 



The Chair noted there had been a change in accounting standards for leases. The T-CFO advised that this was in relation to a procedure guidance document, and the Chair asked is it normal for this to be reference in an accounting policies document.  The T-CFO advised that it is included to ensure there is awareness around changes in policies.



Action A08 – that the accounting standards for leases is included within the account policies document.







12. To consider the Audit Wales 2023/2024 Audit Plan 

Members considered the 2023/2024 Audit Wales Audit Plan and were satisfied with its content.



13.  To consider the progress against actions from the HMICFRS PEEL Inspection Report

The Committee considered a report that highlighted the progress being made against the actions contained within the HMICFRS Peel Inspection report.



FS asked for further clarity on how the Force deals with phishing. The DOF advised that this type of work is considered by the Information Assurance Board. It was further noted that there are clear rules and guidance on issues relating to data protection. The Force tests the workforce with phishing emails to identify how often an email is opened.



The Chair noted that the second AFI contained within the report was in relation to crime recording and the time taken to do this. It was noted that the target was 95% but performance was around 40% and the Chair asked what is being done to improve this. RJ agreed that this is a problem but there is a change in structure being implemented that will result in more scrutiny of the crime recording process which in turn will lead to improvements.



DM noted that within the main HMICFRS Peel inspection report document it was stated that Dyfed-Powys Police was the second highest funded force per head of population in England and Wales. Through discussion it was agreed that this was factually incorrect and required amendment.



The Committee noted that there are additional resources being allocated to the control room and this will improve response times. RJ advised that the area for improvement was in relation to non-emergency calls and the number that were abandoned by callers. The introduction of the new telephony system will assist in this area as will the additional staff once they have been trained to answer calls.



Action A09 - That further investigation is undertaken as to why the final HMICFRS PEEL Inspection report stated that Dyfed Powys Police was the second highest funded force per head of population in England and Wales. 



14.  Business Continuity Plans 

The Committee considered a paper in relation to Business Continuity Plans and asked whether consideration had been given to training co-ordinators within each department.. GM advised that bite size training through the form of presentations have been developed to assist with the training and this can be shared with members.



FS asked whether consideration has been given to developing impact driven business continuity plans. It was noted that more information was required on this area and that a meeting be arranged between FS and GM to facilitate further discussions.



Action A10 – that the videos prepared to accompany Business Continuity Plans be circulated to Members.



Action A11 – That consideration is given to developing impact driven business continuity plans and a meeting is set up between GM and FS to discuss.





15. Members ICT and Access to Committee Papers 

Members considered a report in relation to ICT and access to Committee Papers. NE advised the Committee that it is a national issue that certain types of personal email addresses cannot be used to access the Force’s Microsoft Teams Channels due to security requirements.



Consideration has been given to other options such as sharing platforms or cloud options but currently there are none available to meet the requirements. For this reason the provision of laptops is recommended. It was noted that members would need to physically visit headquarters to collect their laptops to allow them to set up their required passwords etc.



Action A12 – that further consideration is given to Members ICT and access to papers and reported back to the next meeting.





16. Members Updates – 15 minutes

The Chair confirmed she had attended the recent Strategic Estates Group that provided updates on all capital builds and an update on the capital budget. It was also noted that a report was considered in relation to health and safety from a compliance perspective and this has seen a significant improvement.



JJ confirmed she had attended the People, Culture and Ethics meeting in May and there was a great deal of progress made against actions from the previous meeting.



17. Any other business

a. Internal Audit Contract (Chief Finance Officer)

Members noted a verbal update in relation to the progress being made in considering and awarding of the new internal audit contract.

Next Meeting 31st July 2024



		

		ACTION SUMMARY FROM MEETING ON (5th June 2024)



		Action No

		Action Summary

		To be progressed by

		 Progress



		A01

		That the Annual report is amended to include specifically reference the work of Audit Wales and a list of assurance levels for the years internal audits.



		NE

		Complete – Annual report now contains the required information.



		A02

		That a report is presented to the committee from the Head of Fleet Services in early 2025 which includes information in relation to telematics from 1st June for a period of 6 months.

		NE

		In Progress – this report will be included on the agenda in January 2025.



		A03

		That information is brought back to the next meeting on whether the disks used to store information are encrypted.



		JM

		Complete – All disks are encrypted. ICT have advised that the new backup solution is now in place and there is indeed an air gap in place as now there is a tape solution to separate the data from the disks.



		A04

		That clarity is sought why there was not a response from Estates in relation to the recommendation contained within the year End Follow Up Review “  It is recommended that a policy or procedure be put in place detailing the process for the sending, receiving and storing of laundered items in the custody suites across Dyfed-Powys”

		JM

		Complete – the policy and procedure has been put on hold pending a new tender for laundry services. The award is imminent and following thayt will be discussions with the new company on the process which will inform a new policy and procedure. This recommendation is for Custody Service and not Estates.



		A05

		That an update report is brought to the July meeting in relation to the areas of Business Continuity Plans and ICT Disaster Recovery Plan. 

		GM

		Complete – Reports are included on the agenda.



		A06

		That further information is provided to the Committee in relation to the numbers of individuals who have specific access to different systems

		CFO

		



		A07

		That information is provided to the Committee to allow them to consider a comparison of Fee Increases

		Audit Wales

		Complete – information was circulated to Members on 10th June 2024.



		A08

		That the accounting standards for leases is included within the account policies document.

		CFO

		Complete – the appropriate notes has been included within the draft Statement of Accounts in relation to leases. As noted in the meeting this accounting standard will not be a statutory requirement until 2024/25. This will be included in the notes to accounts as required.



		A09

		That further investigation is undertaken as to why the final HMICFRS PEEL Inspection report stated that Dyfed Powys Police was the second highest funded force per head of population in England and Wales. This statement seemed factually incorrect.

		CFO

		Complete – We have been unable to find reference to the paragraph referring to the second highest funded per head of population in the pre-inspection report that was sent for checking. There is a table on page 53 that shows us as having the second highest percentage of funding derived from council tax as a proportion of budget – however this is partly due to our grant settlement per head of population being low.



		A10

		That the videos prepared to accompany Business Continuity Plans be circulated to Members

		NE

		Complete – Videos were circulated to Members on 10th June 2024.



		A11

		That consideration is given to developing impact driven business continuity plans and a meeting is set up between GM and FS to discuss.

		NE

		In Progress – a meeting will be arranged for the first week of August.



		A12

		That further consideration is given to Members ICT and access to papers and reported back to the next meeting.

		NE

		Complete – An update is provided on this agenda.
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Sheet1

		JAC Terms of Reference		JAC Duty Discharge		March 		June		July 		September		January 

		Review Corporate Govervance Issues and Consider the Corporate Governance Framework		Consider the Corporate Governance Framework		Y

				Annual Governance Statement - Review Prior to approval by PCC and CC						Y

				Annual Governance Statement - Consider the Annual Evaluation of AGS						Y

				Updates from Corporate Governance Board		Y		Y		Y		Y		Y

				Updates from Audit Governance Board		Y		Y		Y		Y		Y



		Monitor the effective development and Operation of Risk Management		Consider Risk management Policy on a Cyclical Basis		Y

				Consider Risk registers		Y		Y		Y		Y		Y



		Consider reports on the effectiveness of internal controls and monitor the implementation of agreed actions		Internal Audit reports		Y		Y		Y		Y		Y

				Summary Internal Controls Assurance (SICA) Report		Y		Y		Y		Y		Y

				Internal Audit - External Quality Assessment (PSIAS Review) Considered on a 5 year basis once an assessment has been undertaken						Y

				Annual Summary report of timeliness of audit reports								Y



		Consider reports on the financial effectiveness of financial  management arrangements		Consider the Mid Term Financial Plan, Reserves and Capital Strategy		Y

				Consider Treasury Management Strategy		Y

				Mid Year Treasury Management Reporting								Y

				Consider CIPFA Financial Management Checklist						Y



		Review the Assessment of Fraud risks and Potential Harm		Consider Fraud and Anti-Corruption Policy								Y

				Receive Reports on Fraud		Y		Y		Y		Y		Y



		Review Annual Statement of Accounts specifically to consider whether appropriate accounting policies have been followed		Statement of Accounts Timeline		Y

				Finance Seminar to consider draft statement- at appropriate time

				Consider and recommend approval of Statement of Accounts								Y

				Consider the Letters of representation of PCC and CC								Y



		Consider the external auditor reports to the PCC and CC on issues arising from the Audit of Accounts		ISA620 Report								Y

				Annual Audit Report								Y

				Final Accounts Memorandum								Y

				Value for Money Checklist will be considered with the Statement of Accounts Seminar						Y



		Consider the External Auditors annual letter, relevant reports and the report to those charged with governance		Audit enquiries to those charged with governance						Y

				Audit Wales fees consultation								Y

				Consider other relevant correspondence		Y		Y		Y		Y		Y



		Consider the Risk based internal audit plan		Consider and approve the annual internal audit plan		Y



		Terms of Reference		Agree JAC Terms of Reference		Y



		Annual Report		Produce an Annual Report including a conclusion on compliance with CIPFA Statement						Y



		HMICFRS Update		Provide the Committee with an update on HMICFRS Activity that the Force has been involved in and progress against recommendations made in the PEEL inspections		Y		Y				Y



		Data Breaches		Provide the Committee with an update on any Data Breaches		Y						Y



		Member Updates		Provide the Committee with an update on other meetings attended as part of their role		Y		Y		Y		Y		Y



		Business Continuity Plans		To consider the Business Continuity Plans and associated policies								Y



		Governance and Assurance arrangements for significant partnerships or collaborations		Ad hoc reporting - needs to be considered with GM - Area of Internal Audit Review.

		Members Requests		Update report in Estates Statutory Compliance testnig								Y

				Update report on the investigations undertaken in relation to Pensioons highlighted in the SOA								Y

		Please note that the above are indicative timeframes and may change depending on the preperation of accounts and statutory audits 
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		ATTENDEES:

		DCC Steve Cockwell (Chair), Carys Morgans (OPCC), Neil Evans (OPCC), Gaynor Maddox, T/Supt Louise Harries, Nicola Davies, Adele Jones, Dylan Davies, Insp Richard Janas, Rachel Jones, Dionne Collins, Julie James (JAC), Katie Rees (Actions). 



		APOLOGIES:

		Edwin Harries, Beverley Peatling (OPCC), Linda Williams, Michelle Reynolds.



		Summary of Actions – New and Ongoing





		Number:

		Action/Key Decision Summary

		Owner

		Status

		Update



		CGG/240624/001/I

		The external audit has not commenced yet, but the draft statement deadline is Friday 28th June. 

The scheduled date for the audit is currently expected to be around September/October but has not been finalised yet. 

		Nicola Davies

		Info

		



		CGG/240624/002/A

		Detail around the risk on SARC is to be clarified to re-assess the risk score. 

		Dionne Collins

		Complete

		Risk has been rescored 



		CGG/240624/003/D

		Board members approved the Final Procurement Policy 2024 shared by Adele Jones. 

		Adele Jones

		Decision

		



		CGG/240624/004/A

		It was agreed in the Audit Governance Group to hold the Victim Needs Assessments internal audit due to a change in provider. Therefore, the time can be utilised for another area. 

Carys will link in with TIAA and Louise Harries to discuss using the time to look at ORS work. 




		Carys Morgans

Louise Harries

		New Action

		



		Actions from previous meetings



		CGG/060324/003/A



		Ensure the seven open recommendations for the audit plan 2023/24 are mapped cross the governance boards to ensure they are monitored correctly. 

		Gaynor Maddox

		Complete

		This has been picked up as part of the Annual Governance Statement. 



		CGG/060324/004/A



		Link in with Ed and Beverley to gather information on assurance activities to build into the Planning Assurance Cycle to create an adapted version for future use. 

		Louise Harries

		Complete

		Louise has linked in with Ed and is working with Gaynor to map the final detail. 





       Date of Next Meeting:   

Wednesday 11th September 2024 at 10.30am 

CORPORATE GOVERNANCE BOARD



24th June 2024 at 10.00am (TEAMS)



Chaired by DCC Steve Cockwell 
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Introduction

1. This summary controls assurance report provides the Joint Audit Committee with an update on the emerging Governance, Risk and Internal Control related issues and the progress of our work at Dyfed-Powys Police at 22nd July 2024.

TIAA Ltd becomes a Certified B Corporation 

2. TIAA Ltd has achieved its certification as a B Corporation (or B Corp), joining a growing movement of companies that are reinventing business for the benefit of all people and our shared planet. Verified by B Lab, the not-for-profit behind the B Corp movement, the achievement demonstrates that TIAA Ltd meets high standards of social and environmental performance, transparency, and accountability alongside a commitment to goals beyond shareholder value.

The news comes as the ongoing climate crisis and widening social inequality continue to pose urgent challenges to our economy. B Corp Certification assesses the entirety of a business’ operations and currently covers five main impact areas: Governance, Workers, Community, Environment and Customers. The certification process is rigorous, with companies required to reach a score of 80 points in the B Impact Assessment while providing evidence of responsible practices relating to energy supplies, waste and water use, worker compensation, diversity, and corporate transparency. A business must also legally embed their commitment to purpose as well as profit in their company articles.

TIAA Ltd is now part of a growing community of over 8,000 businesses globally that have certified as B Corps. The B Corp community in the UK is one of the largest and fastest growing in the world, with over 1,700 companies spanning a range of different industries and sizes. Names include The Guardian, Innocent Drinks, Patagonia, Tony’s Chocolonely, The Big Issue, Finisterre, Elemis, and Sipsmith Gin.

Audits completed since the last SICA report to the Joint Audit Committee

3. The table below sets out details of audits finalised since the previous meeting of the Joint Audit Committee.

Audits completed since previous SICA report

		

		

		Key Dates

		Number of Recommendations



		Review

		Evaluation

		Draft issued

		Responses Received

		Final issued

		1

		2

		3

		OEM



		Collaboration - Governance (ROCU, GoSafe and All Wales)

		Substantial

		18th June 2024

		19th July 2024

		22nd July 2024

		-

		-

		3

		1



		HR Management - Flexi-Time Compliance

		Limited

		22nd May 2024

		19th July 2024

		22nd July 2024

		3

		3

		1

		0



		Year End Follow Up

		N/A

		2nd May 2024

		23rd May 2024

		23rd May 2024

		N/A

		N/A

		N/A

		N/A





Progress against the Annual Plans 2023/24 and 2024/25 

4. Our progress against the Annual Plans for 2023/24 and 2024/25 are set out in Appendix A and Appendix B.

Changes to the Annual Plan for 2024/25

5. There are no changes to the approved plan to date for 2024/25. This will not include timing changes.

Progress in actioning Urgent (Priority 1) recommendations

6. We have made three Priority 1 recommendations (i.e. fundamental control issue on which action should be taken immediately) since the previous SICA relating to the HR Management - Flexi-Time Compliance review.

Frauds/Irregularities

7. We have not been advised of any frauds or irregularities in the period since the last SICA report was issued.

Other Matters

8. We have issued a number of briefing notes and fraud digests, shown in Appendix C, since the previous SICA report.

Responsibility/Disclaimer

9. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. The matters raised in this report not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

---------------
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Appendix A: Progress against Annual Plan 2023-24







		System

		Planned Quarter

		Current Status

		Comments



		Collaborative – Pan Wales

		

		

		



		[bookmark: _Hlk166590774]Data Protection Act 

		2

		Final report issued 18th July 2024

		Lead Force - Gwent Police



		Creditors

		2

		Final report issued 22nd January 2024

		Lead Force - Dyfed-Powys



		Risk Management

		3

		Final report issued 15th December 2023

		Lead Force – Gwent Police



		Property Subject to Charge (Evidential Property) 

		3

		Final report issued 15th May 2024

		Lead Force – South Wales Police



		Payroll

		3

		Final report issued 1st February 2024

		Lead Force – North Wales Police  



		[bookmark: _Hlk166590213]Counter-Fraud (Anti-Fraud Procurement) 

		3

		Final report issued 8th May 2024

		Lead Force – North Wales Police



		Debtors

		3

		Draft report issued 18th January 2024

		Lead Force – Dyfed-Powys Police 



		Telematics

		4

		Final report issued 19th June 2024

		Lead Force – South Wales Police 



		Dyfed-Powys Only

		

		

		



		Collaboration - Governance (ROCU, Go Safe and All Wales)

		1

		Final report issued 22nd July 2024

		



		Annual Governance Statement

		1

		Final report issued 27th September 2023

		



		[bookmark: _Hlk166590362]DCCU (Renamed DFU)

		1

		Final report issued 15th May 2024

		



		HR Management – Grievance Reporting and Management (Deferred from 2022/23)

		1

		Final report issued 27th September 2023

		



		[bookmark: _Hlk166590393]Community Engagement

		2

		Final report issued 11th March 2024

		Moved to Q3 at request of Management



		Performance Management

		2

		Site work commenced 23rd October 2023

		



		Estate Management – Governance

		2

		Final report issued 17th January 2024

		Moved to Q3 to coincide with Estate Management – Planned and Preventative Maintenance



		Interim Follow Up

		2

		Final report issued 26th October 2023

		



		Welsh Language Compliance

		2

		Final report issued 31st October 2023

		



		HR Management – Absence Management

		2

		Final report issued 26th February 2024

		Moved to Q3



		[bookmark: _Hlk166590503]Counter Fraud – External Exposure

		3

		Final report issued 29th April 2024

		



		ICT Infrastructure

		3

		Final report issued 24th January 2024

		



		Leases

		3

		Final report issued 24th January 2024

		



		Goleudy – Victim Care

		3

		

		Cancelled by Management 



		Business Continuity

		3

		Final report issued 24th January 2024

		



		Estate Management – Planned and Preventative Maintenance

		3

		Final report issued 26th February 2024

		



		HR Management – Flexi-time Compliance

		3

		Final report issued 22nd July 2024

		Moved to Q4 at the request of Management



		ICT Disaster Recovery

		4

		Final report issued 24th January 2024

		



		[bookmark: _Hlk166590654]Commissioners Grants

		4

		Final report issued 1st May 2024

		Deferred to end of Q4 as agreed January date was moved by management



		[bookmark: _Hlk166590688]HR Management – Occupational Health

		4

		Final report issued 24th April 2024

		



		[bookmark: _Hlk166590708]Year-end Follow Up

		4

		Final report issued 23rd May 2024

		



		Liaison with Audit Wales Management

		1-4

		

		



		Annual Planning

		1

		Final Report Issued

		



		Annual Report

		4

		Final Report Issued

		



		Audit Management

		1-4

		

		











		
Appendix B: Progress against Annual Plan 2024-25







		System

		Planned Quarter

		Current Status

		Comments



		Collaborative – Pan Wales

		

		

		



		Sustainability

		1

		Suggested start dates provided but not confirmed

		Lead Force – Gwent Police



		Connect Teams Channels

		2

		TBC

		Lead Force – Gwent Police – Moved to Q3



		Uniform Stores

		2

		Planned start date 19th August 2024

		Lead Force – Gwent Police  



		Health and Safety

		2

		Site work completed

		Lead Force – North Wales Police



		ISO Accreditation

		3

		TBC

		Lead Force – South Wales Police



		Payroll

		4

		Planned start date 18th November 2024

		Lead Force – Dyfed -Powys Police



		Dyfed-Powys Only

		

		

		



		[bookmark: _Hlk165387239]Risk Management – Embedding/Assurance Framework

		1

		Planned start date 29th July 2024

		



		Fleet Management – Fuel Usage

		1

		Site work completed

		



		Vetting

		1

		Planned start date 17th December 2024

		Moved to Q3 at the request of Management and approved by Audit and Governance Group



		ICT Change Management

		2

		Planned start date 24th September 2024

		



		Risk Management – Mitigating Controls

		2

		Planned start date 9th September 2024

		



		Crime Recording

		2

		Planned start date 29th July 2024

		



		Firearms Licensing

		2

		Draft report issued 12th July 2024

		



		HR Management – Wellbeing Strategy

		2

		Planned start date 5th November 2024

		Moved to Q3 at the request of Management and approved by Audit and Governance Group



		Follow-up (interim)

		2

		Suggested start date 10th September 2024

		



		Governance – Police and Crime Plan

		3

		Planned start date 17th December 2024

		



		Budgetary Control

		3

		Planned start date 21st October 2024

		



		General Ledger

		3

		Planned start date 16th September 2024

		



		Treasury Management

		3

		Planned start date 25th September 2024

		



		Cyber Security

		3

		Planned start date 24th September 2024

		



		HR Management – Leadership Skills

		3

		Planned start date 20th November 2024

		



		Governance – Strategic Planning, FMS and Data

		4

		To be agreed

		



		Pensions

		4

		To be agreed

		



		Follow-up (year-end)

		4

		To be agreed

		



		Contingency

		1-4

		

		



		Liaison with Audit Wales Management

		1-4

		

		



		Annual Planning

		1

		Draft Report Issued

		



		Annual Report

		4

		

		



		Audit Management

		1-4

		

		







	KEY:



		

		To be commenced

		

		

		Site work commenced

		

		

		Draft report issued

		

		

		Final report issued







[bookmark: _Toc128727720]


		Appendix C: Briefings on Developments in Governance, Risk and Control





TIAA produce regular briefing notes to summarise new developments in Governance, Risk, Control, Counter Fraud and Security Management which may have an impact on our clients.  These are shared with clients and made available through our Online Client Portal. A summary list of those briefings issued in the last three months which may be of relevance to Dyfed-Powys Police is given below:

Summary of recent Client Briefings and Alerts

		Date Issued

		Sector

		Briefing Type

		Subject

		Web Link

		TIAA Comments





		25 JUNE 2024

		All

		TIAA Article

		As featured in the Saturday Telegraph – Impact of Artificial Intelligence and the future of Internal Audit

		As featured in the Saturday Telegraph - Impact of Artificial Intelligence and the Future of Internal Audit - TIAA

		Our fifth article published in the Saturday Telegraph, talks about the impact of artificial intelligence and the future of Internal Audit.



		25 JUNE 2024

		All

		Podcast

		Ageing Workforce Podcast

		Ageing Workforce Podcast - TIAA

		People are living longer and working longer. Naturally, that brings its own set of challenges for managers and business owners. In this Podcast, Ruth Wragg-Jones from Fitzgerald HR and David Foley, Advisory Director at TIAA, talk about the complexities of the Ageing workforce, considerations to identify and explore and how to put a plan in place to help ensure your workforce remains effective and successful.



		19 JUNE 2024

		ALL



NHS/

Healthcare

		Anti-Crime Alert

		GP Practices Targeted by CEO Fraud

		GP Practices targeted by CEO fraud - TIAA

		Intelligence received indicates that the phishing scam commonly known as CEO fraud has been operating across some GP practices.

The fraud is perpetrated through the sending of an email to the Practice purporting to be from one of the practice partners, requesting invoices to be paid.



		04 JUNE 2024

		All

		Data Protection Alert

		The Data Protection and Digital Information Bill Failed

		The Data Protection and Digital Information Bill Failed - TIAA

		The Data Protection and Digital Information Bill has failed to complete its legislative passage in the necessary time frame before the General Election. It is understood that late amendments added by the Department of Work and Pensions are what caused the Bill to fail.



		31 MAY 2024

		All

		TIAA Article

		As featured in the Saturday Telegraph – Security Management, Is Your Public Venue “Terrorist Ready”?

		As featured in the Saturday Telegraph - Security Management, is your public venue “terrorist ready”? - TIAA

		Our latest article featured in the Saturday Telegraph dives into how the Terrorism (Protection of Premises) Bill impacts owners and operators of public venues and events. Learn more about what it takes to be "terrorist ready" and how to ensure the safety of your venue.



		24 MAY 2024

		All/Charity

		Case Study

		Charity Care Provider Case Study

		Charity Care Provider Case Study - TIAA

		Our latest case study featuring a Charity Care Provider. This insightful read highlights the importance of internal audits and how they can positively impact organisations.

Discover how our tailored solutions have helped this Charity Care Provider streamline their processes and enhance their overall performance.



		22 MAY 2024

		All

		TIAA News

		TIAA Becomes Certified B Corporation

		TIAA becomes Certified B Corporation - TIAA

		TIAA is delighted to announce its certification as a B Corporation (or B Corp), joining a growing movement of companies that are reinventing business for the benefit of all people and our shared planet.



		13 MAY 2024

		All

		Newsletter

		Fraud Stop Healthcare – Spring 2024

		Fraud Stop Healthcare – Spring 2024 - TIAA

		The Spring 2024 edition of our Fraud Stop Healthcare publication is now available.

Our bi-annual Fraud Stop publication features emerging fraud trends identified at healthcare organisations, case studies that our specialists have been involved in and methods of fraud prevention.





		13 MAY 2024

		All

		Newsletter

		Fraud Stop All Sectors – Spring 2024

		Fraud Stop All Sectors – Spring 2024 - TIAA

		The Spring 2024 edition of our Fraud Stop All Sectors publication is now available.

Our bi-annual Fraud Stop publication features emerging fraud trends identified at organisations, case studies that our specialists have been involved in and methods of fraud prevention.



		07 MAY 2024

		All

		Survey Results

		TIAA’s Organisational Culture and Whistleblowing Survey Results

		TIAA's Organisational Culture and Whistleblowing Survey Results - TIAA

		TIAA has completed a snapshot survey across clients on their organisational culture and whistleblowing arrangements. The surge in high-profile incidents, often accompanied by damaging press coverage, prompted us to take action



		03 MAY 2024

		All

		Campaign

		International Internal Audit Awareness Month

		International Internal Audit Awareness Month - TIAA

		Started by The IIA in the 1990s, International Internal Audit Awareness Month helps promote the value of internal audit both inside and outside of organisations - Find out more about the role of Internal Audit in our ‘Guide to Internal Audit’



		30 APRIL 2024

		All

		Campaign

		World Password Day

		World Password Day - TIAA

		World Password Day creates awareness about the importance of strong passwords. A compromised password can put our personal and financial information at risk. We offer key advice on creating strong passwords, looking after your passwords and protecting your accounts.
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		Executive Summary
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		OVERALL ASSESSMENT

		

		OVERALL CONCLUSION



				Force

		Assessment



		Dyfed-Powys Police

		Reasonable



		Gwent Police

		Reasonable



		South Wales Police

		Reasonable



		North Wales Police

		Substantial
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		Each Force has a Data Protection Officer and nominated Senior Information Risk Owner. 
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		Each Force has a range of policy and procedures documents in place but a need to review and update certain documents was noted across each Force.   
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		An Information Assurance Board or Information Security Board is the main group overseeing information governance within each Force. 



		[image: A sign with a person running
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		Resourcing or staffing issues were noted by each Force although at the time of the internal audit review. action had or was being taken to address these issues. 









		

		

		



		SCOPE

		

		ACTION POINTS



		The review considered compliance with the Data Protection Act 2018 incorporating the General Data Protection Requirement including the policies, procedures and systems in place. 



		

				Force

		Urgent

		Important

		Routine

		Operational



		Dyfed-Powys Police

		0

		0

		9

		1



		Gwent Police

		0

		2

		2

		0



		South Wales Police

		0

		2

		2

		0



		North Wales Police

		0

		0

		1

		1
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		The Police and Crime Commissioners and Chief Constables of Dyfed Powys, Gwent, South Wales and North Wales Police 

Collaborative Assurance Review of Data Protection

		Page 1







		Assurance - Key Findings and Management Action Plan (MAP)







		[bookmark: section3]Rec.

		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		Dyfed-Powys Police



		1

		Directed

		There is an Information Assurance Board (IAB) which meets quarterly and is chaired by the Deputy Chief Constable (DCC) who is the Senior Information Risk Owner (SIRO). The Data Protection Officer (DPO) presents a paper on information management and compliance including data breaches, key performance indicators and data protection updates. The Terms of Reference are currently under review and are yet to be agreed.   

		The Terms of Reference of the Information Assurance Board be agreed.

		3

		Actions surrounding the IAB Terms of Reference were discussed at the IAB of the 24 March and signed off as complete. 

		Complete 24.03.24

		Information Manager/Data Protection Officer 



		2

		Directed

		There are nominated Information Asset Owners (IAO) and Information Asset Administrators (IIA).  However, due to staff turnover, the IAOs and IAAs may no longer be correct.

		A review of the list of the Information Asset Owners (IAO) and Information Asset Administrators (IIA) needs to be carried out and training/ guidance given to the current IAOs and IAAs.

		3

		The Information Asset Register has been assigned to the Records and Data Quality Supervisor. The review of the IAO’s and IAA’s is taking place.  Once all IAO’s and IAA’s have been set in place, training will be organised. 

		31.03.25

		Information Manager/Data Protection Officer



		3

		Directed

		There are various policies in place including a Data Protection Policy, and a Data Protection Compliance Audit Policy.

All have recently been reviewed and are therefore up to date apart from the Information Risk Management Policy which was due for review in February 2023.

		The Information Risk Management Policy be reviewed.

		3

		The information risk process requires review alongside the policy and guidance documents.  All will be reviewed at the same time. 

		31.03.25

		Information Manager/Data Protection Officer



		4

		Directed

		The Information Risk Register is now under the remit of Information Management and Compliance.  Work is to be undertaken to update the register and convert to a new template, and processes regarding information risk need to be documented.    

		The Information Risk Register and associated processes be updated as planned.

		3

		The information risk process requires review alongside the policy and guidance documents.  All will be reviewed at the same time. 

		31.03.25

		Information Manager/Data Protection Officer



		5

		Directed

		Spot checks/ compliance auditing have not recently been carried out as the post responsible for undertaking checks (Data Protection Advisor) was vacant. 

		Compliance auditing be resumed now that the Data Protection Advisor is in post.

		3

		The Data Protection Compliance Officer, who will be undertaking the compliance auding role, is now in post; however, they are currently assisting the Disclosure Team (FOI) to clear a backlog of work.  Once they are available from that function the compliance audit process will commence. 

		30.11.24

		Information Manager/Data Protection Officer



		6

		Directed

		Data breaches are reported to the Information Assurance Board by the Data Protection Officer (DPO).  From January 2022 to August 2023, the three main reasons were as follows:

· Email sent to incorrect recipient.

· Inappropriate sharing of data; and	

· Letter sent to incorrect recipient.

In order to prevent and reduce further breaches, the DPO has obtained press releases from the Information Commissioner’s Office (ICO) on other organisations where this has happened and the consequences and added to the intranet as a news item to inform staff.

		Now that the Data Protection Advisor is in place, training be reviewed as planned to include refresher training;  incorporating topics where there is repeated non-compliance, such as sending e-mails incorrectly, to be included.

		3

		The Data Protection Advisor has started to look at a training plan to cover Information Management and Compliance requirements. Consultation has been taking place with Learning and Development.  This work continues.

		31.12.24

		Information Manager/Data Protection Officer



		7

		Directed

		The Information Asset Register (IAR) is managed by the Information Security Officer but will be transferred under the remit of the Records Management Team where it will need a review and updating to ensure all new systems have been included, and the correct Asset Owners (IAO) and Information Asset Administrators (IIA) are listed.

		The Information Asset Register (IAR) be updated following transfer of remit to the Records Management Team.

		3

		The Information Asset Register has been assigned to the Records and Data Quality Supervisor. The review of the IAO’s and IAA’s is taking place. Once the IAO’s and IAA’s have been confirmed a full review of the IAR will take place. 

		31.03.25

		Information Manager/Data Protection Officer



		8

		Directed

		A Record of Processing Activity (ROPA) is required to be implemented.  This has been put on hold awaiting the migration to the W and U drives to Office 365 and SharePoint, so that ROPA is based on cleansed and updated data.

		A Record of Processing Activity (ROPA) be drafted and implemented.

		3

		This has been assigned to the Records Management Team and preliminary work has commenced. 

		31.03.25

		Information Manager/Data Protection Officer



		9

		Directed

		Data Flow Mapping is not currently performed.  This has been put on hold until the Record of Processing Activity (ROPA) is drafted.

		Data Flow Mapping to be conducted.

		3

		This will form the work associated with the IAR and the ROPA.

		31.03.25

		Information Manager/Data Protection Officer



		Gwent Police and South Wales Police



		10

		Directed



		At the time of the internal audit review, there were seven vacant posts within the joint Gwent Police and South Wales Police team.  

The Data Protection Officer (DPO) has put forward a staffing proposal Information Governance Restructure Business Case to ensure: "that the fundamental information/data protection compliance and risk functions are carried out to protect both forces from legislative non-compliance and associated financial penalties, enforcement action and reputational damage leading to loss of public trust and confidence." The Executive Summary states: "Currently Gwent Police (GWP) and South Wales Police (SWP) have differing structures to deliver the Information Management functions. The former has a specific Information Governance section which is separate to the transactional Information Services and the latter has an overarching Information Management team.

The business case identifies 4 options:

1.	Do nothing

2.	A Joint Information Governance Unit

3.	A mirrored structure for Information Governance in both forces

4.	A mirrored joint/hybrid structure.

The business case recommended option is a mirrored/joint-hybrid structure whereby roles and processes are the same in each force.

The business case has been approved.  However, recruitment into posts has been challenging and the Data Protection Officer (DPO) is seeking approval for three administrative posts to be permanent rather than 12-month fixed term.

		A decision be made on the three administrative posts being made permanent rather than 12-month fixed term. 

		2

		Information Compliance Officer roles in both forces have now been filled. 4 positions are now vacant – Information Governance Lead in Gwent and the remaining 3 admin roles however a review of the structure is to be put to chief officers taking into account recruitment issues around knowledge and expertise.  Chief Officers are also intervening in the approval of the admins to permanent in order to make recruitment more attractive.

		31/08/24

		Louise Voisey



		11

		Directed

		There is a joint Information Security Policy in place.  This was due to be reviewed in March 2023.

		The Information Security Policy be reviewed.

		2

		Force Information Security Officers are in the process of jointly reviewing the Policy.

		31/07/24

		FISO



		12

		Directed

		Tailored training for the IG team is ad hoc.  There is no training needs analysis in place to state what training is required for each role.  Training is therefore undertaken if a staff member requests it.  

Role based training and College learn training is provided for IG staff and ISEB training is arranged for staff who require data protection training.

The DPO has started to draft a training needs analysis to detail the courses that job roles need to undertake.

		To implement a formal training needs analysis for the IG department.

		3



		This is in train – requirements have been gathered from the team and is being collated in a TNA.

		31/08/24

		DPO



		13

		Directed

		The Data Protection Officer (DPO) has an Action Plan to have a data protection communications rollout over 12 months for staff awareness.  This has been suggested to the Communications Team by the DPO but to date has not been actioned.

		A data protection awareness campaign be implemented with monthly communications to advise staff on latest issues.

		3

		The Comms plan has been drafted and discussions are taking place with Comms in both forces to implement.  In the meantime ad hoc comms are issued.

		30/09/24

		DPO



		North Wales Police



		14

		Directed

		The Records Management Procedure sets out the requirements for ensuring compliance with legal and statutory obligations including the Management of Police Information (MoPI) Code of Practice (CoP), Guidance and Threshold Standards; and other codes of practice. The Procedure was last reviewed and updated in March 2015 and is out of date. It was advised that the Head of Information Assurance was in the process of reviewing the Procedure.

		The Records Management Procedure be reviewed and updated, as necessary.

		3

		We agree that Records Management Procedure is out of date and is under review as Head of IA is reviewing the Information Management Strategy.

In defence, the Force has a well-established Force Records Department, with an experienced team.  Users of RMS and other systems are given training, and the administrators of these systems are also well established.

NWP also publish the NPCC Review Retention and Disposal Schedule in the Policy Library, and the Government Security Classification Procedure also.

In addition to this, APP (authorised professional practice) has an Information Management Section, and this is available on Forcebook, and this should be the first port of call for any queries.

		31/07/2024

		Head of Information Assurance
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.



		

		                                                                                                                                 Police & Crime Commissioners and Chief Constables of Dyfed-Powys, Gwent, South Wales and North Wales Police

Collaborative Assurance Review of Data Protection
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		Operational - Effectiveness Matter (OEM) Action Plan







		[bookmark: section4]Ref

		Risk Area

		Finding

		Suggested Action

		Management Comments



		Dyfed-Powys Police



		1

		Directed

		There is a Data Protection Officer (DPO) in place.  The DPO has a Masters in Information Rights qualification which includes data protection.

There has been a vacant post for a Data Protection Advisor (DPA) which has now been filled as of end of January 2024.  Various tasks which have been put on hold can then be carried out as part of this role.

The role of Data Protection Compliance Officer (DPCO) has also been filled as from the end of January 2024, but this role is 50% audit and 50% compliance.

The DPO now has support with data protection tasks, but at present, it is not known whether this establishment will be sufficient.

		A review of the Data Protection Team after 6 months in post to ensure the establishment is sufficient to cover all the data protection tasks of the Force.



		There is significant work for the team to ensure data protection compliance.  The Information Manager/Data Protection Officer welcomes the suggested action that a review takes place 6 months following both members of staff being in post and undertaking their substantive duties.



		Gwent Police and South Wales Police



		No Operational Effectiveness Matters were raised.



		North Wales Police



		2

		Delivery

		There were no vacancies in the team at the time of the review. The volume of Subject Access Requests has increased significantly and the member of staff responsible for this area is now spending most of their time in dealing with the requests, when their role is much broader.

		Consideration be given to whether additional resources is required to administer Subject Access Requests.

		Agreed and acknowledged. Head Information Assurance  aims to present a business case requesting additional resources.
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Partially in place

		1, 2, & 3

		1



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Partially in place

		4, 5, & 6

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		7, 8, & 9

		-







		Other Findings – Dyfed-Powys Police
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		The website has a page on "How we use Close-Circuit Television (CCTV) cameras" and adheres to the Governments "Surveillance Camera Code of Practice".  There is information to the public on how the data is held and can be requested.
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		There is an Information Security Policy in place which outlines the suitable safeguards to ensure the confidentiality, integrity, and availability of Force Information Systems.
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		The Force is required to follow the requirements of the College of Policing Authorised Professional Practice (APP) on Information Management.   The APP covers:

•	Management of Police Information.

•	Information Sharing.

•	Freedom of Information.

•	Data Protection.

•	Information Assurance.

The Force is required to follow the College of Policing APP on Compliance Audit.
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		All staff have a “College Learn” training package from the College of Policing (COP) for operational and non-operational staff. There is a Data Protection module for everyone to undertake.

All new staff must complete the training package when they join.  There is, however, no refresher training.  Once the Data Protection Advisor takes post, the training programme will be reviewed and compliance monitored.  The Data Protection Advisor will also be developing specialist training.  Currently the Disclosure Unit have additional Subject Access Request (SAR) and Freedom of Information (FOI) training and at the time of the internal audit fieldwork an external company had been appointed to deliver specialist SAR training in January 2024.  
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		An awareness presentation for FOI and data protection is given to all staff when they join.  There are other courses for data protection if required or requested.

On the intranet, each department has its own section.  News items can be published on any topic or current event including data protection.  The Data Protection Officer (DPO) recently uploaded NPCC “data ads” which were bitesize and therefore added to news items over several weeks.
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		There is a Services – template contract document which contains sections including a Data Protection Schedule and Confidentiality Agreement as part of the tender process requirements for the provider to supply the Force.
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		Privacy notices are in place and available on the website for public viewing to explain how personal information is held and processed.  There is also an internal privacy notice for employees.
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		The privacy notices include the legal basis for processing data subjects’ information, and data subject rights including deleting data on request of the individual. 
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		Subject Access Requests have not been included in this review as has been recently audited in the Information Disclosures review.
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		Consent is relied on in some cases which is covered in the Information Sharing Protocols.
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		There is no policy in place that specifically covers children.  The NPCC Data Protection manual does refer to the requirements within the legislation in respect to children, and therefore the Force takes consideration of the manual and the requirements of the legislation as necessary.
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		Data Protection Impact Assessments (DPIA) are in place and guidance is available to staff along with a DPIA form to complete.  These are currently assessed by the Risk Manager and Information Security Officer.  Once the Data Protection Advisor is in post, they will also review the DPIAs.

The Force's website contains all the DPIAs for CCTV at each location it is installed.
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		International data transfers are uncommon.  The DPO recalls two where one was discussed with the Information Commissioners Office and the NPCC who has its own DPO and staff who can provide advice.
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		There are Data Protection Declaration forms to be signed by Police Staff and Police Officers.
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		There is a Data Processing Contract (national template) in place between the Force and its third-party data processors if data processing clauses are not already covered in a standard contract.  These are managed by the Procurement department.  A list of questions that covers data protection and information security is also sent to companies to complete.
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		The Force uses biometric data with the collection of fingerprints.  There is guidance on the website about requesting fingerprints and requesting them to be removed from the database.
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		There is guidance on the Force's websites for data subjects on how they can request their information to be deleted.  The data subject has the right to apply for the early deletion of records from the National DNA Database (NDNAD), National Fingerprint Database (IDENT1) and the Police National Computer (PNC) depending on certain criteria.  The links on the website take the data subject to the ACRO website to apply for deletion of their data.

The Force is required to follow the requirements of the College of Policing APP on Information Management, and the NPCC Review, Retention and Disposal Schedule.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		Out of scope

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – Dyfed-Powys Police
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		There is an Information Assurance Board (IAB) which meets quarterly and is chaired by the Deputy Chief Constable (DCC) who is the Senior Information Risk Owner (SIRO). 
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		Now the DPO is assisted by a DPA and DPCO, staffing resilience is in place.










		Findings – Gwent Police and South Wales Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Partially in place

		10, & 11

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		12, & 13

		-







		Other Findings – Gwent Police and South Wales Police
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		There is a Data Protection Officer (DPO) in place shared between Gwent Police and South Wales Police.  
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		At the internal audit fieldwork, the Information Compliance Officer's (ICO) post for Gwent Police has been offered to a candidate in November 2023.  The South Wales ICO post was vacant.
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		The DPO attends many meetings within the organisation, cross-Forces, regional and national.
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		The Information Assurance Board (IAB) is the main group overseeing information governance.  There are Terms of Reference in place which states its remit of “high-level decision making forum for all matters in relation to information management and information security.
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		The Data Assurance Governance Group consists of the covert operations and specialist operations teams and reports to the IAB.
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		The Confidence and Legitimacy Group is supported by the Strategic Lessons Learnt Group and its sub-groups. The Group considers learning points from the Information Commissioners Office (ICO) and data breaches.  
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		A Force Disclosure Improvement Board is also in place and attended by the DPO and covers topics such as Memorandums of Understanding and sharing information. The Basic Command Units (BCUs) are also involved.
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		Other governance and oversight groups include the Deputy Chief Constable Oversight Group and the NPCC Data Protection Working Group.
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		Information Asset Owners (IAO) were last confirmed in 2021.  There are various "packs" in place for guidance.  However, due to staff resourcing in the IG department, updates and training to ensure all existing and new IAOs are kept up to date with policies and processes has not been carried out.
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		There are various policies in place including an overarching Data Protection Policy.

All have recently been reviewed and are therefore up to date.  The DPO maintains a list of policies and their review dates.
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		The Estates department "owns" the CCTV policy.  The DPO has drafted the latest version to be approved.



		[image: A magnifying glass in a circle

Description automatically generated]

		There is an Information Governance Risk Register in place.  There is a risk (IG/0001/23) which relates to information governance resourcing, current score of 20.  The risk is that there is no governance functionality that can be progressed (due to lack of resourcing) and therefore potentially regulatory action, fines and financial penalties could be enforced if the Forces are unable to comply fully with the Data Protection Act 2018.
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		There is an Information Risk Register which is monitored by the IAB.
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		The DPO reports data protection entity scanning to Board members on 4 areas -

1. Threats such as Artificial Intelligence, where controls need to be implemented but have wider implications than at local level and are therefore partly out of the control of the Forces.

2. Risks to the organisation.

3. Harm, such as data breaches.

4. Assurance, including spot checks and deep dive exercises.
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		Spot checks have not recently been carried out as the post responsible for undertaking checks is currently vacant.  The last Data Protection Compliance Monitoring Strategy and Annual Compliance Monitoring Plan was completed in 2020/21.
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		Data Incident Management procedures are documented, and staff are encouraged to report any concerns which the Information Governance Team can then assess.  Incident reports are produced.
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		At the time of the internal audit review there had been 331 data breaches to date in 2023, of which 213 had been closed.  There are a range of reasons including lost items, incorrect recipients, and e-mails/ attachments containing someone else’s details.

There have been 21 complaints to the Information Commissioners Office (ICO) of which 13 have been closed.  The majority of the ICO complaints relate to Subject Access Request (SAR) processing which has been covered recently in the Information Disclosures audit which had a Limited Assurance opinion.

		Breach notifications

		Jan

		Feb

		Mar

		Apr

		May

		Jun

		Jul

		Aug

		Sep

		Oct

		Totals



		Received during period

		30

		32

		26

		32

		28

		30

		28

		34

		38

		53

		331



		Breach cases closed during period

		17

		25

		19

		21

		20

		25

		19

		14

		22

		27

		213



		

		

		

		

		

		

		

		

		

		

		

		



		ICO Complaints

		

		

		

		

		

		

		

		

		

		

		



		Received during period

		1

		5

		4

		0

		1

		2

		2

		1

		3

		2

		21



		ICO Complaints finalised during period

		0

		2

		3

		2

		1

		2

		1

		1

		1

		0

		13





The staffing issues are those identified in Information Management in the Disclosure Audit.  Information Management (disclosures) is separate from Information Governance.

Proactive communications and information risk management are difficult with vacant posts in the Information Governance Team.

Repeated breaches and complaints to the ICO with no improvement showing in the statistics to address these issues could result in reprimands, enforcement notices or financial penalties from the ICO.  Serious harm or distress could be placed upon members of the public if their information is incorrectly disclosed.  



		[image: A magnifying glass in a circle

Description automatically generated]

		For all staff, there is an induction training programme for Data Protection.  The DPO endeavours to meet all new starters so they can "put a face to a name".  Training is tailored for teams to focus on the topics more relevant to their roles.

Volunteers also have a training programme.

The DPO has also delivered training on contracts and information, as well as disclosure and redaction jointly delivered with the Crown Prosecution Service (CPS) following new guidelines from the Attorney General.
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		Data protection information is available to all staff on the intranet sites.  This includes an introduction to the Information Governance department.

Bespoke training is provided for the wider Forces. 
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		Basic mapping has been done and will be refreshed with the appointment of an Information Compliance Officer and administration staff.
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		There are numerous Information Sharing Agreements and Memorandums of Understanding in place.  There is a Data Sharing Steering Group in place.  Increasingly, the National Police Chief's Council (NPCC) is taking a more central role to provide more consistency to sharing agreements.  Forces are signing up to allow the NPCC to this on their behalf.  The Chief Officer for a subject matters lead role nationally leads the drafting of the Agreements as a precedent to roll out to other Forces.
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		Privacy notices are in place and available on the website for public viewing to explain how personal information is held and processed.  There is also an internal joint privacy notice for both Forces.
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		The privacy notices include the legal basis for processing data subjects’ information, and data subject rights.
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		Subject Access Requests have not been included in this review as has been recently audited in the Information Disclosures review.
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		Consent is not relied on as a lawful basis for processing as where the Forces process personal data for the policing purposes, the legal basis for processing is that it is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the Forces which are set out, in the main, in the Police and Criminal Evidence Act 1984, the Police Act 1996, and the Police Reform Act 2002.
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		Childrens information is handled by specific force processes which are tailored for children's data, but these are within the operational areas.
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		The Data Protection Impact Assessments (DPIA) are in place and guidance is available to staff along with a DPIA form to complete.  There is also an Information Governance Project Checklist containing Information Governance requirements.  The DPO sits on all the project board meetings to be aware of all the projects and any Information Governance implications.  

There is a Joint Supplier Questionnaire which is assessed by the DPO.

In addition, there is a research questionnaire to be completed if information is to be shared with universities for research purposes, or if a member of staff requires information for studying on a job.
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		At present, there are no international data flows.

The contract with Microsoft has a national transfer risk assessment, however, Gwent Police and South Wales Police have not enabled any applications which are hosted outside of the United Kingdom.
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		Data protection clauses are contained within supplier contracts.
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		There is guidance for the public on the Force's websites with regards to Facial Recognition usage.

It states: "Images are typically supplied from CCTV, mobile phone footage or social media. These images are then compared against our custody images. The reference database that we use are custody images from South Wales and Gwent Police. These contain in excess of 600,000 images."

Live Facial Recognition also has a separate website specifically for this and containing information on DPIAs and Appropriate Policy Documents.
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		For the above data held, there is guidance on the Force's websites for data subjects on how they can request their information to be deleted.  The data subject has the right to apply for the early deletion of records from the National DNA Database (NDNAD), National Fingerprint Database (IDENT1) and/or the Police National Computer (PNC) depending on certain criteria.  The links on the website take the data subject to the ACRO website to apply for deletion of their data.

There is also a retention schedule in place.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		 -

		 -



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		Out of scope

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		Not in place

		-

		-







		Other Findings – Gwent Police and South Wales Police
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		Data protection compliance is monitored by the Groups, Committees and Boards as mentioned in the Governance section above.
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		Resilience is an issue as there is one DPO covering two Forces, and there are vacancies in the team.  Recruitment has proven challenging, and certain tasks such as spot checks are not being carried out due to resourcing issues.  There is a risk without full establishment that tasks will not be performed which may lead to issues being unnoticed or not mitigated, in turn increasing the likelihood of a data breach.
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		Findings – North Wales Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		14

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings – North Wales Police
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		The previous review of Data Protection was undertaken in 2021/22 and provided a Substantial Assurance opinion. One Priority 3 recommendation was raised, and this has been confirmed as implemented.



		[image: ]

		The Force has a Data Protection Policy in place (v17.2.1) which was effective from 16th August 2022 with a recommended review date of August 2024.

The Policy applies to all staff and users of the network or with access to North Wales Police information and personal data. The Policy states that there should be no personal access of information or personal data, only business use and that non-compliance for unlawful purposes could result in disciplinary action and be considered as gross misconduct, resulting in dismissal. The consequences to North Wales Police of non-compliance with the Data Protection Act 2018 are clearly stated.

A table is provided setting out terminology, principles and requirements and actions, for example in respect of a personal data breach.

The Force also has a Data Protection - Sensitive Data Processing Policy in place. The Policy is next due for review in October 2025. The Policy explains how and why North Wales Police collects, processes, looks after and shares personal data, Special Category personal data and personal data relating to criminal convictions and offences. It also explains individuals' statutory rights under the Data Protection Act 2018.
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		The Policy references current legislation and notes that it will require update in the event of legislative changes.
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		The Force's Data Privacy Notice is displayed on its website. It references the Data Protection Act 2018 and provides an explanation of what data is collected, how and why it is collected, the purpose of the data and who it is shared with. The Notice also sets out the individuals' rights to the data and provides contact details to both the Force and if the individual is unhappy with the response, the Information Commissioner’s Office (ICO).
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		The Director of Finance and Resources is the Force's Senior Information Risk Officer (SIRO). The Head of Information Assurance is the Force's nominated Data Protection Officer (DPO). 
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		The Chief Constable North Wales Police is the registered data controller with the ICO. The current registration is valid until 1st October 2024.
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		Each North Wales Police ICT system has a nominated Information Asset Owner (IAO). The IAO is responsible for ensuring ‘their’ assets comply with this policy and ensuring adequate governance, risk management, change control, access controls and documentation is in place, taking account of the value of the information processed on their asset; reporting to the SIRO as directed and required and keeping the Head of Information, Security and Compliance aware of information security related changes, incidents and vulnerabilities.
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		A Force Information Management Security Strategy (FIMSS) (V3.0) is in place. This reviewed in October 2023 and is next due for review in October 2025. It sets out how information will be used to support the Force in delivering all Police policies and strategies by the timely provision of comprehensive, accurate, up-to-date and reliable information and intelligence. There are five core values underpinning the Strategy: The Standards; Business Management; People Management; Information Sharing; and, Data/Information Management. All of these make reference to DPA principles and requirements. 

The Head of Information Assurance confirmed that the Records Management Procedure is currently being reviewed.
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		There is no specific risk on the Force's Risk Register. The Head of Information Assurance presented a deep dive on Cyber Security and Information Assurance risk at a Joint Audit Committee (JAC) briefing on 29th November 2023 followed by a presentation to the December 2023 JAC meeting. The slides were shared via screen share and provided an overview of the risks and mitigation relating to information. The presentation explained the intended approach to the management of risk relating to unstructured data. 
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		There is an Information Security Incident / Personal Data Breaches Policy (V1.11) in place. The policy’s effective date is September 2021 with a planned formal review date of September 2024. It was noted that minor amendments had been made in February 2022 and September 2023. The policy explains the responsibility to report information data breaches or incidents immediately and provides clear instructions on how the incident should be reported, including out of hours, ensuring that action can be taken as soon as possible. The policy provides an explanation of what constitutes a personal data breach and an information security breach, why it needs to be reported and explains the required actions. Responsibilities are clearly defined for all potential staff or officers who might be involved in the process from the Data Protection Officer to Corporate Communications. The Procedure is mandatory. 
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		The Security Incident and Personal Data Breaches (SIPS) report for the year to date was provided for review. There had been 155 reported incidents across both categories reported, indicating that there is an awareness of the requirement to report across the Force. The report included various categories of incident including unauthorised disclosure, loss or theft of technology assets and unauthorised access to IT. There had been 58 unauthorised disclosures recorded in the year to date. In each case, the incident has been reviewed and a decision made as to whether there is a need to report it to the Information Commissioner's Office. It was confirmed that one incident had been reported and an overview of the incident was provided. The ICO confirmed that No Further Action (NFA) was required.
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		The Head of Information regularly meets with the three Managers within the department to discuss current arrangements and any developments, ensuring that key messages are cascaded more widely. A recent example provided related to the notice received from the National Board relating to WhatsApp., which as considered from the perspective of what needed to be done and then the approach to sharing it more widely was agreed.

Quarterly meetings are held for the entire team of 20, each with a key topic or theme, selected by members of the team, with a view to sharing best practice. At the time of the review a DPA day was scheduled to take place on 28th January 2024. 
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		A formal programme of training is in place for all staff and officers to ensure that they are aware of their responsibilities for the handling of data.
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		An Information Asset Register is maintained. A redacted version was provided for review. The register holds a significant amount of information on each item including:

· The owner (individual and department), administrator and contact details. 

· Information on the asset including its purpose and the type of information held.

· Date that NCALT training was completed by the owner and administrator.

· The date the risk assessment was completed.

· A variety of other information is recorded as necessary over the use of the data including any planned changes, business continuity, security categorisation and markings.

The Head of Information Assurance stated that the process for maintaining the Information Asset Register was under review and that a proposed approach was due to be considered for implementation in Quarter 1, 2024/25.

Progress in the implementation of the new approach is being reported to and monitored at the Joint Audit Committee.
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		Under Article 30 (Records of processing activities) & DPA, Part 3, Section 61 (Law Enforcement Processing), a Record of Processing Activity is required to be maintained. A record has been established by department, to record the types of process, for example, criminal investigations including prosecution, the purpose, whether it is a general or law enforcement practice and then categories of personal data and recipients. It was advised that the process is being updated.
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		There is a process in place for dealing with Subject Access Requests (SAR). There has been a significant increase in Subject Access Requests with 438 requests received in the year to date. Requests received are recorded in a log as a right to request. Date of response is monitored. There is one member of staff whose role is dedicated to processing these requests, although their role, as Data Protection Support Officer has a wider remit. Support is also provided by two FOI officers. Responses to requests are all reviewed by the Information Assurance, Data Protection & Info Assistant prior to being issued. Compliance reports are provided to the Head of Information Assurance. At the time of the review, compliance was reported at 90%. It was observed that where requests are not dealt with in the required timescales this is generally because of the need to redact data and there is no software to do this. 
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		The process for Data Protection Impact Assessments is clearly defined. A comprehensive template is in place for completion which asks the information asset owner to set out what data is being used, how and why and to assess the level of risk associated with the processing.
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		At present, there are no international data flows.
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		Invitations to Tender require the Supplier to complete Section 3, which includes the Data Processing Agreement. 

All standard contracts with suppliers include DPA clauses. A Data Protection Impact Assessment would also be required, and this would be recorded on the Information Asset Register in each case. 
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		No facial recognition cameras are currently used by North Wales Police. 

Guidance is available for the use of Body Worn Cameras. Although there is no specific wording given, Police Officers will announce that they have or are activating the camera and recording both audio and visual data, the date and time, the nature of the incident and why the camera has been activated.
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		The Force adopts the NPCC National Guidance on the minimum standards for the Retention and Disposal of Police Records. The document details the envisaged time limits for the erasure of different categories of data. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		Out of scope

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		2









		Other Findings – North Wales Police



		[image: A magnifying glass in a circle
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		The Force has an Information Security Board, chaired by the Chief Information Officer (CIO), which meets quarterly. The Board is part of the Police and Commissioner's Assurance and Compliance arrangements. The Board has an up-to-date Terms of Reference (ToR) in place, dated October 2023. The ToR sets out the membership and responsibilities of the Board which include oversight of data protection principles, information governance and to review and monitor information security incidents, including data breaches. The meetings are not minuted, but a formal Actions and Decisions Log is maintained. Review of the log from the May 2023 meeting indicated that actions are clearly recorded, with a record of the date raised, a dated trail of updates provided to each meeting while the action remains open, and an owner assigned responsibility for the action.







		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.





Acknowledgement

5. We would like to thank staff for their co-operation and assistance during the course of our work.

Release of Report

6. The table below sets out the history of this report.

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		13th October 2023

		13th October 2023



		Draft Report:

		31st May 2024

		



		Revised Draft Report issued:

		14th June 2024

		18th July 2024



		Final Report:

		18th July 2024

		









		AUDIT PLANNING MEMORANDUM
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		Lead Force - Police & Crime Commissioner and Chief Constable of Gwent, South Wales and North Wales Police



		Review:

		Collaborative – Data Protection



		Type of Review:

		Assurance

		Audit Lead:

		GP/SWP/DPP – Senior Audit Manager–ICT Audit and IG Assurance

NWP – Director of Audit



		



		Outline scope (per Annual Plan):

		The review considers compliance with the Data Protection Act 2018 incorporating the General Data Protection Requirement including the policies, procedures and systems in place.

All four forces. 

Lead force: Gwent Police



		

		Directed

		Delivery



		

		Governance Framework: There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Performance monitoring: There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.



		Detailed scope will consider:

		Risk Mitigation: The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Sustainability: The impact on the organisation's sustainability agenda has been considered.



		

		Compliance: Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Resilience: Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.



		Requested additions to scope:

		The accountability framework for:

· adopting and implementing data protection policies;

· taking a ‘data protection by design and default’ approach (I.e.; the business has implemented appropriate technical and organisational measures to integrate data protection into your processing activities).

· putting written contracts in place with organisations that process personal data on the organisation’s behalf;

· maintaining documentation of your processing activities;

· implementing appropriate security measures;

· recording and, where necessary, reporting personal data breaches;

· carrying out data protection impact assessments for uses of personal data that are likely to result in high risk to individuals’ interests;

· appointing a data protection officer;

The review will consider how these arrangements are applied to unstructured data (defined for the purposes of this review as follows: documents, metadata, health records, audio, video, analogue data, images, files, and unstructured text such as the body of an e-mail message, Web page, or word-processor document).





		Exclusions from scope:

		 Disclosure of Subject Access Requests will be considered under a separate review of Information Disclosures



		



		Planned Start Date:

		GP: 23/10/2023

SWP: 30/10/2023

DPP: 08/01/2024

NWP: 28/11/2023

		Exit Meeting Date:

		GP: 27/10/2023

SWP: 03/11/2023

DPP: 5/02/2024

NWP: 28/05/2024

		Exit Meeting to be held with:

		DP: Debby Jones:

GP and SWP: Louise Voisey and Mark Russell

NWP – Head of Information Assurance



		SELF ASSESSMENT RESPONSE



		Matters over the previous 12 months relating to activity to be reviewed

		Y/N (if Y then please provide brief details separately)



		Has there been any reduction in the effectiveness of the internal controls due to staff absences through sickness and/or vacancies etc?

		Yes – high staff turnover, vacancies (SWP/GWP)



		Have there been any breakdowns in the internal controls resulting in disciplinary action or similar?

		No



		Have there been any significant changes to the process?

		No



		Are there any particular matters/periods of time you would like the review to consider?

		No
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		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS



				Force

		Assessment



		South Wales Police

		Reasonable



		Gwent Police

		Reasonable



		Dyfed-Powys Police

		Reasonable



		North Wales Police

		Reasonable







		

				[image: ]

		Worst Offending Vehicles for Dallas Key Use data in the last three months’ Monthly Overall Confidence Reports identified that that no or little reduction has occurred.
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		Telematic outages at North Wales Police revealed numerous trips where the data has not polled into Tranman.



		[image: ]

		Numerous instances where no driver could be identified in North Wales Police, which would indicate no Dallas key had been applied, were identified with no investigation undertaken.









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		There are no risks in relation to Telematics in each force’s risk register.

		

				[image: ]

		All Technicians in each force have been trained to fit the iR3 telematics system.









		

		

		



		SCOPE

		

		ACTION POINTS



		Further to the audit undertaken in 2022/23 the review considered the use and effectiveness of iR3 – Police Fleet Management System including the reporting of performance. The review did not comment on the accuracy of reported efficiencies obtained through use of the system (Force).

		

				Force

		Urgent

		Important

		Routine

		Operational



		South Wales Police 

		0

		1

		4

		1



		Gwent Police

		0

		1

		3

		1



		Dyfed-Powys Police

		0

		1

		2

		0



		North Wales Police

		0

		1

		2

		1
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		Assurance - Key Findings and Management Action Plan (MAP)







		[bookmark: section3]Rec.

		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		South Wales Police

		

		

		

		

		



		1

		Directed

		A review of the Worst Offending Vehicles for Dallas Key Use data in the last three months’ Monthly Overall Confidence Reports identified that that no or little reduction has occurred. Examples are included in Table 1 in Appendix C.

		Further action be taken to reduce the number of occasions a Dallas Key is not used in the same vehicle.

		2

		IR3 project team are undertaking visits to police stations to audit all vehicles to ensure that they are sounding and that the Dallas key reader is working. 

SWP Fleet department also undertaking the same check when vehicles are serviced. 

Tables will now be reviewed month-on-month by IR3 Telematics Team to ascertain any trends / repeat vehicles, and fed back into FFEUG meeting for Oversight. 

		30/08/2024

		Project Lead



		2

		Directed

		A review of the "Stale vehicles with No contact from Telematics Box in over 28 days” for South Wales Police (SWP) was reviewed. It was noted that, in last year’s review as of October 2022, it was reported that there were 52 stale vehicles. In January 2024, this had reduced to 6 vehicles which highlights an improvement. However, the top two vehicles listed have been on the report for a few months (IMEI – 354725063612042 – last contact 15/07/2023, 203 days and 354725063606572 last contact 23/10/2023 – 100 days). No explanation has been provided to support the reason which could be a potential fault with the system.

		Operational Leads for IR3 be required to investigate why there has been no contact for the listed stale vehicles and this be fed back to the Fleet department and the Project team.

		3

		Operational lead to be updated and to undertake investigation into vehicles.

Fleet to provide explanation for these vehicles.

		07/05/2024

		IR3 Operational Lead (SWP)



		3

		Directed

		No explanation is being recorded where a reason for no contact has been established so this can be recorded against the relevant data. These repetitive vehicles can then be ignored if not being used for example, major repairs/ accidents/disposals.

		The Project team record any known reason why vehicles are shown as continual no contact so that these are not investigated unnecessarily.

		3

		Project Lead to explore possibilities for adding an extra field to the report. 

		07/06/2024

		Project Lead 



		4

		Directed

		A review of the Worst Offending Vehicles for Dallas Key Use data in the Monthly Overall Confidence Report for January 2024 highlighted the top 20 trips without Dallas Key being used against the overall number of trips in the period and as a percentage. It was noted that nine out of the 20 were listed as having in excess of 50% of trips where the key was not used, and only two where the percentage was under 20% (nothing under 10%).

		Further work be undertaken to establish the root cause of why so many trips are occurring where Dallas Keys are not being used and appropriate action be identified and taken to address this.

		3

		Telematics Sergeant to undertake work to ascertain vehicles that need to be looked at regarding Dallas Key Use in similar vein to what has been done to drive down unattributed Dallas Keys

		07/05/2024

		Telematics Sergeant 



		5

		Directed

		A review of the Top 20 Unattributed Dallas Keys on the last three months’ Monthly Overall Confidence Reports identified that there are still keys not attributed to an individual. Whilst it was noted that the number appears to have dropped each month between November 2023 and January 2024, new not attributed keys are emerging each month. This was also identified in last year’s review and an appropriate recommendation is still outstanding. The recommendation is "An exercise be conducted to review the Dallas key fobs to individuals to establish which relevant staff are not allocated on FIRMS and then FIRMS be updated accordingly to ensure the integrity of the data within the iR3 system". As the previous review was an advisory review, the recommendations have been re-iterated in this report as recommendations from advisory reviews are not formally followed up. The Project team has weekly Teams meetings every Monday afternoon with a representative from Gwent Police (GWP), a representative from SWP and a representative from the Project team to look at and focus on each of the Top 10 Dallas Keys in each force for the preceding week to see if they can identify the driver and get the key attributed to them on FIRMS during the meeting. 









		An exercise be conducted to review the Dallas key fobs assigned to individuals to establish which relevant staff are not allocated on FIRMS and then FIRMS be updated accordingly to ensure the integrity of the data within the iR3 system.

		3

		Significant improvement has occurred with the weekly focus meaning that the figures for March 2024 have dropped further. Generally, the reason for an unattributed Dallas Key is due to data-entry errors, and the low number is due to the weekly focus meaning these will be on the system for a maximum of 7 days before being correctly attributed. Weekly reports will continue to be generated. We will also look at ways of automating some of this reporting so that it is viewable by team/BCU at supervisor level across the organisation. Deployment of the Mobile App will also assist as drivers will see their trips in the app in live time.

		31/01/2025

		Telematics Lead



		Gwent Police

		

		

		

		

		

		



		6

		Directed

		A review of the Worst Offending Vehicles for Dallas Key Use data in the last three months’ Monthly Overall Confidence Reports identified that that no or little reduction has occurred. Examples are included in Table 2 in Appendix C.

		Further action be taken to reduce the number of occasions a Dallas Key is not used in the same vehicle.

		2

		IR3 project team are undertaking visits to police stations to audit all vehicles to ensure that they are sounding and that the Dallas key reader is working. 

GWP Fleet department also undertaking the same check when vehicles are serviced. 

Tables will now be reviewed month-on-month by IR3 Telematics Team to ascertain any trends / repeat vehicles, and fed into the Uniform, Equipment and Vehicle User Group for Oversight. 

		30/08/2024

		Project Lead



		7

		Directed

		A review of the "Stale vehicles with No contact from Telematics Box in over 28 days” for GWP was reviewed. It was noted that, in last year’s review as of October 2022, it was reported that there 14 stale vehicles and in January 2024 this was reduced to six which highlights an improvement. However, for two of the top three (the top one being excluded as there was no ignition recorded so it is off road) these vehicles have been on the report for a few months (IMEI - 860873040949603 last contact 13/12/2022, 414 days and 60873040993569 last contact 16/02/2023 - 350 days). It was noted that there were several other vehicles dated prior to November 2023.

No explanation has been provided to support the reason, which could be a fault with the system.

		Operational Leads for IR3 be required to investigate why there has been no contact and this be fed back to the Fleet department and the Project team. 

		3

		Significant improvement has occurred since the audit, meaning there are currently 0 stale vehicles reporting for Gwent Police.

		30/08/2024

		Workshop Manager, Fleet Services, GWP



		8

		Directed

		No explanation is being recorded where a reason for no contact has been established so this can be recorded against the relevant data. These repetitive vehicles can then be ignored if not being used for example, major repairs/ accidents/disposals.

		Known reasons for no contact be recorded by the Project team.

		3

		Project Lead to explore possibilities for adding an extra field to the report.

		07/06/2024

		Project lead







		9

		Directed

		A review of the Worst Offending Vehicles for Dallas Key Use data in the Monthly Overall Confidence Report for January 2024 highlighted the top 20 trips without Dallas Key being used against the overall number of trips in the period and as a percentage. It was noted that seven out of the 20 had not used the key in excess of 10% of trips, two of which were recorded as 100%. 

		Further work be undertaken to establish the root cause of why so many trips are occurring where Dallas Keys are not being used and appropriate action be identified and taken to address this.

		3

		Telematics Sergeant to undertake work to ascertain vehicles that need to be looked at regarding Dallas Key Use in similar vein to what has been done to drive down unattributed Dallas Keys.

		07/05/2024

		Telematics Sergeant 



		Dyfed-Powys Police

		

		

		

		

		



		10

		Directed

		A report of telematic outages since 8th January 2024 was obtained and the report revealed 181 trips where the data has not polled into Tranman. It was noted that, excluding motorcycles and driving school vehicles, 14 of these were over five days (See Table 3 in Appendix C).

		Reports be generated regularly on telematic outages and investigations be undertaken to identify the root cause for the outage and appropriate action be taken to address this.

		2

		As part of the Confidence Reports which will be produced and reviewed as of April 2024, Stale Vehicles will be highlighted which identifies any vehicles where the Telematics Box has not made contact within the last 28 days. These reports will be provided to divisional supervisors as well as the Head of Fleet Services to action. 

		06/05/24

		ICT Product & Programme Manager



Head of Fleet Services



		11

		Directed

		A review of the stale vehicles with No contact from Telematics Box in over 28 days data at Dyfed-Powys was reviewed. It was noted that, in last year’s review in October 2022, the data provided was only over the period of a month, and it was reported that there were 61 stale vehicles, 34 of which had had no contact since between 2016 and 2022, and 24 in 2023. Whilst it was noted that some of these vehicles may have been decommissioned or sold the data is still on Tranman. Some examples include IMEI -357207051299550 (Registration on a CU22 plate) - last contact 28/09/2023, 354725065021663 last contacts 22/09/2023 Registration on a CU69 plate) and IMEI - 357207051300747 last contact on 08/01/2024 (Registration - on a CU22 plate). No explanation has been provided to support the reason which could be a fault with the system.

		Operational Leads for IR3 be required to investigate why there has been no contact and this be fed back to the Fleet department and the Project team.

		3

		Telematics Last Contact report to be provided to Head of Fleet Services to review and remove any decommissioned/sold vehicles from Tranman. Any remaining vehicles to be addressed monthly via the above report. 

		06/05/24

		ICT Product & Programme Manager



Head of Fleet Services



		12

		Directed

		A report obtained of all trips since 8th January 2024 to 20th February 2024 revealed that there had been 8,166 trips in total. A review of the data revealed numerous inconsistences with the card numbers. 

The RFID numbers should consist of eight digits, but the vast majority did not contain eight digits, with many containing characters. A recommendation from last year’s review was "An investigation be undertaken as to the root cause of the number of instances where RFID Cards numbers have not been recognised". Whilst this recommendation is still outstanding but partially implemented, it would be prudent to issue a briefing on the IR3 page of the force Intranet advising drivers of force vehicles on the mandatory scanning of the RFID and reminding drivers of the consequences of continued non-compliance.  

		A briefing be published for all drivers of force vehicles on the mandatory use of scanning the RFID card against IR3 systems and the consequences of non-compliance with procedures.  

		3

		RFID numbers consist of eight characters, this can be a mix of numbers and letters. 

An action has come from the Strategic Fleet Management meeting for the issue of misuse of RFID cards to be tackled at a senior level and for comms to be sent via email addressing the use of cards. This is being picked up by the Head of Fleet Services. The wording of these email will be reiterated on the iR3 page of the Force intranet (DPPi2). 

The Confidence Report which will be produced as of April 2024 will aid in tackling the issue of unattributed RFID Cards where these will be able to be investigated within the system and an owner attributed. The report will also identify the worst offending vehicles for trips without a RFID card and the Operational Supervisors can action the misuse of cards attributed to these trips.

		07/10/24

		ICT Product & Programme Manager



Head of Fleet Services



		North North Wales Police

		

		

		

		

		



		13

		Directed

		A report of all instances where no driver could be identified, which would indicate no Dallas Key had been applied, for the last three months was reviewed. The report, once motorcycles were removed, highlighted there were in excess of 70 vehicles each month. A member of the Finance and Resources Team reviews this data regularly, but no evidence was provided that action had been taken to investigate if any telematics boxes have malfunctioned or been misused to reduce the number reported.

		An investigation be undertaken as to the root cause of the number of instances at North Wales Police where the Dallas Key is not being used. 

		2

		The process for managing journeys where the dallas keys are not used will be reviewed and a new process will be implemented.  The current report does not exclude vehicles that are not fitted with a dallas key, or smaller journeys where a driver may choose not to use it (such as within a car park).   The new process will include higher level management data that will provide an oversight on where faults may not be rectified or longer standing issues.  

		31-08-2024

		Fleet Manager



		14

		Directed

		North Wales fleet do not provide a "stale vehicles with No contact from Telematics Box in over 28 days data" report. A similar "Last Moved" report was obtained which contained 25 vehicles which have not moved in the last 10 days prior to 27th February 2024. The Fleet Manager provided appropriate and acceptable reasons why 16 had not moved. Reasons for the remaining nine were not set out.

		Operational Leads for IR3 be required to investigate why there has been no contact or have not moved and this be fed back to the Fleet department. 

		3

		We will incorporate this into our monthly business area Management information (MI).   

		1/7/2024

		Fleet Manager



		15

		Directed

		There is no report generated where no Dallas Key has been used or is unattributed to a vehicle. This can provide information to management where no Dallas Key has been used which could be due to malfunctions or given the noise of the buzzer it could be due to drivers by-passing the system using debit/credit cards.   

		Monthly reports be provided to management where Dallas Keys have not been used and where they have not been attributed to a vehicle.

		3

		All of the instances where a driver has not logged in to a vehicle have either been due to a fault on the vehicle/telematics box, or due to a process issue where a vehicle driver ID has been switched off.   We will include an escalation process which includes notifying of the SMT if we believe vehicles are being used without the driver logging in on purpose, however it is not possible to by-pass the system as the SWP/DPP and Gwent system.

















		31-08-2024

		Fleet Manager





		Operational - Effectiveness Matter (OEM) Action Plan
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		Risk Area

		Finding

		Suggested Action

		Management Comments



		South Wales and Gwent Police

		

		



		1

		Directed

		The Digital Services Division for South Wales and Gwent Police have developed a Telematics - Provision and Management of Equipment, Users and Data Procedure. The version control states: Version 1 was initiated in April 2023, edited in September 2023 and is due for review in April 2023. The review date should be April 2025.

		The review dated on the Telematics - Provision and Management of Equipment, Users and Data Procedure be changed from April 2023 to April 2025.

		Review of the policy is being undertaken one year in and will then be set with a review date in 2025.



		North Wales Police

		

		



		2

		Directed

		The Inspector Digital Services Division for South Wales and Gwent publishes a Monthly Overall Confidence Report with a view to generating a similar reporting functionality for Dyfed-Powys albeit it was noted that North Wales Police are on a different version of Tranman.

		Consideration be given to producing a report similar to the Monthly Confidence Reports provided to South Wales and Gwent Police. 

		NWP have asked for a copy of the confidence report so that we can try to replicate or include any topics that are not currently included in the monthly business area MI data.   
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		(South Wales and Gwent Police)

1



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		1, 2, 3, 4 & 5 (South Wales)

 6, 7, 8, and 9 (Gwent Police) 

		-







		Other Findings – South Wales and Gwent Police
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		TIAA undertook a collaborative Advisory review of Telematics in February 2023 with South Wales, Gwent and Dyfed-Powys Police. The review identified the following:

· South Wales Police - 7 priority 2 and 2 priority 3 recommendations.

· Gwent Police - 6 priority 2 and 1 priority 3 recommendations; and 

· Dyfed-Powys Police - 5 priority 2 and 1 priority 3 recommendations. 

As this was an advisory review, the recommendations were not formally followed up.
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		South Wales Police installed iR3 telematics system into their fleet vehicles some years ago. iR3 telematics is a Fleet Management and Resource Management System which can help with several operational activities such as fleet productivity, utilisation, duty of care and driver behaviour. The system includes a vehicle tracking device installed in each vehicle that allows the sending, receiving and storing of telemetry data. The system connects via the vehicle’s own onboard diagnostics (and an onboard modem enables communication through a wireless network). The device collects GPS (Global Positioning System) data as well as an array of other vehicle-specific data and transmits it via GPRS (General Packet Radio Service), 4G mobile data and cellular network or satellite communication to a centralised server. The server interprets the data and enables it to be displayed for end users via secure websites and apps optimised for smartphones and tablets.
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		The Digital Services Division for South Wales and Gwent Police had developed a Telematics - Dallas Key Management Procedure. Version 1 was initiated in April 2023, edited in September 2023 and is due for review in April 2025, although this had been recorded as 2023. The procedure states that it " applies to all Police Officers, members of Staff, PCSO or any member from the extended police family in Gwent Police or South Wales Police, that drive or intend to drive a police vehicle which has a telematics unit installed" and that "It is mandatory requirement that a Dallas Key is used when driving a police vehicle to fulfil the obligations placed on the Chief Constable under the Road Traffic Act".
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		Access to the IR3 system at South Wales and Gwent Police is available to all relevant Police Officers and Police Staff. Restricted access has been given to the Fleet Department, Professional Standards Department (PSD), Airwaves and the Control Room.   



		[image: ]

		SWP and GWP have a Project team in place to manage the Telematics data. The team is headed up by an Inspector supported by a Project Manager, a Sergeant and two Police Constables. There are Operational Leads for Telematics in both SWP and GWP, which are the designated Business Leads for the project.
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		In South Wales and Gwent Police, each vehicle user is provided with a Dallas key fob which has to be touched against the box within the vehicle. This informs the system who the vehicle user is. If the fob is not activated, then once the vehicle is started a buzzer goes off and alerts the user to scan the fob. This operation must be conducted every time the vehicle is started.
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		Each telematics box has an IMEI (International Mobile Equipment Identity) number and when fitted to a vehicle the IMEI number is recorded on Tranman against the relevant vehicle.
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		There are no risks identified in SWP's Uncertainty Register or Issue Log in relation to the issues with the IR3 telematics system. 
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		There are no risks identified in GWP's Risk Register in relation to the issues with the IR3 telematics system.
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		The Joint Telematics Working Group between SWP and GWP set up to monitor the ongoing issues with the IR3 system is still operating. The Group, which is Chaired by the Transformation Manager -Digital Services Division, meet on a fortnightly basis and includes representation from both forces including Chief Inspectors from each force, the Joint Head of Fleet (SWP) and Fleet Manager (GWP) and Inspector Digital Services Divisions. Agendas are in place and minutes in the form of Actions are recorded and updated at each meeting.
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		The Inspector - Digital Services Division provides regular suite of statistical data Confidence Reported to the FFEUG (Force Fleet Equipment User Group) for South Wales and to the UEFUG (Uniform Equipment Fleet User Group) in Gwent. The reports are now on a dashboard style format and are date stamped.
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		For SWP, the suite of reports includes Monthly Overall Confidence Report (with graphs), Monthly Overall Confidence Report (without graphs) and individual Monthly Overall Confidence Reports for divisions, Cardiff and the Vale, Mid Glamorgan, Swansea Neath Port Talbot. OSS, K Division and JFU (Joint Firearms Unit). These reports are sent to the Fleet Department, Executive Support to the Chief Finance Officer, Operational Leads for IRS, Dallas Key teams and various Project Team members.
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		For Gwent Police, the suite of reports includes Monthly Overall Confidence Report (with graphs), Monthly Overall Confidence Report (without graphs) and individual Monthly Overall Confidence Reports for East and West divisions, Fleet, special Operations and Crime Operations.  
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		The main Monthly Overall Confidence Report sets out various box style tables of information that includes the following: 

· Stale Vehicles (No contact from Telematics Box in over 28 days) - The data includes sample with the IMEI number, Days since last contact, fleet number, registration, Ignition. battery and division; 

· Number of stale vehicles this month compared to previous month and Oldest stale vehicle (days) this month compared to last month;

· Worst Offending Vehicles for Dallas Key Use - The data includes Registration, Role, Type, Division, Home Station, Trips without Dallas, Total Trips and Percentage without Dallas;

· Top 20 Unattributed Dallas Keys, Dallas Key Number Trips % of unassigned; and

· Overall Confidence by Division - Number of live vehicles, No Dallas Key, Unrecognised Dallas Key. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings - South Wales and Gwent Police
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		The iR3 system can continually measure and accurately communicate vehicle status and movement and can be used to monitor operational performance of vehicles. Vehicle users can be monitored for their driving performance including speed and fuel consumption. As reported last year, both South Wales Police and Dyfed-Powys Police have recognised reductions in fuel consumption after installing the devices.



		[image: ]

		All Technicians within South Wales Police Fleet Department have been trained to fit the iR3 Telematics boxes, however only two lead Technicians and one Workshop Controller actually carry out these operations as only they have access to the iR3 system. The current structure permits resilience should additional resource be required.














		Findings – Dyfed-Powys Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		10, 11, & 12

		-







		Other Findings – Dyfed-Powys Police
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		TIAA undertook a collaborative Advisory review of Telematics in February 2023 with South Wales, Gwent and Dyfed-Powys Police. The review identified the following:

· South Wales Police - 7 priority 2 and 2 priority 3 recommendations;

· Gwent Police - 6 priority 2 and 1 priority 3 recommendations;

· Dyfed-Powys Police - 5 priority 2 and 1 priority 3 recommendations. 

As this was an advisory review the recommendations were not formally followed up.
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		At the time of this review for Dyfed-Powys all six recommendations were still outstanding with one priority 2 recommendation partially complete. The remaining five are to be completed once the new reporting format has been set up and implemented. 
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		Dyfed-Powys Police installed iR3 telematics system into their fleet vehicles in 2017. 
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		The Head of Fleet Services and ICT Product & Programme Manager (iR3) developed a Vehicle Fleet and iR3 Strategy initially in January 2023 but was not fully implemented until January 2024. The Strategy is clearly set out under five main headings: Introduction, The Strategy – Meeting Operational Demand, iR3 – Telematics. Disclosure of the IR3 data and Management of the Fleet Strategy.
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		The force's IR3 – Telematics - Standard Operating Procedure, version 5 was most recently updated in November 2023.
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		Dyfed-Powys has a Project team in place which manages several projects one of which is to manage the Telematics data. The team is headed up by an ICT Product and Programme Manager supported by three Research Analysts. The ICT Product and Programme Manager reports into the Senior ICT Operational Manager. 
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		Each telematics box has an IMEI (International Mobile Equipment Identity) number and when fitted to a vehicle the IMEI number is recorded on Tranman against the relevant vehicle.
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		In Dyfed-Powys Police there are no Dallas key fobs, the telematics system is activated by Radio Frequency Identity Cards (RFID) that have been allocated to all Police Officers and Police Staff usually at the same time as ID cards are issued. The cards work in the same way as the Dallas keys; If the card is not activated then once the vehicle is started a buzzer goes off and alerts for the user to scan the card. This operation must be conducted every time the vehicle is started.
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		There are no risks identified in DPP's Corporate Risk Register in relation to the issues with the IR3 telematics system. 
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		The ICT Project Team monitor the ongoing issues with the IR3 system and take steps to ensure the system is operating effectively. Project Group undertake monthly project meetings which includes IR3. 
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		The ICT Product and Programme Manager has weekly catch-up meetings with LBA (Light Bulb Analytics). Any queries that the force has on the IR3 software and system are raised on LBA's Asana system which is a system to log such issues.
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		Since the previous review of IR3 Telematics in February 2023 no formal reporting of IR3 Telematics data has been undertaken to review, analyse and rectify data inaccuracies. The only time data is reviewed is when data requests are made by LPAs (Local Policing Area) Inspectors for example.  In November 2023 following a request by an Inspector over movement of certain vehicles it was identified that the data was inaccurate, and that RFIDs were either not used or there were unrecognised drivers. This prompted a call log with LBA who acknowledged that there had been issues with the data pulling through to the Tranman system. LBA confirmed that from 7th January 2024 the issue had been rectified but the project team have not had any confidence in the integrity of the data from the IR3 telematics boxes because of the issues.



		[image: A magnifying glass in a circle

Description automatically generated]

		The ICT Product and Programme Manager has recently been in contact with the Inspector Digital Services Division for South Wales and Gwent who publishes the Monthly Overall Confidence Reports with a view to generate a similar reporting functionality for Dyfed-Powys.
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		A review of any instances of where RFID cards had not been used could not be determined at Dyfed-Powys mainly due to the data issues mentioned earlier in this report. The force maintains record of all new RFID cards assigned and issued. Any cards being used that have not been assigned are ‘unrecognised’. These could be force issued RFID cards or any other RFID card (e.g. bank card etc) and apparently It is difficult to tell them apart. It has been noted by the force that drivers keep their RFID card in their wallets and on occasions by accident when they hover the wallet over the iR3 the system and a credit/debit card is the nearest to the iR3 the system reads and accepts the electronic strip and therefore the buzzer automatically stops. Since 8th April 2023 the force can distinguish between RFID cards and other cards.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – Dyfed-Powys
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		The iR3 system can continually measure and accurately communicate vehicle status and movement and can be used to monitor operational performance of vehicles. Vehicle users can be monitored for their driving performance including speed and fuel consumption. As reported last year, both South Wales Police and Dyfed-Powys Police have recognised reductions in fuel consumption after installing the devices.
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		All Technicians in Dyfed-Powys Police have been trained to fit the iR3 boxes, however the Auto Electrician is the main person who installs and removes the boxes. The Auto Electrician checks the iR3 system (in training mode) to ensure the system is working effectively. The current structure permits resilience should additional resource be required.



		[image: A magnifying glass in a circle

Description automatically generated]

		In Dyfed-Powys Police the Driving School has become more involved in data received from Telematics on driver behaviour and some individuals have been given advice from Driver Training and in some instances where problems persist individuals have been provided with further training.
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		The ICT Product and Programme Manager has provided report to the Head of Fleet Services where data is not polling through or providing data. The Head of Fleet services confirmed that when these vehicles come in for routine work/servicing the Telematics boxes are checked in terms of the wiring, battery power and positioning. The Auto-Electrician also visit various divisional areas to assess several vehicles at one visit to be more productive and carries some spare parts.  
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		Findings – North Wales Police
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		-

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Partially in place

		13, 14 &15

		2







		Other Findings – North Wales Police
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		This is the first review of Telematics at North Wales Police. North Wales Police installed iR3 telematics system into their fleet vehicles in 2020.
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		The Police Use of Vehicles and Management of Road Risk Policy which was most recently reviewed and updated in February 2022 sets out a section on Driving which sets out Telematics in Vehicles.
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		The Fleet Manager documented a Telematics Guide for Supervisors V2 in 2020. The Guide is available on the force Intranet.  
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		Access to the IR3 system at North Wales Police is available to all relevant Police Officer and Police Staff. Restricted access has been given to the Fleet Team, certain members of Finance and Resources (fleet personnel), members of Professional Standards Department (PSD), Airwaves and the Control Room.   
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		The Fleet department within Finance and Resources are responsible for reviewing, monitoring and reporting on Telematics data.
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		Each telematics box has an IMEI (International Mobile Equipment Identity) number and when fitted to a vehicle the IMEI number is recorded on Tranman against the relevant vehicle.
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		In North Wales Police each vehicle user is provided with a Dallas key fob as South Wales and Gwent Police which has to be touched against the box within the vehicle.



		[image: A magnifying glass in a circle

Description automatically generated]

		There are no risks identified in North Wales Police' force Risk Register in relation to the issues with the IR3 telematics system. 
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		The Fleet Team monitor the ongoing issues with the IR3 system and take steps to ensure the system is operating effectively.  
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		The Fleet Manager provides monthly automated reports to Managers and Inspectors to help them manage risk and/or vehicle usage regularly. This includes a 'Speed report' that is specific to their vehicles and fleet which have been recorded as driving at '30mph Above Speed Limit'. There are also ad hoc reports that are sent to managers around the usage of their fleet.  This helps them to manage operational demand peaks, or if they need to move vehicles between stations etc.   An example of this is the Utilisation report which summarises vehicle usage over a couple of months period. Managers can drill down to individual days usage and who the driver was of a vehicle on a particular day. Business Managers and Superintendents are provided with Monthly Management Information reports for their particular divisions on a monthly basis. This has different information from month to month. This is so that it allows the Management teams to have oversight and use the data to make informed business decisions around vehicle allocation on an SMT level.   TIAA were advised that reports have not been provided for the past three months due to staff abstraction, but these are planned to recommence in March 2024.
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		The Fleet Manager presents Quarterly presentation reports to the Vehicle User Group, most recently renamed the Fleet Management Board which includes the same data that is shared with the Supervisors/Inspectors but is in more of a summary format. This forum provides a steer as to what data is sent to the Managers. The Fleet Manager also provides presentations to the Force Performance Board and/or Fit for the Future Board.  These tend to be a higher-level summary of the work undertaken by the Fleet Management Board or Driving Standards Board. This is the data the Chief Officers see and what they use for annual business planning as an example.
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings – North Wales
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		The iR3 system can continually measure and accurately communicate vehicle status and movement and can be used to monitor operational performance of vehicles. Vehicle users can be monitored for their driving performance including speed and fuel consumption. As reported last year, both South Wales Police and Dyfed-Powys Police have recognised reductions in fuel consumption after installing the devices.
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		All Technicians within North Wales Police Fleet Department have been trained to fit the iR3 Telematics boxes, however only two lead Technicians and one Workshop Controller actually carry out these operations as only they have access to the iR3 system. The current structure permits resilience should additional resource be required. 
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		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.
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Release of Report

6. The table below sets out the history of this report.

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		21st December 2023

		21st December 2023



		Draft Report:

		27th March 2024

		19th June 2024



		Final Report:

		19th June 2024
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		[bookmark: section8]Client:

		Police & Crime Commissioners and Chief Constables of South Wales, Gwent, Dyfed-Powys and North Wales Police



		Review:

		Telematics – Collaborative



		Type of Review:

		Assurance

		Audit Lead:

		Audit and Fraud Manager



		



		Outline scope (per Annual Plan):

		Further to the audit undertaken in 2022/23 the review will consider the use and effectiveness of iR3 – Police Fleet Management System including the reporting of performance. The review will not comment on the accuracy of reported efficiencies obtained through use of the system. (Force)



		

		Directed

		Delivery



		

		Governance Framework: There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Performance monitoring: There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.



		Detailed scope will consider:

		Risk Mitigation: The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Sustainability: The impact on the organisation's sustainability agenda has been considered.



		

		Compliance: Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Resilience: Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.



		Requested additions to scope:

		None



		Exclusions from scope:

		As above



		



		Planned Start Date:

		29th January 2024

		Exit Meeting Date:

		22nd March 2024

		Exit Meeting to be held with:

		Inspector - Digital Services Division South Wales and Gwent, Project Manager - Corporate Services and Project Officer - Corporate Services



		SELF ASSESSMENT RESPONSE



		Matters over the previous 12 months relating to activity to be reviewed

		Y/N (if Y then please provide brief details separately)



		Has there been any reduction in the effectiveness of the internal controls due to staff absences through sickness and/or vacancies etc?

		N



		Have there been any breakdowns in the internal controls resulting in disciplinary action or similar?

		N



		Have there been any significant changes to the process?

		N



		Are there any particular matters/periods of time you would like the review to consider?

		N







		ADDITIONAL INFORMATION 

		Appendix C
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[bookmark: _Hlk159426411]Table 1 – South Wales Police Worst Offending Vehicles for Dallas Key Use

		Vehicle

		Role/Division

		November 2023 (no of trips with no key use / Overall number of Trips and percentage)

		December 2023

		January 2024



		LC7***

		Traffic Vehicle - OSS

		57/91 - 63%

		85/121 - 70%

		93/130 - 72%



		CU22***

		Unmarked Traffic Vehicle - OSS

		N/A

		53/118- 45%

		83/224 - 37%



		CN67***

		Marked 4 X 4 - MID GLAMORGAN BCU

		107/255 - 42%

		92/184 - 50%

		54/181 -30%



		CN69***

		Marked Operational Van - Cardiff and Vale

		49/85 - 58%

		53/435 - 12%

		77/100 - 77%



		CN66***

		Marked Response - Not traffic - Cardiff and Vale

		38/145 - 26%

		61/112 - 64%

		55/120 - 46%





Table 2 – Gwent Police Worst Offending Vehicles for Dallas Key Use

		Vehicle

		Role/Division

		November 2023 (no of trips with no key use / Overall number of Trips and percentage)

		December 2023

		January 2024



		CN23***

		MARKED RESPONSE (NOT TRAFFIC

		17/221 -7.7%

		49/224 - 21.9%

		32/297 - 10.8%



		CN23***

		TRAFFIC VEHICLE

		15/205 - 7.3%

		18/71- 25.4%

		21/148 - !4.2%



		MW72***

		TRAFFIC VEHICLE

		7/114 - 6.1%

		N/A

		7/191- 3.7%





Table 3 – Dyfed-Powys Police - Instances where there have been telematics outages

		IMEI

		Fleet Number

		Role

		Start Location Name

		End Location Name

		Start Time

		End Time

		Duration

		Days



		357207051343341

		K15new

		DOG VEHICLE

		Llangunnor

		Llangunnor

		09/01/2024 14:42

		25/01/2024 09:00

		15.7

		15.76



		359394057293700

		B102

		SOCO/PHOTOGRAPHIC VAN

		No data

		No data

		17/01/2024 11:42

		30/01/2024 07:54

		12.8

		12.84



		354725063599470

		D33

		MARKED RESPONSE (NOT TRAFFIC)

		Dyfed Powys

		No data

		25/01/2024 14:02

		07/02/2024 09:28

		12.8

		12.81



		354725063599421

		B10

		MARKED RESPONSE (NOT TRAFFIC)

		Crymych and Mynachlog-ddu

		No data

		21/01/2024 23:42

		07/02/2024 15:03

		16.6

		16.64



		357207051343663

		A29

		PROTECTED PERSONNEL CARRIER

		Force HQ

		Force Hq

		03/02/2024 08:31

		16/02/2024 08:51

		13.5

		13.01
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		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS
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		The Flexi-time scheme only applies to certain groups of police staff (non-shift workers) and does not relate to any police officers. This represents about 595 members of staff which is about 28% of the workforce.
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		The organisation’s Flexitime Policy needs to be reviewed and updated. 
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		The processes and management of the circumstances which employees are authorised to accrue flexitime balances outside of the stated minimum and maximum thresholds need to be reviewed and action taken accordingly to update policies and guidance and to ensure consistency of approach across the force.



		[image: ]

		Practices that have become ‘un-written rules’ need also be subject to review where appropriate codified or instruction be provided within the Flexitime Policy. 









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		There are no risks relating to overtime and additional allowances included in the Corporate Risk Register at the time of the internal audit fieldwork.

		

				[image: ]

		The ‘Working Time Recording (WTR) Simple Guide’, provides detailed instructions on how to use the flexitime database. 









		

		

		



		SCOPE

		

		ACTION POINTS



		The review considered the arrangements for the control and monitoring of flexi-time arrangements.

		

				Urgent

		Important

		Routine

		Operational



		3

		3

		1

		0











OFFICIAL - Swyddogol



OFFICIAL - Swyddogol



		OFFICIAL - Swyddogol



		

		[image: ]









		

		



		

		April 2024







		

		

		



		

		Police and Crime Commissioner for Dyfed-Powys and Chief Constable Dyfed-Powys Police

Compliance Review of HR Management - Flexi-Time Compliance

		Page 1







		



		Assurance - Key Findings and Management Action Plan (MAP)
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		Rec.

		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		2

		Directed

		Police staff subject to flexitime working are able to work more than their contracted working hours, increasing their flexitime balance. A maximum of 14.8 hours can be carried forward at the end of the settlement period. Any time lost during a period, however, can be claimed back with supervisor’s approval. The ability to record ‘time lost at the end of the period’ is built into the Working Time Recording (WTR) systems, with instruction on how to do this and other adjustments included within the 'WTR Simple guide'. Although the Flexitime Policy states that the carry forward of credit in excess of 14 hours 48 minutes can only be authorised by the Head of Department, there is no indication as to what circumstances this would apply to. Credits above 14.48 at beginning of new flexi period can only occur with the manual updating and approval by line managers.

See the left side of the Table in Appendix C which sets out the top ten credit balances only as evidence and to put this into context to support the issue, however it is noted that evidence was provided to explain / justify the circumstances in the majority of these cases 

		The organisation’s Flexitime Policy be expanded to include the circumstances in which the carry forward of credit in excess of 14 hours 48 minutes would be authorised by the Head of Department, including limitation of use, and whether or not there is a maximum number of hours that can be accrued.

		1

		Flexitime Policy will be updated to make clear carry over in excess of 14hrs 48 minutes will only be allowed in exceptional circumstances with the agreement of Head of Department and examples will be added to illustrate the circumstances that will be acceptable. For example, excessive work demands where a Head of Department has authorised additional hours to be worked but cannot authorise equivalent time off during the flexi period. For the staff listed in Appendix C explanations for credit being greater than 14.48 were provided which included confirmation that carry forward had been authorised by HOD’s and in some cases related to a departmental critical incident. 

 It has been agreed with ACC Charles that scrutiny of flexitime will be included in the Overtime Working Group on a monthly basis. This will focus on records which are outliers to policy rather than a review of all flexi records and will be considered alongside overtime which is the current focus of the group.  

It has been agreed with DCC Cockwell and Director of People and Organisation Development Linda Williams that flexitime will be reported to the Leadership & Wellbeing Governance Group and exceptions reported up to the People, Culture & Ethics Board

		Policy Amendments Completed by 31/08/24.















Overtime Group meeting in August 2024.







October Leadership & Wellbeing Group.

		HR Manager &

Head of HR Service Delivery.













Head of HR Service Delivery.







Head of HR Service Delivery.



		3

		Directed

		Sample testing of debit balances within the total of 595 balances was undertaken to check compliance with the Flexitime Policy. Testing identified from the five selected revealed  that those managers are not reviewing their employee's flexitime records. At the end of the flexi period, the maximum number of hours in debit that can be carried forward is 7 hours 24 minutes (pro rata for part time staff). Out of the 595 flexitime balances listed on the 24th March 2024 tab on the Working Time Recording (WTR) spreadsheet, 29 balances were in debit greater than the -7 hours 24 minutes threshold. A sample of five flexitime records with deficit balances greater than -7 hours 24 minutes were tested. ID 53293 started employment in February 2024, and has not been booking in or out since they started; ID 53979 is on the wrong rota, this needs to be queried with Human Resources (HR);  ID 53786 is also on the wrong rota; ID 57218 is not managing their flexi and it is not being addressed by the manager; and ID 54706 commenced employment in June 2022 and is persistently in debit and still being authorised to take flexitime days while in debit.  The Flexitime Policy states that any debit over -7 hours 24 minutes must be reviewed and addressed by line management at the end of the settlement period. See the left side of the Table in Appendix C which sets out the top ten of debit balances only (balances in deficit) to put this into context as evidence to support this issue.

See also recommendation 4.

		Managers be reminded of the need to review their team flexitime records and to ensure staff are on the right rota. 

Discussions be held with employees to review their balance and arrangements be agreed with the individuals for them to work towards a positive or otherwise acceptable balance.

		1

		Staff with debit balances in excess of 7hours 24 minutes identified in the audit have been spoken to and reminded of the need to reduce their debits.

Rota’s have also been amended for staff identified as being on the wrong rota during the audit.

The flexi records of the 29 staff highlighted in March have been reviewed again in June and 15 of these staff no longer have debits greater than 7.24. Of the remaining staff a number are on long term sickness absence.



Further communications to be issued to staff and managers reminding them of their responsibility to manage their flexi time and to regularly check balances in advance of flexi period ending (this is covered in policy). 

		18/04/24

(Corrected during the audit).





















30/06/24

		HR Manager and Principal Software Developer.



















HR Manager



		4

		Directed

		Sample testing of debit balances identified that where flexitime records with deficit balances greater than -7 hours 24 minutes were identified, the reasons why the individual’s mismanagement of flexitime was able to go unnoticed needs to be investigated. The individuals raised in recommendation three are, ID 53293 who started employment in February 2024, and has not been booking in or out since they started; ID 53979 and ID 53786 who are on the wrong rota; ID 57218 who is not managing their flexi and it is not being addressed by the manager; and ID 54706 who commenced employment in June 2022 and is persistently in debit and still being authorised to take flexi days while in debit. These findings need to be investigated. 

See also recommendation 3. 

		Investigations be undertaken to determine the cause of the mismanaged flexitime, and the reasons why individuals are on the wrong rota and action taken either on an individual basis or corporately depending on the outcomes. 

		1

		For some staff the debit balance relates to the previous system issues relating to unpaid breaks for staff not being reconciled in the system resulting in large debits when the error was corrected. Staff were given until the end of March 2024 to work back the time owed.



For others errors in the working pattern used for flexi calculations were the cause. These have been corrected where identified. 

We will explore the inclusion in iTrent HR system additional information relating to whether an employee is a flexi worker. This will allow for crosschecking with WTR system better enabling the correct working pattern to be identified. 



Current flexi balance is now visible in the DMS system used for annual and flexi leave to be requested. The flexi credit or debit is clear when an application for time off is being considered by a line manager. The line managers doesn’t need to go into the WTR system to check balances.

		18/04/24

(Corrected during the audit).













Scope feasibility of this system amendment

31/07/24.



















18/04/24

(introduced during the audit).

		HR Manager and Principal Software Developer.













HR Manager.























Principal Software Developer.



		5

		Directed

		The Working Time Recording (WTR) spreadsheet lists the flexitime balances for each member of staff over the last three flexitime periods. During a walk-through of the database with the Principal Software Developer, out of the 595 employees, a sample of 30 flexitime records were tested. Seven out of the 30 records tested, ID 53786; ID 54449; ID 53001; ID 53672; ID 53424; ID 65038 and ID 57183, contained errors in time recorded or not being recorded, by the employee, for example the employee not booking in to or out of work, resulting in an inaccurate flexitime balance. The Principal Software Developer is following up each of the issues identified.

		The Working Time Recording (WTR) be monitored regularly by managers, to ensure employees are booking in and out correctly and that the flexitime records are accurate.   

Employees also be reminded of the requirement to and importance of booking in and out. 

		2

		Policy update referred to in management comments against recommendation 2 to also highlight the requirement for staff to check their bookings to ensure accuracy this will include the importance of booking in and out for breaks. 



WTR system already enables managers to check flexi balance and booking records for their staff. Therefore, no system development is required, however further communications to be issued to staff and managers reminding them of their responsibility to manage their flexi time and to regularly check balances in advance of flexi period ending (this is covered in policy (as per management comments for recommendation 3).

		Policy Amendments to be Completed by 31/08/24.













30/06/24.



		 HR Manager.















HR Manager.



		6

		Directed

		During a walk-through of the database with the Principal Software Developer it was noted that there are permitted practices relating to manager discretion that are not recorded in the Flexitime Policy and may not be consistently applied across the organisation. For example, it was stated that some Managers require that staff with debit balance greater than -7 hours 24 minutes are not permitted to take flexitime leave, whilst others will allow this as long as the employee is in credit by the end of the period, and others authorise it regardless. During testing it was identified that this is not clear within the organisation's Flexitime Policy whether flexitime leave can be taken when you have a deficit flexi balance.  The un-written rules are open to ambiguity and therefore require formal review and agreed requirements to be described within the organisation's Flexitime Policy. 

		The un-written rules regarding the organisation's policy on manager’s discretion relating to granting leave to employees with a deficit flexitime balance, be formally reviewed and agreed requirements be written into and included in the Flexitime Policy.

		2

		Policy update referred to in management comments against recommendations 2 & 5 to also cover the limited circumstances where staff without sufficient flexi credit can be authorised for flexi leave. 

For example staff member requesting flexi for caring responsibilities (not covered by other entitlements) at the beginning of a flexi period may not have sufficient credit and may not have annual leave remaining if towards the end of their leave year. There may be time for them to accrue credit before actually taking the time off or mgr may be satisfied they are normally in credit and is confident they will work back time. 

		Policy Amendments to be Completed by 31/07/24.



		HR Manager.



		7

		Directed

		Employees are required to take a minimum of 30 minutes unpaid break if working more than six hours. If employee's do not clock out of the Working Time Recording (WTR), the system will automatically take 30 minutes. Between March 2023 and September 2023 there was a software problem where the incorrect time was adjusted for lunch break. Due to an upgrade of the IT system an error occurred related to clocking in and out.  Where a person would have clocked IN at 09:00 and OUT at 17:00, before the update the system was comparing DD/MM/YYYY 09:00 to DD/MM/YYYY to 17:00 but after the update the upgrade the system was comparing DD/MM/YYYY 12:00 to DD/MM/YYYY 17:00, so the system treated the entries of those people as if they were not working over six hours and failed to deduct the mandatory break of 30 minutes away from their total. The issue has been corrected now, however, where employees accrued an excessive deficit balance, as a result of this error, they were expected to work this time back over a specified time period. Managers were responsible for monitoring this. On testing flexitime balances, however, it is unclear whether excessive deficit balances, as a result of this error, have been cleared or if they remain within the employee's balance.

		The flexitime balances of those employees affected by the system error whereby the system incorrectly amended lunch break adjustments be reviewed by managers to ensure that employees are reducing their balance deficit, as agreed. 



		2

		This task has already been completed following the audit.





		18/04/24

		Principal Software Developer.



		1

		Directed

		The organisation's Flexitime Policy, initially prepared on 8th November 2013, was most recently reviewed on 8th February 2022. The Policy is noted to be reviewed every 24 months with the next review completed by February 2024. The Flexitime Policy is therefore due for review.

		The Flexitime Policy be reviewed and updated. 



		3

		As detailed against recommendations 2,5 & 6 policy will be updated.

		Policy Amendments to be Completed by 31/08/24.



		HR Manager.
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		Operational - Effectiveness Matter (OEM) Action Plan
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		Risk Area

		Finding

		Suggested Action

		Management Comments



		No Operational Effectiveness Matter recommendations are made. 
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Partially in place

		1

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Not in place

		2, 3, 4, 5, 6, & 7

		-







		Other Findings
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		This is the first review of the Flexi-time Compliance undertaken by TIAA at the organisation. 
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		The organisation's Flexitime Policy, initially prepared on 8th November 2013, was most recently reviewed on 8th February 2022. The Policy is noted to be reviewed every 24 months, with the next review due to be completed by February 2024. The Flexitime Policy is owned by the Human Resource Department, however, managers are responsible for monitoring it within their own teams.
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		The Flexitime scheme only applies to certain groups of police staff (non-shift workers) and doesn't relate to any police officers. This applies to approximately 595 members if staff which is about 28% of the total workforce. Employees book in and out of work and track their working time via the Working Time Recording (WTR) database, accessed via DPPI2 (Dyfed-Powys Police Interactive), the organisation’s intranet site. 
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		There are no risks identified on the Corporate Risk Register in relation to Flexitime.
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Description automatically generated]

		In addition to the Flexitime Policy, the organisation has two guidance documents, 'Flexitime Policy – Police Staff – version six dated 8th February 2022' and 'The Flexitime system - Working Time Record (WTR)'. The 'Flexitime Policy – Police Staff – version six dated 8th February 2022', provides a summary of the main points from the Policy, however staff and managers are advised to familiarise themselves with the full Policy through a link provided, and 'The Flexitime system - Working Time Record (WTR)' outlines employees and managers responsibilities, and summarises the key points of the Flexitime Policy. 
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		The organisation's ‘Working Time Recording (WTR) Simple Guide V2', is a detailed user guide providing instructions on how to use the flexitime database. 
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		The organisation's Working Time Recording database records each employee’s 'Book in' times and 'Book out' times. Staff working out on site log their hours via a Mobile Data Terminal (MDT-Samsung phone).
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		Employees request flexi leave through the 'Rota Change Requests' on the intranet. The request is received by the manager along with the employee’s current flexi balance and details of how many days flexi the employee has taken in that period, prior to authorising the request. 
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Description automatically generated]

		Flexitime workers are on rota to work between Monday to Friday. The organisation's bandwidth is 6:00 am – 10:00 pm. The maximum number of hours in credit that can be carried forward per flexi period is 14 hours 48 minutes (pro rata for part time staff) At the end of the flexi period staff lose any credit above this value. The maximum number of hours in debit that can be carried forward is 7 hours 24 minutes (pro rata for part time staff).  Employees can take a maximum of two full days of flexitime leave per settlement period.  
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		The ‘End of Period' tab on the Working Time Recording (WTR), enables managers to view balances for members of staff in the form of a bar chart. The chart gives an overview of 20 flexi periods.  This means that, at a glance, managers can see whether specific employees in the team have a credit or deficit balance. Managers can also identify any patterns that are developing. 
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		The booking tab on the Working Time Recording (WTR) database, provides a record of the employees working hours, including time worked, flexitime taken and annual leave taken. The 'Start of flexi Period' is always a Sunday and is denoted by a green flag on the flexitime record, there are four weeks in a flexi period. The end of period is denoted on the database by a red flag. A 'WTR Balance' spreadsheet, provided during testing, shows the balances for 595 employees. During a walk-through of the database with the Principal Software Developer, a sample of 30 balances between the end of the flexi period as at the 24th March 2024, and the start of the current flexi period were tested, all balances at the start of the current flexi period were noted to mirror the balance taken forward to the next period, have time deducted or be appropriately adjusted with an authorised time correction.  
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		Within the organisations Flexitime Policy, reference is made to adjustments. Instructions on how to make an adjustment and submit them for authorisation is included in the Working Time Recording (WTR) guidance document. During a walk-through of the database with the Principal Software Developer, any necessary adjustments that were attributed to the carrying forward of credit in excess of 14 hours 48 minutes, that can only be authorised by the Head of Department; which were noted to have the relevant authorisations in place. Credits above 14.48 at beginning of new flexi period can only occur with the manual updating and approval by line managers.



		[image: A magnifying glass in a circle

Description automatically generated]

		The Working Time Recording (WTR) Balance spreadsheet shows that for period ending 24th March 2024, there were 274 out of 595 employees with a balance within the thresholds stated within the Flexitime Policy, above the maximum deficit carry over of 7 hours 24, and below the maximum credit balance carry over of 14 hours 48 minutes. It was noted that there were 53 employees with a credit balance above 14.48 which represents 8.9% of the total of 595 and 28 employees with a debit below 7.24 which represents 4.7% of the total of 595.
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		The Working Time Recording (WTR) displays six columns, Working Day; Shift; Bookings; Time Accrued (WTR); Time Accrued (Flexi); Balance (flexi) and Adjustments (Flexi). The system works out the end of period balances and applies the carry over rules. A person working 37 hours can carry over 14.8 hours into the next period, any time over that is removed from the person’s flexitime balance.  The carry forward of credit in excess of 14 hours 48 minutes can only be authorised by the Head of Department.
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		The end of flexi balance spreadsheet at 24th March 2024 identified that, out of 595 employees, 504 employees had a credit balance. Out of the 504 employees, 53 balances were in excess of the maximum stated carry over of 14.8 hours. During a walk-through of the database with the Principal Software Developer five records with high balances were tested, ID's 54022; 53621; 50410; 53472 and 53096. All accounts tested were noted to have a history of flexi time accrual. At the end of each flexi period, the system has reduced the balance to the maximum of 14.8 hours however, under the systems "claim back" adjustment, a correction request has been authorised, re-embusing the amount removed. Police staff subject to flexitime working are able to work more than their contracted working hours, increasing their flexitime balance. A maximum of 14.8 hours can be carried forward at the end of the settlement period. Any time lost during a period, however, can be claimed back with supervisor’s approval. The ability to record ‘time lost at the end of the period’ is built into the Working Time Recording (WTR) systems, with instruction on how to do this and other adjustments included within the 'WTR Simple guide'. Although the Flexitime Policy states that the carry forward of credit in excess of 14 hours 48 minutes can only be authorised by the Head of Department, there is no indication as to what circumstances this would apply to.   This is covered in recommendation one.
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		The carry forward of credit in excess of 14 hours 48 minutes, authorised by the Head of Department, is understood to be an option to be used in exceptional circumstances where there were operational reasons why an employee was unable to take their flexitime, or a person could be working a rest day and then taking a re-rostered rest day in the next period. The sample testing suggests, however, that the carrying forward of credit may be being used as the norm, rather than an exception to the rule. 

The 10 highest flexi balances out of the 595 employee balances are included in Appendix C of this report for reference. 
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		The Working Time Recording (WTR) spreadsheet lists 450 employees out of 595 who, at the end of flexi period on the 24th March 2024, have a credit balance between zero hours and the maximum carry over of 14 hours and 48 minutes. A sample of five out of the 450 employees were tested. Four out of the five sampled have a good track record and have reduced their flexitime balance during this flexi period, to date. ID 50504 is maintaining a high credit, continuing to work long hours and, although taking flexi leave, they are booking in for work while on flexi leave, and subsequently increasing their hours. This employee, as at 19th April 2024, currently has a balance of 37 hours, with the current flexitime period ending on 21st April 2024, this needs to be addressed by their line manager. 
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		Line managers must ensure that staff have a nil flexi balance at the time of termination of their employment. The Working Time Recording (WTR) spreadsheet list 22 employees who left the company between October 2023 and December 2024. Seven employees left the organisation with a flexitime deficit and 15 employees left with credit remaining. The employees with credit remaining lost their time with no compensation. For the seven employees with a deficit balance, one was suspended by the force for a period, before resigning, one was on sick leave before resigning, one was in credit on her last day, one was in credit a week before leaving but she took a day flexi and annual leave and did not return and the final four had minimal deficit and a good flexi record. As this appeared to be specific occurrences with no underlying control issue, no recommendations are made in this report. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		Out of scope

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		Out of scope

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		Out of scope

		-

		-







		Other Findings



		[image: A magnifying glass in a circle

Description automatically generated]

		As this is a compliance review, Delivery Risk Root Cause Indicators are out of scope.







OFFICIAL - Swyddogol



OFFICIAL - Swyddogol



		OFFICIAL - Swyddogol



		

		[image: ]









		

		

		



		

		Police and Crime Commissioner for Dyfed-Powys and Chief Constable Dyfed-Powys Police

Compliance Review of HR Management - Flexi-Time Compliance

		Page 4







		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.





Acknowledgement

5. We would like to thank staff for their co-operation and assistance during the course of our work.

Release of Report

6. The table below sets out the history of this report.

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		24th October 2023

		24th October 2023



		Draft Report:

		22nd May 2024

		



		Revised Draft Report:

		15th July 2024

		19th July 2024



		Final Report:

		22nd July 2024
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		Dyfed Powys Police



		Review:

		Flexitime Compliance. 



		Type of Review:

		Assurance

		Audit Lead:

		Principal Auditor



		



		Outline scope (per Annual Plan):

		The review considers the arrangements for the control and monitoring of flexi-time arrangements.



		

		Directed

		Delivery



		

		Governance Framework: There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		Performance monitoring: There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.



		Detailed scope will consider:

		Risk Mitigation: The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		Sustainability: The impact on the organisation's sustainability agenda has been considered.



		

		Compliance: Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		Resilience: Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.



		Requested additions to scope:

		(if required then please provide brief detail)



		Exclusions from scope:

		Delivery is not in scope



		



		Planned Start Date:

		17th April 2024

		Exit Meeting Date:

		24th April 2023

		Exit Meeting to be held with:

		HR Manager; HR Service Delivery and Principal Software Developer.



		SELF ASSESSMENT RESPONSE



		Matters over the previous 12 months relating to activity to be reviewed

		Y/N (if Y then please provide brief details separately)



		Has there been any reduction in the effectiveness of the internal controls due to staff absences through sickness and/or vacancies etc?

		N



		Have there been any breakdowns in the internal controls resulting in disciplinary action or similar?

		N



		Have there been any significant changes to the process?

		N



		Are there any particular matters/periods of time you would like the review to consider?

		N








		ADDITIONAL INFORMATION

		Appendix C







Table 1 – Summary of Flexi Balances

The table below sets out the top ten largest deficit and top ten largest credit balances selected from a report as at 24th March 2024 to illustrate and provide evidence and context to support the issues raised in the report. 



		10 Largest Flexi deficit balance as at 24th March 2024

		10 Largest Flexi credit balance as at 24th March 2024



		ID

		Flexi balance

		ID

		Flexi balance



		50936

		-24hr 7 min

		50716

		39h 57m



		53230

		-24hr 22min

		51013

		40h 26m



		53009

		-28hr 29min

		53313

		42h 26m



		53173

		-39hr 19 min

		54717

		42h 58m



		50695

		-43hr 59min

		50670

		49h 16m



		54706

		-46hr 49 min

		53096

		58h 29m



		57218

		-61hr 28min

		53472

		62h 17m



		53786

		-67hr 14 min

		50410

		81h 25m



		53979

		-74hr 46 min

		53621

		91h 26m



		53293

		-111 hr 0 min

		54022

		153h 51m
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		Executive Summary





[bookmark: section2]

		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS



		[image: ]

		

				[image: ]

		Dyfed-Powys has appropriate governance arrangements in place in relation to each of the collaboration areas off ROCU, GoSafe and All Wales Collaboration. 



		[image: ]

		Dyfed-Powys are appropriately represented in each of the collaboration meetings of ROCU, GoSafe and All Wales Collaboration. 



		[image: ]

		No Urgent or Important recommendations are made. 









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		GoSafe.

		

				[image: ]

		Finance reports are provided to each collaboration area reviewed supporting effective financial governance. 









		

		

		



		SCOPE

		

		ACTION POINTS



		The review considered the arrangements for providing effective governance arrangements in the areas of ROCU, GoSafe and All Wales.

		

				Urgent

		Important

		Routine

		Operational



		0

		0

		3

		1
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		1







		Assurance - Key Findings and Management Action Plan (MAP)







		[bookmark: section3]Rec.

		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		1

		Directed

		A Memorandum of Understanding (MOU) has been developed for the four forces within the Collaboration Board. The Collaboration Board has Terms of Reference (ToR) which is currently on version2 but not dated. The ToR sets out that the Board meet quarterly and is chaired by the Deputy Chief Constable (DCC) for South Wales Police.

		The date that the Terms of Reference for Police Collaboration Wales Programme Board were last reviewed be included as part of the version control of the document.

		3

		Version control and associated dates will be added to the document.



		26/07/24

		ACC Wendy Gunney, Police Collaboration Wales / Harri Evans-Mason. 



		2

		Directed

		The GoSafe Strategic Management Board meet on a quarterly basis. A review of the agendas and minutes revealed that Dyfed-Powys Police is well represented at meetings. It was noted that at the time of the review in May 2024 there has been no Strategic Management Board meeting in 2024 to date, however, there was a GoSafe Finance Meeting in February 2024 with three key areas on the agenda:

· Force funding support 2023/2024 – Agreement of next year funding formula or next actions required.

· Funding Forecast – 2024/25 Onwards - Attached 5-year forecast.

· Options for funding models going forward - SLA agreement discussion and future way forward to be agreed.

		The Strategic Management Board meet on a quarterly basis in accordance with the Terms of Reference for the Board set out in the Service Level Agreement.

		3

		This is in place. The early part of 2024 was the first and only exception and was due to the extraordinary financial situation.

		12/07/24

		ACC Trudy Meyrick / Teresa Ciano.



		3

		Directed

		Discussions with the Detective Chief Superintendent - Head of Criminal Investigation Unit and review of agendas and minutes highlighted a lack of oversight and no exception reporting to the PCC in relation to Tarian/ROCU.

		Exception reporting on Tarian/ROCU be provided to the Police and Crime Commissioner to help ensure effective governance.

		3

		New governance arrangements have been put in place for Commissioners to have oversight of Collaboration activities going forward (OPCC).



Reporting - In June 2024, Tarian ROCU recommenced its routine attendance at DPP’s quarterly Strategic Operational Policing Board. This meeting is attended by Detective Superintendent Nick Wilkie and chaired by the DPP ACC. Attendees include a DPP PCC representative. I am satisfied that the arrangements to provide the necessary oversight / exception reporting to the PCC in relation to Tarian ROCU.



		30/06/24

		D/C/Supt Dave Guiney.
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		2







		Operational - Effectiveness Matter (OEM) Action Plan







		[bookmark: section4]Ref

		Risk Area

		Finding

		Suggested Action

		Management Comments



		1

		Directed

		A review of the minutes of the All Wales Collaboration Programme Board revealed that Risks/Issues is a standing agenda item. The Terms of Reference refers to a Collaboration Risk Register. It was noted and accepted that risks may form part of discussion within each agenda item and report, there was no narrative within the minutes of the October 2023 and the next meeting in February 2024 within item 11 on risk, with no comment that risks were discussed and no actions or issues were raised. 

		Consideration be given by Dyfed-Powys Police to raise an issue with the All Wales Collaboration Programme Board on recording outcomes of risk discussions within the minutes albeit if nothing was raised or changed that this be noted within the minutes as evidence of discussion.

		Representations will be made by the force to the Chair of the All Wales Collaboration Programme Board to include recording of outcomes of risk discussions within the minutes of the meeting. (DCC Steve Cockwell – 2/7/24).







OFFICIAL - Swyddogol



OFFICIAL - Swyddogol



OFFICIAL - Swyddogol





		

		

		



		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		3







		[bookmark: section5]Findings
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		1

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		2 and 3

		1







		Other Findings



		

		GoSafe



		[image: ]

		GoSafe was set up to co-ordinate and deliver a collaborative approach to improving road safety in Wales from 1st May 2018 within the administrative boundaries of the following organisations:

· National Police Chiefs’ Council in Wales (NPCC).

· Welsh Government, and

· The Highways Authorities in Wales. Welsh Government and the National Police Chiefs’ Council (NPCC) Cymru. Welsh Government and the National Police Chiefs’ Council (NPCC) Cymru fund GoSafe activity.



		[image: ]

		A Service Level Agreement (SLA) 2018 – 2023 is in place but is now out of date having expired on 31st March 2023. Welsh Government are in the process of developing a new framework and therefore the SLA had been extended until 31st March 2024, but this has now elapsed and Welsh Government have still yet to publish a new framework.



		[image: ]

		The SLA sets out that: "GoSafe will have a Strategic Management Group and Partnership Management Team who will participate in other such sub-committees, special interest groups or advisory panels as the parties agree are appropriate from time to time and the partnership members shall cooperate in the establishment and maintenance of the same. The Partnership Management Team, headed by the Partnership Manager, will report annually to the parties involved in GoSafe by means of an annual report against delivery of the Business Plan. Dyfed Powys Police act as the lead financial party for GoSafe and as such Welsh Government funding will be passed to the office of the Police and Crime Commissioner for Dyfed Powys, who agree to fund the partner responsible for treasury and finance for GoSafe”.
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		GoSafe also report into the Collaboration Unit’s Oversight Board - CTP (Counter Terrorism) Wales, TARIAN/ROCU (Regional Organised Crime Unit), JFU (Joint Firearms Unit) and GoSafe.



		[image: ]

		A member of staff within Dyfed-Powys Police is the Partnership manager for GoSafe. The Partnership Manager reports into the Superintendent - Head of Specialist Operations. The Superintendent attends meetings in the absence of the Partnership Manager.



		[image: ]

		The Strategic Management Group, along with the Partnership Manager, is ultimately accountable to the Partnership Executive and are required to report on and account for partnership activity quarterly on deliverables against the Business Plan. The Partnership Executive consists of: 

· The Minister for Economy, Science and Transport appointed by the Welsh Assembly Government, and/or delegated representatives therein, 

· The National Police Chief’s Council (Cymru) senior officer responsible for Roads Policing; and

· The Police and Crime Commissioner for Dyfed-Powys Police or nominated representative therein.

The GoSafe Strategic Management Group meet on a quarterly basis. A review of the agendas and minutes revealed that Dyfed-Powys Police is well represented at meetings.
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		The GoSafe SLA includes the Terms of Reference for the Strategic Management Group which states that the Group: "shall comprise one senior officer representative appointed from time to time by each relevant partner, one of whom will chair the Strategic Management Group". The Temporary Deputy Chief Constable - South Wales Police is the current Chair. The Terms of Reference also set out that the Board are to meet on a quarterly basis. 
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		The SLA has a section on the Management of Funding, which includes paragraphs on Financial Responsibilities, Budgeting, Income, Expenditure, Treasury Management, Reporting. Review, Audit and Financial Protocols. The GoSafe SLA also includes the Terms of Reference for the Partnership Management Office and Team which also meet on a quarterly basis.



		

		ROCU



		[image: ]

		ROCU was established in 2003 by the three southern Wales Police Forces. ROCU often referred to as ‘Tarian’ is a collaborative unit comprising Police officers from Dyfed Powys Police, Gwent and South Wales Police and Police staff from South Wales Police.



		[image: ]

		A Section 22 Agreement was originally put in place in September 2013. A new Collaboration Section 22 Agreement in relation to Tarian was signed by the Chief Constable and Police and Crime Commissioner in March 2024. The new agreement sets out the financial contribution by each force which was Dyfed Powys Police – 20%. Gwent Police – 26% and South Wales Police – 54%.
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		The Governance arrangements for Tarian are through the Serious Organised Crime (SOC) Board who meet on a quarterly basis and is chaired by a Chief Superintendent. The Board also feeds into the Police Collaboration Wales Programme Board (see below). The SOC Board report into the Collaborative Unit’s Oversight Board - CTP Wales, Tarian/ROCU, Joint Forensics Unit and GoSafe.
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		The Assistant Chief Constable (ACC) (Assistant Chief Constable), Detective Chief Superintendent - Head of Criminal Investigation Unit and Head of Corporate Finance attend ROCU meetings on behalf of Dyfed-Powys Police.
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		Discussions with the Detective Chief Superintendent - Head of Criminal Investigation Unit and review of agendas and minutes highlighted a lack of oversight and no exception reporting to the PCC (Recommendation 3 refers).



		

		All Wales



		[image: ]

		The Collaboration Wales Programme Board is the key forum and Board for All Wales Police collaboration in Wales. The Board coordinates the Wales forces collaboration specific programme activities, working together to achieve the Vision for Policing in Wales. These include CTP, Tarian (ROCU), Joint Firearms Unit, GoSafe and Cyber Resilience Centre for Wales.
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		The Board feeds into the Welsh Chief Officer Group and All Wales Policing Group. The All Wales Policing Group is made up of the Four Chief Constables and the four Police and Crime Commissioners. Exception reporting on collaboration is provided to this forum. This includes the GoSafe financial issues.



		[image: ]

		Discussions with various senior officers in Dyfed-Powys and South Wales Police highlighted that there is no formal Terms of Reference for the SOC Governance Board due to the complexity of the organised crime over the years, however, it was confirmed that the tasking process of the various areas of criminal activity is in place by the Board in accordance with the national guidance provided. Detective Chief Superintendent – Counter Terrorism Policing Wales stated that tasking and the role of the Board goes beyond the guidance; this was not formally tested as part of the internal audit review. 



		[image: ]

		A Memorandum of Understanding (MOU) has been developed for the four forces within the Board. The Collaboration Board has Terms of Reference (ToR) which is currently on version 2 but not dated. The ToR sets out that the Board are to meet quarterly and be chaired by the Deputy Chief Constable (DCC) for South Wales Police.
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		The Force has one risk on the Corporate Risk Register and that is in relation to GoSafe. The uncertainty recorded in the Register is "GoSafe is experiencing current shortfalls with income and current cost model caused by fixed commitments and variable income receipts". The controls were not formally tested within the scope of this review.



		[image: ]

		A representative of the Finance department at South Wales Police provides the SOC Governance Group and Collaborative Units Oversight Board CTP Wales, Tarian/ROCU, JFU and GoSafe with a Finance Update at each meeting. This was verified to a review of agendas and minutes.



		[image: ]

		The DCC, Director of Finance and Head of Finance attend the All Wales Collaboration meetings on behalf of Dyfed-Powys Police.



		[image: ]

		Finance and other associated financial matters are discussed at separate All Wales Finance Joint Advisory (Group JAG) meetings. The Director of Finance attends the meetings which are chaired by the Director of Finance of South Wales Police. This was verified to agendas and minutes of meetings.
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		A review of the minutes of the All Wales Collaboration Programme Board revealed that Risks/Issues is a standing agenda item. The Terms of Reference refers to a Collaboration Risk Register. It was noted and accepted that risks may form part of discussion within each agenda item and report, there was no narrative within the minutes of the October 2023 and the next meeting in February 2024 within item 11 on risk, with no comment that risks were discussed and no actions or issues were raised (Operational Effectiveness Matter 1 refers).
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		The Office of the Police and Crome Commissioner (OPCC) has oversight of matters by exception through the All Wales Policing Board which is made up of the four PCCs in Wales plus their associated Chief Constables. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings



		[image: ]

		The Partnership Manager provides a Finance Report to each Strategic Management Group meeting. A Finance Officer at South Wales Police assists with the financial arrangements for GoSafe.
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		A review of the GoSafe minutes for the November 2023 meeting identified that the Head of Corporate Finance stated that the: "budget position prediction is now showing a shortfall of £3.1 million" and that "there is a reserve of £850K however the ultimate shortfall on the budget is £2.2 million". The reserve relates to the overall GoSafe collaboration.



		[image: ]

		It was also noted that the Finance Report presented to the March 2024 meeting revealed that: "The partnership is forecasting an overspend of £1.84m for the year as at P10 (period 10 End of February 2024)". The report also states that: “The Partnership has brought forward reserves of £850k and are forecast to use all of this. With a net expenditure position of £1.84m being forecast, there is a deficit for the partnership of £991k for the year after utilising all reserves. This is unsustainable and a review is being undertaken to look at strategies to make the GoSafe model sustainable for future years". The OPCC has oversight of the current viability of the partnership as there is currently a risk on the Corporate Risk Register for GoSafe.   



		[image: ]

		Finance in relation to the ROCU is reported to the All Wales Finance Group known as JAG. The financial position is reported as part of an All Wales Collaboration report. The most recent report as at Period 9, December 2023 reported costs of £15,688,767 against a budget of £16,770,473 an underspend of £1,081,706.  Dyfed-Powys Police underspend was reported as £68,762 and total reserves for the collaboration of £470,294.
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		EXPLANATORY INFORMATION

		Appendix A
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[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.





Acknowledgement

5. We would like to thank staff for their co-operation and assistance during the course of our work.

Release of Report

6. The table below sets out the history of this report.

		Stage

		Issued

		Response Received



		Audit Planning Memorandum:

		27th February 2024

		27th February 2024



		Draft Report:

		18th June 2024

		19th July 2024



		Final Report:

		22nd July 2024
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		Police and Crime Commissioner for Dyfed-Powys and Chief Constable Dyfed-Powys Police 

Internal Audit Annual Report 

		Page 1







Introduction

This is the 2023/24 Annual Report by TIAA on the internal control environment at the Police and Crime Commissioner for Dyfed-Powys and Chief Constable Dyfed-Powys Police. The annual internal audit report summarises the outcomes of the reviews we have carried out on the organisation’s framework of governance, risk management and control. This report is designed to assist the Police and Crime Commissioner for Dyfed-Powys and Chief Constable Dyfed-Powys Police in making its annual governance statement. 

Our approach is based on the International Standards for the Professional Practice of Internal Auditing which have been developed by the Institute of Internal Auditors (IIA) and incorporate the Public Sector Internal Audit Standards (PSIAS). In 2022, TIAA commissioned an External Quality Assessment (EQA) of its internal audit service. The independent EQA assessor was able to conclude that TIAA ‘generally conforms to the requirements of the Public Sector Internal Audit Standards and the mandatory elements of the Institute of Internal Auditors (IIA) International Professional Practices Framework (IPPF)’. ‘Generally conforms’ is the highest rating that can be achieved using the IIA’s EQA assessment model. 

Ongoing quality assurance work was carried out throughout the year and we continue to comply with ISO 9001:2015 standards. Our work also complies with the IIA-UK Professional Standards.

		HEAD OF INTERNAL AUDIT’S ANNUAL OPINION 

I am satisfied that sufficient internal audit work has been undertaken to allow me to draw a positive conclusion as to the adequacy and effectiveness of the Police and Crime Commissioner’s and the Chief Constable’s risk management, control and governance processes. In my opinion, the Police and Crime Commissioner and the Chief Constable have adequate and effective management, control and governance processes in place to manage the achievement of their objectives.  

This opinion is based solely on the matters that came to the attention of TIAA during the course of the internal audit reviews carried out during the year and is not an opinion on the ongoing financial viability or your ability to meet financial obligations which must be obtained by the Office of the Police and Crime Commissioner for Dyfed-Powys and the Chief Constable Dyfed-Powys Police from its various sources of assurance.







Internal Audit Planned Coverage and Output

The 2023/24 Annual Audit Plan approved by the Joint Audit Committee was for 179 days of internal audit coverage in the year. 

One change has been made to the audit plan to date other than to proposed timings of the audits. A review of Goleudy – Victim Care was deferred to 2024-25 at the request if Management.

The planned work that has been carried out against the plan and the status of work not completed is set out at Annex A.

Assurance

TIAA carried out 28 reviews, 26 of which were designed to ascertain the extent to which the internal controls in the system are adequate to ensure that activities and procedures are operating to achieve the Police and Crime Commissioner for Dyfed-Powys and Chief Constable Dyfed-Powys Police objectives. Interim and Year-End Follow Up reviews were also completed. For each assurance review an assessment of the combined effectiveness of the controls in mitigating the key control risks was provided. Details of these are provided in Annex A and a summary is set out below. 

		Assurance Assessments

		Number of Reviews

		Previous Year



		Substantial Assurance

		12

		8



		Reasonable Assurance

		12

		7



		Limited Assurance

		2

		2



		No Assurance

		-

		-





The areas on which the assurance assessments have been provided can only provide reasonable and not absolute assurance against misstatement or loss and their effectiveness is reduced if the internal audit recommendations made during the year have not been fully implemented.



We made the following total number of recommendations on our audit work carried out in 2023/24. The numbers in brackets relate to 2022/23 recommendations.

		Urgent

		Important

		Routine



		4 (2)

		39 (32)

		35 (18)





Audit Summary

Control weaknesses: There were no areas reviewed by internal audit where it was assessed that the effectiveness of some of the internal control arrangements provided ‘limited' or 'no assurance’. 

Recommendations Made: We have analysed our findings/recommendations by risk area and these are summarised below.

		Risk Area

		Urgent

		Important

		Routine



		Directed



		Governance Framework

		1 (0)

		8 (1)

		11 (5) 



		Risk Mitigation

		0 (0)

		0 (0)

		 6 (0)



		Compliance

		 3 (2)

		 25 (29)

		 13 (13)



		Delivery



		Performance Monitoring

		 0 (0)

		2 (1)

		4 (0)



		Sustainability ***

		 0 (0)

		0 (1)

		 0 (0)



		Resilience

		0 (0)

		4 (0)

		 1 (0)













Operational Effectiveness Opportunities: One of the roles of internal audit is to add value and during the financial year we provided advice on opportunities to enhance the operational effectiveness of the areas reviewed and the number of these opportunities is summarised below.

		Operational



		9 (14)





Independence and Objectivity of Internal Audit

There were no limitations or restrictions placed on the internal audit service which impaired either the independence or objectivity of the service provided.

Performance and Quality Assurance

The following Performance Targets were used to measure the performance of internal audit in delivering the Annual Plan.

		Performance Measure

		Target

		Attained



		Completion of Planned Audits

		100%

		97%



		Audits Completed in Time Allocation

		100%

		100%



		Final report issued within 10 working days of receipt of responses

		  95%

		96%



		Compliance with Public Sector Internal Audit Standards

		100%

		100%





Release of Report

The table below sets out the history of this Annual Report.

		Date Indicative Draft Report issued:

		







Annexes

Annex A

Actual against planned Internal Audit Work 2023/24

		System

		Type

		Planned Days

		Actual Days

		Assurance Assessment

		Comments



		Collaborative



		Data Protection Act 

		Assurance

		6

		6

		Reasonable

		Final Report Issued



		Risk Management

		Assurance

		5

		5

		Reasonable

		Final Report Issued



		Payroll

		Assurance

		6

		6

		Substantial

		Final Report Issued



		Debtors

		Assurance

		6

		6

		Substantial

		Final Report Issued



		Counter Fraud

		Assurance

		6

		6

		Substantial

		Final Report Issued



		Telematics

		Assurance

		4

		4

		Reasonable

		Final Report Issued



		Creditors 

		Assurance

		6

		6

		Substantial

		Final Report Issued



		Property Subject to charge 

		Compliance

		6

		6

		Reasonable

		Final Report Issued



		Police and Crime Commissioner for Dyfed-Powys and Chief Constable Dyfed-Powys Police



		Collaboration - Governance (ROCU, Go Safe and All Wales)

		Assurance

		4

		4

		Substantial

		Final Report Issued



		Annual Governance statement

		Compliance

		4

		4

		Substantial

		Final Report Issued



		Digital Forensic Unit (Formerly DCCU)

		Assurance

		5

		5

		Substantial

		Final Report Issued



		HR Management – Grievance Reporting and Management (Deferred from 2022/23)

		Compliance

		3

		3

		Reasonable

		Final Report Issued



		Community Engagement

		Assurance

		4

		4

		Reasonable

		Final Report Issued



		Performance Management

		Assurance

		10

		10

		Substantial

		Final Report Issued



		Estate Management – Governance

		Assurance

		6

		6

		Reasonable

		Final Report Issued



		Interim Follow Up

		Follow Up

		3

		3

		N/A

		Final Report Issued



		Welsh Language Compliance

		Compliance

		4

		4

		Reasonable

		Final Report Issued



		HR Management – Absence and Management

		Compliance 

		7

		7

		Limited

		Final Report Issued



		Counter Fraud – External Exposure

		Assurance

		5

		5

		Substantial

		Final Report Issued



		ICT Infrastructure

		Assurance

		10

		10

		Reasonable

		Final Report Issued



		Leases

		Assurance

		5

		5

		Substantial

		Final Report Issued



		Goleudy – Victim Care

		Assurance

		5

		0

		

		Cancelled by Management



		Business Continuity

		Assurance

		4

		4

		Reasonable

		Final Report Issued



		Estate Management – Planned and Preventative Maintenance

		Assurance

		6

		6

		Reasonable

		Final Report Issued



		HR Management – Flexi-time Compliance

		Compliance

		5

		5

		Limited

		Final Report Issued



		ICT Disaster Recovery

		Assurance

		8

		6

		Substantial

		Final Report Issued



		Commissioner’s Grants

		Assurance

		6

		6

		Substantial

		Final Report Issued



		HR Management – Occupational Health

		Assurance

		4

		4

		Reasonable

		Final Report Issued



		Year End Follow Up

		Follow Up

		4

		4

		N/A

		Final Report Issued



		Liaison with Audit Wales

		Management

		2

		2

		Not Applicable  

		



		Annual Planning

		Management

		2

		2

		 Not Applicable  

		Final Report Issued



		Annual Report

		Management

		2

		2

		 Not Applicable   

		Final Report Issued



		Audit Management

		Management

		16

		16

		 Not Applicable   

		



		

		Total days

		179

		174
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		Executive Summary





[bookmark: section2]

		OVERALL ASSESSMENT

		

		KEY STRATEGIC FINDINGS



		[image: ]
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		Controls were in place for the management of the firearms licensing arrangements at Dyfed-Powys Police. 



		[image: ]

		The suite of policies and procedures was being reviewed at the time of the audit and a routine recommendation has been raised in relation to this. 



		[image: ]

		No compliance issues were highlighted during the testing of grants, renewals, revocations or temporary permits. 



		[image: ]

		Governance and reporting structures are in place to monitor the performance of the department. 









		ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

		

		GOOD PRACTICE IDENTIFIED



		No risk has been identified on the Force Risk Register in relation to firearms licensing.

		

				[image: ]

		Dyfed-Powys Police has liaised with Avon and Somerset Police to engage in peer-review audits from July 2024 which will review a sample of files from each force. 









		

		

		



		SCOPE

		

		ACTION POINTS



		The review assessed compliance with the regulatory requirements and Force Policy for Firearms Licencing including: Review of Application/Renewal/issue of temporary licences/revocation; Home and cold call and other Inspection processes for Registered Firearm Dealers (RFD’s); Review of dip sampling processes; Processes for promoting surrender and managing weapons surrendered; Review of the action taken by Firearms Licencing Department following a certificate holder coming to notice of the police; Governance Arrangements.

		

				Urgent

		Important

		Routine

		Operational



		0

		0

		1

		0
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		Assurance - Key Findings and Management Action Plan (MAP)







		[bookmark: section3]Rec.

		Risk Area

		Finding

		Recommendation

		Priority

		Management

Comments

		Implementation

Timetable

(dd/mm/yy)

		Responsible

Officer

(Job Title)



		1

		Directed

		In addition to Statutory Guidance, Dyfed-Powys Police also has a suite of policies and procedures in place to assist with the decision making and management of the Firearms Licensing Department. Discussions with management identified that the whole suite of policies and procedures was under review at the time of this audit. 

It was noted that the policies do not duplicate information that is outlined in the Statutory Guidance but serve only to enhance it by using the non-statutory Home Office guide on firearms licensing law and the College of Policing’s APP on firearms licensing.

		Policy and Procedure documents be reviewed and finalised as planned. 

		3

		All current policies are being reviewed in light of the re-structure and the implementation of the Statutory Guidance. Currently the Statutory Guidance is under consultation for change and is looking to be published October/November. This may impact on some policies however any not effected will be completed immediately with the rest being implemented by the date published.

		31/12/24

		Firearms Licensing Co-ordinator/Lead. 
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		PRIORITY GRADINGS

		

		

		

		

		



		1

		URGENT

		Fundamental control issue on which action should be taken immediately.

		

		2

		IMPORTANT

		Control issue on which action should be taken at the earliest opportunity.

		

		3

		ROUTINE

		Control issue on which action should be taken.
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		2







		Operational - Effectiveness Matter (OEM) Action Plan







		[bookmark: section4]Ref

		Risk Area

		Finding

		Suggested Action

		Management Comments



		No Operational Effectiveness Matters recommendations were identified. 
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		ADVISORY NOTE



		Operational Effectiveness Matters need to be considered as part of management review of procedures.
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		3







		[bookmark: section5]Findings
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		Directed Risk: 

Failure to properly direct the service to ensure compliance with the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		GF

		Governance Framework

		There is a documented process instruction which accords with the relevant regulatory guidance, Financial Instructions and Scheme of Delegation.

		In place

		1

		-



		RM

		Risk Mitigation

		The documented process aligns with the mitigating arrangements set out in the corporate risk register.

		In place

		-

		-



		C

		Compliance

		Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken in cases of identified non-compliance.

		In place

		-

		-







		Other Findings
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		Dyfed-Powys Police follow the Statutory Guidance for Police on Firearms Licensing as set by the Home Office. The guidance covers the processes and criteria for assessing suitability to possess firearms and to be a Registered Firearms Dealer (RFD). It is intended to assist Chief Officers in carrying out appropriate, proportionate and consistent check and assessments in order to come to an informed decision. The Guidance is applicable to all applications received, and licensing decisions made, including reviews of suitability of existing certificate holders and RFDs. The Guidance sits alongside the non-statutory Home Office guide on firearms licensing law, and the College of Policing Authorised Professional Practice (APP) on firearms licensing.  
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		In addition to following the Statutory Guidance, Dyfed-Powys has a suite of policies and procedures in place to assist with the decision making and management of the Firearms Licensing Department. Copies of the documents were provided during the audit and are as follows:

· Firearms and Explosives Licensing Risk Management Procedure – last reviewed March 2015.

· Firearms and Explosives Licensing Holders Coming to Police Notice, Seizure of Weapons, Certificates and Emergency Revocation Procedure – last reviewed July 2015.

· Firearms and Explosives Licensing Audit Process – last reviewed November 2015.

· Firearms and Explosives Licensing Governance Document – last reviewed March 2017.

· Firearms and Explosives Licensing GP (General Practitioner) Process – Last reviewed 2018.

· Firearms and Explosives Licensing Prohibited Persons – last reviewed 2018.

· Firearms and Explosives Licensing Policy – due for review March 2024.

Discussions noted that the whole suite of policies and procedures was under review at the time of this audit. The Firearms Licensing Department underwent a restructure in early 2023 and as a result, the person who was assigned responsibility for reviewing the policies left the force which has contributed to the delay in reviewing. A routine recommendation has been raised to ensure the above policies are reviewed and finalised as planned. It was noted that the policies do not duplicate information that is outlined in the Statutory Guidance but serve only to enhance it by using the non-statutory Home Office guide on firearms licensing law and the College of Policing’s APP on firearms licensing.

Recommendation 1 refers. 
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		The Statutory Guidance outlines two types of licences that can be granted - firearms and shotguns. If an application is made for both then this is known as coterminous or co-term. The extract below is taken from the guidance and explains the conditions that must be met before a licence is issued: 

“Firearms Grant

Section 27(1) of the 1968 Act: A firearm certificate shall be granted where the chief officer of police is satisfied: 

a) that the applicant is fit to be entrusted with a firearm to which section 1 of this Act applies and is not a person prohibited by this Act from possessing such a firearm. 

b) that he has a good reason for having in his possession, or for purchasing or acquiring, the firearm or ammunition in respect of which the application is made; and 

c) that in all the circumstances the applicant can be permitted to have the firearm or ammunition in his possession without danger to the public safety or to the peace.

Shotguns Grant

Section 28(1) of the 1968 Act: Subject to subsection (1A) below, a shotgun certificate shall be granted or, as the case may be, renewed by the chief officer of police if he is satisfied that the applicant can be permitted to possess a shotgun without danger to the public safety or to the peace. (1A) No such certificate shall be granted or renewed if the chief officer of police —

a) has reason to believe that the applicant is prohibited by this Act from possessing a shotgun; or 

b) is satisfied that the applicant does not have a good reason for possessing, purchasing or acquiring one.”



		[image: ]

		A walkthrough of the both the National Firearms Licensing Management System (NFLMS) and NICHE was undertaken during a site visit and a sample of 10 granted applications was reviewed during this time. The sample included applications that had been granted for firearms, shotguns and co-term. In the 12 months leading up to the audit start date, it was noted that 715 applications for shotguns (500) and firearms (215) had been received and granted by Dyfed-Powys Police. A review of the 10 applications in the sample confirmed that each had been completed in compliance with the National Decision-Making Model, all required checks had been completed including a home visit, GP report, and reference checks. No issues of non-compliance were noted, evidence was provided to confirm that the documented process had been followed for each case within the sample and each application had been processed within a reasonable timeframe.

 It was noted that social media checks are not routinely undertaken as part of the grants process as they are not required by the statutory guidance unless it is highlighted in a risk assessment. Discussions noted that this is something that has been explored in Dyfed-Powys Police and it was found that due to the length of time taken to complete the checks on all applications it was not financially viable. In addition, social media checks can sometimes be unsuccessful due to applicants not presenting on any social media sites or using a pseudonym that may mean they are not able to be located. 
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		As per the Statutory Guidance:

“Revocation: Section 30C (1) of the 1968 Act: A shotgun certificate may be revoked by the Chief Officer of Police for the area in which the holder resides if they are satisfied that the holder is prohibited by this Act from possessing a shotgun or cannot be permitted to possess a shotgun without danger to the public safety or to the peace.

Revocation: Section 30A (2) of the 1968 Act: The [firearm] certificate may be revoked if the chief officer of police has reason to believe: 

(a) that the holder is of intemperate habits or unsound mind or is otherwise unfitted to be entrusted with a firearm; or 

(b) that the holder can no longer be permitted to have a firearm or ammunition to which the certificate relates in his possession without danger to the public safety or to the peace. “

Since January 2024 to the start date of the audit in June 2024, Dyfed-Powys Police have revoked a total of 15 shot guns and two firearms licenses. A review of the system was undertaken and a sample of five cases of licenses being revoked was selected for testing and review. For each case in the sample, a file note and task had been created by a member of the firearms Admin team following the certificate holder coming to the attention of the police. The tasks are escalated to the Firearms Licensing Manager for review, who then prepares a report which is written in accordance with the National Decision-Making Model and states whether or not the license holder is suitable to continue holding a license. Each of the five cases reviewed in the sample had the licenses revoked based on the findings in the report. A review of the letters communicated to the license holders confirmed that they were notified of their right to appeal and had 21 days to do so. Of the five, one had appealed the decision and was due to be in court in August 2024. No compliance issues were noted, evidence was provided to confirm that the documented process had been followed for each case within the sample. 
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		The Firearms Licensing Department monitors the timely renewal of shotgun and firearms certificates to ensure that all persons are duly authorised to possess the weapons to which they relate. All applications for the renewal of a firearm and shotgun certificate must be risk assessed by a Firearms Enquiry Officer (FEO). Initially, enquiries are made by the Firearms Licensing staff who contact the certificate holder to ascertain if they are still in possession of any firearms and a visit to the applicant’s address will be conducted by an FEO where necessary. 

A medical proforma document from the applicants General Practitioner must accompany an application or renewal; this is a statutory requirement. In line with statutory guidance, if there are any medical conditions deemed unsuitable then this will be further reviewed by the Firearms Licensing management team for a decision on whether to grant a licence or refer to the revocation/refusal process.

In the 12 months prior to and leading up to the audit start date in June 2024, Dyfed-Powys Police had received 798 firearms license renewals and 1,787 shotgun renewals.  A sample of 10 renewal applications, five firearms and five shotguns, was selected from Niche and walkthrough of the system was undertaken to review all linked document to each of the renewal applications. Testing identified the following: all application forms had been completed, all the application checklists were present on NICHE, relevant checks had been undertaken including home visits where required and any follow up actions such as improvements required to security arrangements had been rectified. The sample included two RFDs for which a formal inspection of all the RFD’s business premises where firearms could be held should take place upon grant and renewal. The inspection should include, but is not limited to, an interview that assesses the applicant’s suitability and expertise, ascertaining the financial sustainability of the business, inspection of the premises to ensure security arrangements are in place and a full stock take along with inspection of record keeping. It was confirmed that for the two RFDs in the sample inspections had been completed as required and remedial actions had been followed up. No compliance issues were noted during the sample testing of renewals, evidence was provided to confirm that the documented process had been followed for each case within the sample.
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		As per the Statutory Guidance, Chief Officers should avoid routinely using temporary permits as a means of managing licensing caseloads within their Force. Account should be taken of any reasons given by the applicant to explain a late application that would justify the issue of a temporary section 7 permit, and Forces should consider each case on its individual merits. Where required, temporary permits should be supplied with an end date no longer than is reasonable to cover the expected period of processing and should not be issued if no renewal application has been received. At the time of the audit, Dyfed-Powys Police had five temporary permits in circulation. Each one was reviewed as part of this audit. Reasons for the temporary permits being issued included an application which required further information from their GP, two applicants who were replacing their firearms with another and needed a temporary addition to their license and an application which was awaiting a home visit to be completed. It was confirmed that each case in the sample had reasonable justification to have a temporary permit issued to them and no issues were noted, evidence was provided to confirm that the documented process had been followed for each case reviewed. 
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		Delivery Risk: 

Failure to deliver the service in an effective manner which meets the requirements of the organisation.







		Ref

		Expected Key Risk Mitigation

		Effectiveness of arrangements

		Cross Reference to MAP

		Cross Reference to OEM



		PM

		Performance Monitoring

		There are agreed KPIs for the process which align with the business plan requirements and are independently monitored, with corrective action taken in a timely manner.

		In place

		-

		-



		S

		Sustainability

		The impact on the organisation's sustainability agenda has been considered.

		In place 

		-

		-



		R

		Resilience

		Good practice to respond to business interruption events and to enhance the economic, effective and efficient delivery is adopted.

		In place

		-

		-







		Other Findings
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		Dyfed-Powys Police undertake two different types of dip sampling. The first, is undertaken by the Firearms Licensing Supervisor each month who undertakes a check of 10% of applications each month. This includes a full file review from the start of the application right through until the application is granted. It was noted that there are two Firearms Licensing Supervisor posts in the department, however, at the time of the audit only one was in post and the other had been recruited but was awaiting their vetting clearance before starting. The second dip sampling is undertaken by the Chief Superintendent who reviews four decision files each month including revokes licenses, warnings and advisory notices that have been issued. It was confirmed that regular dip sampling is undertaken and that the 10% check of applications is met each month. 
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		In addition to the above, from July 2024 Dyfed-Powys Police will be undertaking a peer review with Avon and Somerset Police which will involve a quarterly check of 10 files from each force. The checks will be undertaken by the Firearms Licensing Coordinators at each force who will travel to site to undertake the reviews. This has been highlighted as good practice and promotes good working relationships with neighbouring forces. 
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		Bi-monthly reports are presented to the Strategic Criminal Justice, Custody and Investigation Board. An extract from the latest report, presented in May 2024, was provided during the audit and confirmed that detailed updates from the Firearms Licensing Department are included. The May report confirmed the earlier statement made in this audit that the Firearms Licensing Polices are undergoing a complete full review which will include clarity of roles and governance as well as specifics around the issuing of delegated authority. The report also provided an update on outstanding complaints, of which there were three. Each of the complaints has been identified as suitable for service recovery and contact had been made with two of the individuals who appeared to now be satisfied to withdraw their complaints; an update from the Professional Service Department (PSD) was pending prior to deciding the next course of action. 
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		A report demonstrating the performance of the Firearms Licensing Department between January and June 2024 was provided and a review highlighted the improvements that have been made within the department including:

· A decrease in number of decision files pending,

· A decrease in the number of temporary permits in circulation, and

· A decrease in the number of applications awaiting printing.

In addition, it was noted that since March 2024, the report captures the number of expired and unlawful certificate holders (0 as of June 2024) and average turnaround times (47 days as of June 2024). It was noted that the Firearms Licensing Department has in the last 12 months had several vacancies due to retirements, sickness and staff leaving the department, which hindered the performance. The report reflects how the performance has improved since the department has successfully recruited and trained staff to replace those who had left. 
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		Dyfed-Powys Police support the National Firearms Amnesty and always commit to supporting the event when it is run. The last event was held in May 2022 and was overseen by the Operational Policy Department who take ownership of the delivery and preparation for the event with support, if needed, from the Firearms Licensing Department. The last event saw a total of 95 weapons surrendered to the force which included 70 shotguns, 10 handguns, 4 air weapons, 5 rifles and 6 rounds of ammunition. The weapons are destroyed as part of the amnesty and NFLMS updated accordingly if those surrendering weapons have given their details to do so. 

Details of who to contact should someone wish to surrender a firearm or shotgun are provided on the Force website. 
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		EXPLANATORY INFORMATION

		Appendix A







OFFICIAL - Swyddogol



OFFICIAL - Swyddogol



OFFICIAL - Swyddogol



[bookmark: section6]

		

		

		



		[image: ]

		

		7







[bookmark: section7]Scope and Limitations of the Review

1. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. As set out in the Audit Charter, substantive testing is only carried out where this has been agreed with management and unless explicitly shown in the scope no such work has been performed.

Disclaimer

2. The matters raised in this report are only those that came to the attention of the auditor during the course of the review, and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Effectiveness of arrangements

3. The definitions of the effectiveness of arrangements are set out below. These are based solely upon the audit work performed, assume business as usual, and do not necessarily cover management override or exceptional circumstances.

		In place

		The control arrangements in place mitigate the risk from arising.



		Partially in place

		The control arrangements in place only partially mitigate the risk from arising.



		Not in place

		The control arrangements in place do not effectively mitigate the risk from arising.





Assurance Assessment

4. The definitions of the assurance assessments are:

		Substantial Assurance

		There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved.



		Reasonable Assurance

		The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed and process objectives achieved. 



		Limited Assurance

		The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are managed and process objectives achieved. 



		No Assurance

		There is a fundamental breakdown or absence of core internal controls requiring immediate action.
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Release of Report

6. The table below sets out the history of this report.
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		Issued

		Response Received
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		8th May 2024

		17th June 2024



		Draft Report:
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		17th July 2024



		Final Report:

		18th July 2024
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[bookmark: _Toc104484020]Introduction and Scope of Responsibilities



The Police and Crime Commissioner and the Chief Constable are responsible for ensuring their business is conducted in accordance with the law and standards; and that public money is safeguarded, properly accounted for, and used effectively, efficiently, and economically. They also have a duty to make arrangements to secure continuous improvement in the way in which their functions are exercised.



In discharging their overall responsibility, the Commissioner and Chief Constable are also responsible for putting in place proper arrangements for the governance of their affairs and facilitating the exercise of their functions. This includes ensuring a sound system of internal control is maintained through the year, and that arrangements are in place for the management of risk.



[bookmark: _Hlk104475962]This Statement explains how the Commissioner and Chief Constable have complied with the Code of Corporate Governance, which reflect the principles in the Chartered Institute of Public Finance and Accountancy’s guidance (CIPFA) Delivering Good Governance: Guidance Notes for Policing Bodies in England and Wales 2016 Edition.  It also meets the requirements of the Accounts and Audit (Wales) Regulations 2014 (as amended), in relation to the statement of internal control and the publication of the annual governance statement.  



The document sets out the findings of the evaluation of governance arrangements and this is supported by a matrix of evidence detailing how the Commissioner and Chief Constable demonstrate the principles and behaviours of good governance. 



[bookmark: _Toc104484021]Principles of Good Governance



The Joint Corporate Governance Framework comprises the systems, process, culture, and values by which both the Office of the Police and Crime Commissioner (OPCC) and Dyfed-Powys Police (DPP) will be governed both jointly and separately, and this is reviewed and updated annually.



The Framework enables the Commissioner and Chief Constable to monitor achievement against the Police and Crime Plan and the delivery of appropriate, cost-effective services including achieving value for money.



This Statement explains how the Commissioner and Chief Constable have complied with the Code of Corporate Governance, which reflect the principles in the Chartered Institute of Public Finance and Accountancy’s guidance (CIPFA) Delivering Good Governance: Guidance Notes for Policing Bodies in England and Wales 2016 Edition.  

1. [bookmark: _Toc104484022]Behaving with integrity, demonstrating strong commitment to ethical values, and respecting the rule of law.



Both Corporation Soles operate in an open and transparent way, with processes in place to support the core principle of ethics and integrity which are in accordance with the College of Policing Code of Ethics.



[bookmark: _Hlk167346941]The 2023 Code of Practice for Ethical Policing for Chief Officers issued under Section 39A of the Police Act 1996 was reviewed this reporting period and included:

· the 2024 Code of Ethics (non-statutory)

· the 2023 Code of Practice for Ethical Policing (statutory)



The new 2024 Code of Ethics is in two parts, neither of which are statutory.

· Ethical policing principles provide support in making ethical decisions.

· Guidance for ethical and professional behaviour in policing sets out the expectations for how policing professionals should behave in a way that makes it easier for them to understand and follow.[footnoteRef:1] [1:  Why the Code of Ethics has changed | College of Policing] 




[bookmark: _Hlk167346822]The Commissioner and the Chief Constable have policies and procedures in place that comply with the law and conform to appropriate ethical standards and standards of professional behaviour. To include (but not limited to):



· Code of Ethics (code of practice that are sets of principles and standards of professional behaviour)

· Joint Anti-Fraud and Corruption Policy

· Whistleblowing Policy

· Notifiable Association Policy

· Business Interest Policy

· Substance Misuse Policy & Guidance

· Staff Misconduct Policy

· Dignity in the Workplace Policy

· Fairness at Work Policy

· Sexual Harassment Policy

· OPCC Complaints Policy

· OPCC Complaints Procedure



The Commissioner and Chief Constable encourage and support officers and staff to challenge and report behaviours that make colleagues feel uncomfortable, intimidated, or embarrassed through confidential reporting directly to the Professional Standards Department (PSD) or via ‘Bad Apple’ which is a confidential reporting system that provides a platform for two-way anonymous conversation. 



In addition, information on how to report via the Crimestoppers integrity line for police is published on the force intranet along with the IOPC report line.



[bookmark: _Hlk161062232]Information received from these various forums are subject of proactive intelligence development and proportionate lawful business monitoring enquiries by the ACU (Anti-Corruption Unit) investigators and analysts. 



Where appropriate and dependent on the circumstances and information, cases are subsequently investigated as conduct matters and elicit ethical interviews and further periodic reviews are considered. Information sharing with vetting, human resources and/or other forces and organisations is considered where deemed necessary and proportionate.



Measures are in place to ensure that employees of the Commissioner and Chief Constable are not influenced by prejudice, bias, or conflicts of interest in dealing with different stakeholders. 



Declarations of Interest and Registers of Gifts and Hospitality for both the OPCC and the Force are published, and procedures are in place to enable any conflicts of interest to be recorded.



The Commissioner and Chief Constable have transparent and accessible arrangements in place for dealing with complaints. 



[bookmark: _Hlk167347762]The Force has a Professional Standards Department (PSD) whose role it is to uphold the ethical and professional standards of Dyfed-Powys Police by managing the application of misconduct regulations and the administration of complaints by members of the public against police officers and police staff below the rank of Chief Constable. 



[bookmark: _Hlk161062468]Complaints against the Chief Constable are the responsibility of the Police and Crime Commissioner. The Commissioner will decide how the complaint will be handled and whether it meets the requirements to be referred to the IOPC.



Complaints against staff within the Office of the Police and Crime Commissioner are dealt with by the Chief Executive, in consultation with the Professional Standards Department where necessary.  



Complaints against the Chief Executive are referred to the Police and Crime Commissioner for consideration. The Independent Police and Crime Panel for Dyfed Powys Police deals with any formal complaint against the Police and Crime Commissioner. 



The Force has a Vetting Unit that sits within Professional Standards to ensure compliance with the national Code of Practice and Authorised Professional Practice (APP) for Vetting. 



The revised APP, Angiolini Inquiry[footnoteRef:2] and Vetting Revocation Regulations has created significant demand in the unit attributed to new starters and individuals joining the Force, and individuals waiting for NPPV clearance or renewals.  Whilst complaint cases have gone down this year as compared to the previous year; the Force is still slightly higher than the average MSF (most similar force).  [2:  An independent inquiry as to how an off-duty Metropolitan police officer was able to abduct, rape and murder a member of the public.] 




It is important to note that one case may have multiple allegations, and that cases can vary significantly in terms of complexity and the amount of investigative work required, therefore the figures shown do not represent demand.



There is an increase in demand in the Anti-Corruption Unit (including an increase in referrals), an increase in serious misconduct cases, an increase in suspensions, and more complexity and challenges in misconduct proceedings such as legal challenges.





		

		Dyfed Powys

		% change

		National

		% change



		2020/21

		753

		-

		67732

		-



		2021/22

		913

		21%

		75020

		11%



		2022/23

		1058

		14%

		81142

		8%



		2023/24

		884

		-18%

		85458

		5%







[bookmark: _Hlk161062803] 

The changes to the complaints legislation provided the Police and Crime Commissioner a greater role to increase independence and improve complaints handling.



If a complaint has been recorded under Schedule 3 of the Police Reform Act 2002 and a complainant is unhappy with the outcome of the complaint, they can submit an application for a review to the Police and Crime Commissioner for Dyfed Powys (if the PCC is identified as the Relevant Review Body). The review will consider whether the outcome of the complaint is reasonable and proportionate.

[bookmark: _Hlk143763946]

[bookmark: _Hlk161063105]Monthly meetings are held between PSD and the OPCC, where specific complaint related matters are discussed and there is an opportunity to consider any oversight issues identified from complaint reviews. The meetings also provide an opportunity to consider themes and organisational learning. In addition to this, a quarterly PSD Assurance Board has been established to allow the Police and Crime Commissioner to scrutinise the professional standards business area.



Between 1st April 2023 and 31st March 2024, a total number of 59 reviews were received during this period which is slightly more than the previous year where 51 reviews were received. A total of 57 complaint reviews have been completed by the OPCC during this period, 4 of which were carried on from the previous year.



Of those 57 reviews completed, 4 were Upheld, 53 were Not Upheld. A total of 4 reviews resulted in recommendations identified by the OPCC. 6 reviews are being carried over to the new financial year, which is due to the date the review application was submitted.



[bookmark: _Hlk167348625]The Force has developed an online repository for all staff to submit and review lessons learned to enable the Force to identify improvements and embed learning to mitigate risk. The online tool supports a healthy culture of knowledge sharing in Force to include learning from past mistakes and understanding where problems occur. Information includes reflective practice, operations, projects and audits, external learning, and employee ideas. 



During the period 25th August 2023 and 31st March 2024 officers and staff submitted 45 lessons learned, best practice or improvement ideas of which 40 were approved, 3 rejected and 1 returned.



[bookmark: _Hlk99108781]The Commissioner is subject to the Police and Crime Commissioner Code of Conduct and Oath of Office, and the Chief Constable (and all other individuals who work in policing) are subject to the College of Policing’s Code of Ethics, both of which are consistent with the Nolan principles. The Chief Executive for the Police and Crime Commissioner is also the designated statutory Monitoring Officer, with responsibility for advising on the legality and appropriateness of the Police and Crime Commissioner actions and decisions.



The Commissioner and Chief Constable create the environment for all members of the OPCC and Force to be able to discharge their responsibilities in accordance with good practice. 



Any guidance originating from the key partners and bodies including the College of Policing, National Police Chiefs Council and Association of Police and Crime Commissioners is disseminated Force-wide. 



Similarly, best practice for Police and Crime Commissioners’ is obtained via the Association of Police and Crime Commissioners (APCC), Association of Policing and Crime Chief Executives (APAC2E) and Police and Crime Commissioners’ Treasurers Society (PACCTS) and is disseminated amongst the Office of Police and Crime Commissioner staff.



2. [bookmark: _Toc104484023]Ensuring openness and comprehensive stakeholder engagement



Effective public engagement is a statutory responsibility of Commissioners, who must seek the views of the community in order to act as the bridging link between policing and the public. This engagement informs local policing priorities set by the Commissioner as detailed within the Dyfed-Powys Police and Crime Plan to which the Chief Constable is held to account.

Regular community engagement continued during 2023-24 through monthly community engagement days at various locations across the Force area where the Police and Crime Commissioner met with representatives from commissioned services, partners, community representatives, local charities, and members of the public, further enabling the Commissioner to understand local issues and policing needs.

‘Here for You’ engagement events continued with councillors and other representatives, discussing developments and changes within the Force and provided a valuable opportunity to share any local issues or concerns. 

The Police and Crime Commissioner also hosted ‘Open Door’ events at Police Headquarters where Community Leaders were invited to briefings on key activities and developments within the Force by various departments such as the Force Control Room and Central Prevention Hub, thereby improving the communities understanding of departments and functions that support operational policing.

The Police and Crime Commissioner has a statutory duty to work in partnership with Community Safety and Criminal Justice colleagues and has links with a wide range of partner organisations to tackle community safety concerns to reduce crime and disorder and to ensure an effective and efficient Criminal Justice system. This includes the provision of funding to projects that meet the priorities of the Police and Crime Plan.

Engagement is essential to enable the Commissioner to discharge his statutory responsibilities, representing local communities.  The Commissioner and the Force are committed to wider engagement with people who reflect the diversity of the Force area and increase opportunities for people with diverse backgrounds to be heard, share their views and shape policy to include the joint Strategic Equalities Plan, the OPCC Engagement Strategy and the Force Engagement Strategy.   Consultation also includes young people ‘Y Sgwrs’ which is run in collaboration with the Police and Crime Commissioners Youth Ambassadors.

During 2023-24, the Police and Crime Commissioner arranged focus groups sessions with individuals and groups from marginalised and minority communities. The sessions enable the Force to better understand their views and experiences of crime, whilst also sharing information in relation to the role and responsibilities of the Commissioner and to promote volunteering opportunities that are available in supporting the Commissioner in discharging his statutory responsibilities. 

Force engagement with the public takes place on many levels from daily street contact and phone calls to contact via social media, online interaction via the Force website and formal surveys in relation to service priorities.

Chief Officers relaunched Chief Officer Roadshows that had been paused during the COVID 19 pandemic and took the opportunity to update on activities undertaken following feedback received from a number of sources to include the Investor in People Gold re-accreditation survey and focus groups. A new Workforce Engagement Strategy will launch in 2024 to further develop mechanisms for officers and staff to engage with Chief Officers, Heads of Departments, and line managers.

The Commissioner and Chief Constable regularly publish information on their work and achievements through their respective websites, social media, and local and national news reports. This includes the publication of Annual Reports, the Commissioner’s monthly e-bulletins, agendas, and minutes of public meetings, as well as records of any decisions taken by the Commissioner.

Public consultation is a continuous process and is effective in providing the public with opportunities to share their views with the Commissioner and to inform decision making. Targeted consultation takes place for specific decisions such as the council tax precept. 

Internally, police officers, police staff and staff of the OPCC are kept updated through Force intranet pages (DPPi2) to include Chief Officer blogs and opportunities to ask the Chief Constable questions. #Film Friday has continued providing a weekly short interval film highlighting key work, news, and achievements from across the force, with input from the Commissioner and Chief Officers.

The 2024/25 OPCC Business Plan includes the development of an Internal Communications Strategy to raise the profile of the work of the Commissioner and for the OPCC to include information and updates on initiatives and services funded by the Commissioner. In addition, the Commissioner will be developing the Community Engagement Day programme in 2024/25 to include meetings with NPT officers to provide an opportunity to share their views and local concerns.

The Commissioner is scrutinised by the Police and Crime Panel which consists of members from local authorities and independent members who also consult with their local communities. The Panel’s role is to scrutinise the actions and decisions of the Commissioner, providing both support and challenge and acting as a critical friend. 

In 2023/24 the Police and Crime Panel hosted a number of sub-group sessions with the representatives of the Force and OPCC to develop the panels understanding of key topics. This supported the Panel to provide a greater level of scrutiny in matters of most concern to the public.

The Commissioner proactively publishes information to maintain openness and transparency with the public on the website which helps ensure that he meets the obligations under the Elected Policing Bodies (specified information) order 2011 (as amended) and requirements under the Freedom of Information Act 2000. 

Internal scrutiny arrangements are in place to undertake audits of the statutory obligations for transparency. Significant work was undertaken as the OPCC transferred to a new website to ensure compliance this period. Further work is regularly undertaken to ensure that the website remains compliant and up to date.

The Chief Constable has a statutory responsibility for making arrangements for obtaining the views of the public about crime and disorder in their locality. Force engagement with the public takes place on many levels from daily street contact and phone calls through to attendance at public meetings and formal surveys in relation to service priorities, levels, and quality.

The Force outsourced Victim Satisfaction surveys in March 2022 to an independent social research company. A decision was made, due to a National Victim Satisfaction Survey being scoped for this outsourcing to be on a rolling 12-month programme.

It was established that the national project would not be progressing, resulting in the Force extending the contract with the independent social research company for a further 12-month period.

Monthly findings from the victim satisfaction surveys are received and presented within a PowerBI dashboard that is a standing agenda item for discussion at all Force performance meetings, providing the ability to identify recurring trends and themes. In addition, through cross referencing the results from internal quality assurance processes, the Force gains insights into areas of good work as well as areas requiring improvement.

3. [bookmark: _Toc104484024]Defining outcomes in terms of sustainable economic, social, and environmental benefits. 



The Police and Crime Plan (2022-2025) is the corporate plan set by the Commissioner. In support of this, the Chief Constable developed a Force Delivery Plan, progress against which is reported to the Commissioner at the Policing Accountability Board which is held in public every quarter.

[bookmark: _Hlk161063880][bookmark: _Hlk170221801]The established People, Culture and Ethics Board purpose is to oversee, support and improve performance through developing a diverse workforce that is more inclusive, and more reflective of our communities. The Board is also responsible for staff welfare and the development of the workforce plan to ensure the Force has the skills and capabilities to meet the future challenges of policing within Dyfed Powys.  A new Faith and Beliefs Group (FAB) has been established in Force that supports a culture of respect and good relations between people of all faiths and beliefs.



The Force exceeded its Officer Uplift targets set by the Home Office set at 1304 achieving 1318 at March 2024. The Force improved the diversity of the workforce with positive action support for underrepresented groups whereby the proportion of female officers is 37% (increase of 1% on previous year) and the proportion of officers who identify as Black, Asian, Mixed or Other is 2.3% (decrease of 0.1% on previous year).

To ensure the Force’s ability to maintain officer numbers and continue to be able to attract and retain talent in an increasingly challenging employment market a new entry level route, the Police Constable Entry Programme (PCEP), is being made available to attract candidates not wishing to pursue a degree in policing. This is being introduced in 2024/25 and will further support the maintenance of officer numbers following Uplift.

The Force Review Programme established in 2022 continues to support, challenge and facilitate the identification of operational and business improvements and delivery of budget savings targets of c.£10M over 3 years. The programme introduced a number of significant changes throughout 2023/24, including a change in leadership structures and portfolios in July 2023.  

The initial phase of spending freezes, hold on vacancies and voluntary retirements was put in place along with short term pay and capital spending reductions, procurement, central budget non pay savings and income generation opportunities. This first stage of the Force Review impacted force-wide, resulting in a loss of talent, expertise and skills and staff disengagement. 

Following the structural changes, vacancies on hold were released in October 2023 to reduce the wellbeing impact on under-resourced teams in line with the new operating model however, the impact from the changes as well as nationally recognised shortages across a number of specialist skilled areas has presented a number of recruitment and retention challenges.

As part of the Strategic Workforce Plan, ‘Say and Stay’ interviews were launched in September 2023 to mitigate the risk of officer and police staff resignations.

The second stage of the Force Review has moved to the identification and delivery of a new sustainable operational operating model with a renewed focus on identifying and maintaining efficiencies and improving effectiveness across all areas of policing. 

Through an increase in the Force precept agreed in February 2024, an Uplift of 20 additional contact handlers within the Force Communications Centre (FCC) has been established to meet demands and increase effectiveness and efficiency.  A proactive recruitment campaign completed in the first quarter of 2024 successfully recruited the additional new staff who are at various stages of the FCC training programme.

A new Planning and Assurance Cycle (PAC) has been developed that brings together the requirements of the Force Management Statement (FMS), strategic (MORILE) assessment process, demand analysis, predicted demand, workforce planning, the capital strategy and Medium-Term Financial Plan which form part of the Police and Crime Commissioner’s annual precept setting considerations.

The new PAC has been designed to support the Force’s investments and decisions with new as well as existing operating models. The process demonstrates where greater efficiency can be achieved and is underpinned by transparency and accountability.

In December 2023, the Force reviewed and restructured the Force Performance Board to a more outcome focussed performance approach, supporting alignment across all policing business in terms of performance, strategic planning, and operational delivery. Putting victims and communities at the centre. 



The approach combines both narratives and statistical evidence that enables the Force to clearly articulate to the public, community and relevant scrutiny bodies, the impacts on policing in Dyfed Powys and provides valuable insight into activities undertaken.



Monitoring and reporting is via a series of dashboards aligned to the Victim Services Assessment (VSA) with the additional pillars of Prevention, Safeguarding and Offender Management. A monthly victim focussed performance meeting is chaired by the Deputy Chief Constable with weekly performance meetings chaired by the Assistant Chief Constable.



The Force Sustainability Group continues to review all sustainability impacts with reporting from energy management and utility management groups, tracking consumption and energy saving initiatives and actions plans, on an ongoing basis. Utility consumption trends and improvements are tracked at building and utility level.



Estates operations maintain a decarbonisation plan and undertake capital scheme feasibility studies that include Photovoltaic, LED lighting and energy reduction/decarbonisation technologies and fabric improvements.



Funding for works are included in the Medium-Term Financial Capital Plan and will focus on sub divisional headquarters buildings and wider buildings in the coming years.



The Force is committed to the All-Wales Sustainability and Decarbonisation Strategy and action plan, which continues to be the central tracker of initiatives in 2023/24.



A new waste management contract mobilised has reduced landfill significantly, thereby reducing the Force carbon footprint. All procurement schemes are tendered with 10% aligned to the cost and quality sections to assess sustainability ensuring any impacts on supply chain will directly affect local communities carbon footprint and wider socio -economic impact of Force spending across all major spend.



The new Dafen Custody Suite and Policing Hub has been shortlisted for a Construction Excellence in Wales Award. The facility includes a number of first of its kind features to include in-house forensic medical room and is a blueprint of gold standard for custody. The facility also ensures sustainability and lower running costs through the achievement of BREEAM Excellent and has created 31 new jobs for local people.



4. [bookmark: _Toc104484025]Determining the interventions necessary to optimise the achievement of the intended outcomes



Strategic oversight of all Force business and operations is supported by the Force governance structure that is reviewed annually, with all boards and reporting, converging at the Force Executive Board and Force Performance Board chaired by the Chief Constable prior to Policing Board and Police Accountability Board chaired by the Police and Crime Commissioner. 

The Police and Crime Commissioner continues to develop close working relationships with the communities of Dyfed Powys and is committed to ensuring the public has a strong voice in shaping both the policing service and the wider criminal justice system.  



A new Police and Crime Plan is being developed in 2024 that sets the strategic direction and priorities for the next four years in order to ensure that policing and criminal justice services remain relevant, efficient, and effective. 



The Chief Constable’s priorities that inform the Force Delivery Plan (2022-25).

· The elimination of domestic abuse, stalking and harassment

· Make the Heddlu Dyfed Powys Police area hostile to those that deal drugs

· Provide a compassionate response to victims of rape and serious sexual assault and the relentless pursuit of offenders



Dyfed Powys Police was one of 14 Forces to join the expansion programme for Op Soteria Bluestone, a National Police Chiefs Council (NPCC) led, and Home Office funded research and change programme. The scheme aims to transform the policing response to rape and serious sexual offences (RASSO).



Op Soteria themes include suspect focussed investigations, identification of repeat/serial offenders, victim engagement, learning, development and wellbeing for officers and better use of data and digital forensics.

In September 2023, the Force successfully bid to the Home Office Safer Streets 5 programme, match funding a programme of interventions focussing on attitudinal and behavioural changes responding to and /or preventing violence against women and girls (VAWG).

The programme is a combination of educational products and programmes to include bystander training interventions, public guardianship initiatives and policing interventions that involve schools, businesses, police, partners, and the wider community.

Results from the 2022/23 stage of the programme have demonstrated positive results with the largest proportion of the programme delivering in the 2024/25 year.

The Welsh Government previously funded 89 PCSO posts with the Force independently funding 74 (total 163 PCSO posts). Cuts by the Welsh Government reduced funding to 44 posts with the Force funding 88 posts resulting in a total of 132 posts, a reduction of 31 on the previous year.

The reductions are being managed through natural wastage with the number of posts at the end of March 2024 being 144.21 FTE. The impact on specific areas of policing is currently unknown but is being closely monitored and is included in the Neighbourhood Policing Team review.

Following withdrawal of funding by the Welsh Government from the All Wales Schools Liaison Core Programme (AWSLCP)the Commissioner and the Force are committed to delivering a Dyfed Powys Police Schools Service that is dynamic and based on local challenges, needs and policing demands in Schools. 

The existing posts will be retained, and work is currently undergoing extensive review and redesign with activities and engagements with schools throughout May and June 2024, in readiness for initial delivery and evaluation in autumn 2024, spring 2025 school periods. 

Both the impacts from withdrawal of funding for PCSOs and the Schools Programme have been mitigated through precept discussions by the Police and Crime Commissioner.

Between May 2023 and October 2023, Op Cambrian was stood up following Home Office plans to house 240 asylum seekers in the Stradey Park Hotel in Carmarthenshire, resulting in local protests and placing significant demand on the Force.

Protesters erected temporary structures directly outside the hotel and maintained a permanent presence at the location between July 2023 and October 2023.

During this period significant disorder occurred, including an arson attack on the hotel, culminating in a substantial number of arrests. 

To effectively address the challenges presented by the protest activity, specialist resources were utilised from across the Force, impeding the Force’s ability to optimally discharge its responsibilities in other areas.

[bookmark: _Hlk168050610]Additional demands included investigation teams with a need to draw investigators from specialist departments across the Force and significant investment in community engagement and partnership working, limiting the Force’s capacity and resources to deliver community policing in other areas of concern. This resulted in a challenging period that also incurred substantial costs during a period of significant change and transformation across the Force.

The Police and Crime Commissioner and partners raised concerns of the impacts on the Force and the wider community in terms of costs and resources. The Commissioner raised matters with the Home Secretary and ministers, expressing concerns and calling for the controversial plans to be paused and a review of the dispersal of asylum seekers to be undertaken. 

The Home Office proposal was against the Welsh Governments strategy, which focuses on a sustainable model that offers a longer-term solution for asylum seekers within the Dyfed Powys area, and one which the people of Wales have embraced and support. The overall cost to the Force was significant with the additional funding request submitted to the Home Office that was rejected.   

Throughout peak periods and during surges in demand, the Force has maintained its commitment to ensuring an effective policing response to our communities through prioritising sufficient resources, balancing officer safety and welfare, whilst enabling the Force to effectively communicate, provide visibility and engage with members of the public.

Implications from unexpected and expected surges in demand varies from unrestricted mass public movements, associated public safety concerns, overcrowded spaces, to general policing and increased crime, all potentially affecting partners across the Dyfed Powys Local Resilience Forum defined area. The strategic objective of all operations is to keep communities safe, safeguard the vulnerable, protect people from serious harm and connecting with communities.

Throughout the year, specific plans for key locations are created where a specific threat has been identified linked to anti-social behaviour. Patrol plans for areas of significance, such as beaches and open spaces are created and implemented.

Demand and resource tipping points are identified across a range of risks to support evidence based, objective decision making that are subject to weekly review at daily management meetings (DMM) across LPAs (Local Policing Areas).

Staffing challenges in Corporate Communications resulted in fewer external facing campaigns this period than in previous years, the capacity within Corporate Communications has since been strengthened. However, Corporate Communications continued to support operational policing with ongoing investigations, appeals, and publicity for court results in drug, murder, domestic abuse, and other cases. 

Other key communications during this period included the launch of drone technology, and support to the Force Review Programme that included a number of targeted recruitment campaigns to attract call handlers, police constables and specialist police staff roles into the workforce.

The Communications Team also supported the protracted protest Op Cambrian, and throughout December 2023 and January 2024 ran a number of campaigns relating to serious assaults, alcohol related violence and domestic abuse, promoting reporting methods and support available to victims.

The Force has been graded by HMICFRS[footnoteRef:3] (published 2023) as adequate at investigating crime, preventing crime, police powers and public treatment, responding to the public, managing offenders and leadership and force management. Areas requiring improvement include protecting vulnerable people and developing a positive workforce. [3:  PEEL 2023–25: Police effectiveness, efficiency and legitimacy – An inspection of Dyfed-Powys Police (justiceinspectorates.gov.uk)] 


In the previous Peel inspection, areas requiring improvement included the need to improve how the Force scrutinises stop and search data and use of force, and improvements in stalking and harassment investigations. 

Improvements in processes, reporting and the recording of stop and search were introduced and implemented to include new Power BI dashboards used internally, and a new scrutiny panel that monitors the use of stop search across the Force. 

Changes to the Public Order Act (2023) received royal assent in May 2023 that included a new and expanded use of stop and search and new offences relating to interference with national infrastructure.

Improvements in stalking and harassment investigations now includes undertaking secondary reviews of all DASH (Domestic Abuse Stalking & Harassment) as opposed to only undertaking reviews on high-risk cases. The demand challenges associated with this change have been met with an investment in additional staff to undertake reviews and the creation of a new stalking coordinator post and new civil orders officer. 

The Force developed and delivered a new vulnerability training package, and a new intelligent automation solution is being developed in 2024.

The Peel assessment (2023-25) found that the public can be reassured that the Force carries out thorough and effective investigations but recognised the challenges regarding the prompt examination of digital devices during this period. 

Demands in Digital Forensics and backlogs reported in 2022, reduced by 82% this reporting period following a number of process changes in 2023. Investments in new hardware and new software have been made, resulting in an overall assessment of substantial assurance with no recommendations from Internal Audit.

The 2023-25 Peel Inspection highlighted the need for the Force to consistently achieve appropriate outcomes for victims, specifically the victim not supporting further action. 

Whilst the Peel Inspection recognised that the Force carries out thorough and effective investigations on behalf of the public, improvements to ensure that a victim contract is completed where appropriate was highlighted.

In response to the recommendation the Force is reviewing current processes and scoping technology options and solutions to ensure that the Force is compliant with the Victims Code requirements and will also support any additional requirements under the Op Soteria NOM and changes to the Victims and Prisoners Act (2024), that is anticipated to achieve Royal Assent in May 2024. 

Increased visibility and accessibility of neighbourhood policing teams (NPT) to reduce the extent to which they are diverted to other duties was highlighted as an area for improvement. NPTs spend an average of 61% of time as a visible presence within the community against a target of 75% set by the Force due to being diverted to other duties such as supporting response policing teams.

The Force Neighbourhood Policing Model remains at the heart of service delivery and is underpinned by local response, crime investigation, specialist operations and safeguarding functions supported by central hubs. The hubs provide additional crime investigation resources and innovative multi-agency support to meet the key aims and objectives of the Police and Crime Plan that sets the strategic direction and priorities of the Force. 

Both direct and in-direct demand has had an impact on Neighbourhood Policing to include peak summer demand, Op Cambrian, and mental health demand.

The Force is working toward consistency with community engagement through the delivery of a new Performance Framework, NPT Strategy and Prevention Strategy and new Mental Health Strategy to include changes introduced by Right Care Right Person. A new Superintendent Prevention post has been established to lead this work. 

The Force has maintained the improvements in file quality this period which remains above national average outcomes in Magistrates and Crown Courts. Including maintaining the percentage of submissions of Domestic Abuse files to CPS.



The Capital Strategy, Treasury Management Strategy and Reserves Policy are key components of this process and presentations on outcomes and budget proposals are provided to the Commissioner, Joint Audit Committee Members, external audit and Police and Crime Panel members each year at the Finance Seminar.



The Medium-Term Financial Plan and Capital Strategy are in turn supported by a detailed savings plan, workforce plan, training plan, an ICT Strategy, Estates Strategy, and vehicle replacement programme. This enables detailed budgets (revenue and capital) and workforce establishments to be assigned to departmental areas.  Operational Commanders and Departmental Heads are supported by Finance Business Partners and HR Specialists which allows them to identify pressures and feed into the financial planning and monitoring cycle.

From an operational day-to day perspective the process is supported by tasking and briefings, to ensure that staff are tasked appropriately and are contributing fully in a way that is aligned to priorities and Police and Crime Plan priorities.

The CIPFA Financial Management (FM) Code (2020) is a principle-based approach to support good practice in financial management and for demonstrating financial resilience and sustainability.  The FM Code is based upon seven financial management standards covering leadership, accountability, transparency, standards, assurance, and sustainability.  

 An annual self-assessment was undertaken for Dyfed Powys Police by the Chief Finance Officer and Director of Finance in January 2024 which looked across 17 underpinning facets and 68 questions. The review considered the arrangements in place to assess compliance with best practice and identify areas for improvement.  The outcome of the self-assessment was presented to Joint Audit Committee Members during the Finance Seminar as part of their assurance work in February 2024. The most recent assessment demonstrates improved compliance within many areas and identified areas where further improvements are needed. An action plan has been developed to review processes in these areas which are mainly focussed on audit governance arrangements, financial resilience scenario planning and options appraisal use / user guidance.

Governance arrangements support robust decision making to achieve the required outcomes and provides a clear reporting line for decisions and actions to be taken. Senior Leaders below Chief Officer level have greater responsibility for chairing and decision making, which supports flexible and responsive actions, better outcomes and accountability for decision making. 

The Force undertakes an annual review of the corporate governance structure where cognisance is given to the Force strategic objectives and current position as well as future requirements and considers.,

· Assessment as to how well the governance is supporting the Force to meet its compliance and risk management obligations

· Gain better understanding as to whether the governance is supporting or hindering delivery of the priorities and strategies

· Identification of areas for improvement

· Clarification of roles and responsibilities

· Review of the tactical and strategic decision making process

· Assess robustness and appropriateness



In 2022/23, three area for improvement were identified to include.



· Improvements to meeting alignment

· Improvements in recognition and reporting of interdependent areas of work to be recognised in reporting

· Improvements in meeting discipline/administration of papers (lack of consistency in reporting)



Chief Officer and Senior Leader changes and appointments in 2023 resulted in a high number of meetings and meeting dates being changed which affected meeting alignment. Despite the changes, there were improvements in a number of meetings with regard to timeliness and reporting.



The governance structure introduced in 2022 continues to work well with flexibility to accommodate changes or new business requirements with minor changes made in 2023. 



Discipline in reporting requirements has reduced slightly in some areas, in particular to meet the requirement for written updates in advance of meetings and an increase in verbal updates in some areas. There is evidence of an increase in tactical (below the line meetings), and duplication of reporting.



Other issues identified include the removal of standing agenda items from strategic meeting agendas and different templates and formats being used for papers and administration. 



Initially all strategic meetings and reporting converged into the Change and Transformation Board and in the latter part of 2023 were moved into the reviewed Force Executive Board.



A new Terms of Reference was developed for the Force Performance Board in 2023 following recommendations from audit. Issues raised by audit included a lack of accountability for force performance, structure of the agenda which was not corporate with no standing agenda items, and no minutes taken in the period 2022/23. These issues have been resolved.



The Force Performance Board meets on the same day as the Force Executive Board and is aligned up to the Policing Board and Police Accountability Board. The changes introduced by the Service Improvement Unit resulted in substantial assurance with one recommendation from Internal Audit in 2023. This recommendation relates to a custody performance outcome, the delivery plan for this had commenced prior to the audit. 



In June 2023, the Terms of Reference for the Change and Transformation Board were reviewed and updated to improve governance and reporting for larger change and transformation projects and programmes within the Force. The changes support proposals for future investment decisions through a more robust process with regard business cases and ongoing monitoring and reporting of change.



In December 2023, the Strategic Criminal Justice, Custody, and Investigations Board was reviewed with Intelligence reporting added to further streamline governance and reporting to support more efficient and timely decision making and improved alignment to portfolio and structural changes.



In 2023, the Strategic Policing Requirement (SPR) Board was reviewed and updated following the publication of the new Strategic Policing Requirement to ensure oversight of the collective capabilities that the Force is required to have in place in support of national arrangements, whilst ensuring local arrangements continue to be relevant and effective. 



The inclusion of Violence Against Women and Girls (VAWG) as a national threat in the new SPR, is aligned to the Force priorities that also reports tactically through the established Strategic Vulnerability Board. 



A new Terms of Reference was established following issues reported in the 2023 governance review for the People, Culture and Ethics Board. There have been a number of improvements on the previous year however, there remains areas for improvement to include ensuring information reported needs to be more strategic in context, the highlighting of risks and decisions / escalation. 



The Information Assurance Board (IAB) includes detailed and well-structured information however, following review a number of improvements are actioned to include.

· Development of an Information Assets register

· Summary dashboards for Cyber Security Risks 



Changes to other Boards Terms of Reference in 2023/24 included the reporting of intelligence into the Strategic Criminal Justice, Custody and Investigations Board and the reporting of Prevention into the Strategic Vulnerability Board. 



Force governance and reporting requirements align to the new Planning and Assurance Cycle (PAC), specifically in relation to the timings of the production of the Annual Governance Statement.



Following the May 2024 Police and Crime Commissioner election, the Commissioner requested that a fundamental review of governance arrangements be undertaken to ensure that structures fully supported his discharging of statutory responsibilities. Following conclusion of this activity, which will involve consultation with the Chief Constable and Police and Crime Panel members, the Corporate Governance Framework will also be reviewed. The Corporate Governance Framework includes: 



· Statement of Corporate Governance that ensures clarity to the way the two Corporations govern both jointly and separately. 

· Code of Corporate Governance that sets out how the core principles will be implemented, describing the strategies, arrangements, instruments, and controls to ensure good governance in the two Corporations Sole,

· Scheme of Corporate Governance that defines the parameters within which the Corporations Sole will conduct their business: and,

· Separate policies and procedures for each Corporation Sole, with protocols where they operate jointly.



The Commissioning Framework sets out how the Commissioner aligns the Commissioning Budget with key themes and strategic priorities in the Police and Crime Plan with oversight from the Commissioning Advisory Board.

The framework is part of a series of corporate guidance and documents developed to support consistent and effective processes and practices and supports the implementation of projects and change with a greater emphasis on efficiency gains and/or financial savings.



The go-live of Niche Records Management System went ahead on the 15th May 2023 as planned and was successful in seeing the force migrate from its legacy systems to Niche.



The move to Niche involved significant work reviewing current processes, mapping new processes through to implementing the new processes into Niche, working with three other Forces within the West Coast Collaboration to align processes wherever possible.



Migration to Niche involved several workstreams, all of which required delivery in parallel to ensure successful go-live. These included re-engineering the Pronto mobile solution, migration to the National Collision Reporting and Sharing System (CRaSH) and integration with the national fixed penalty processing system (PentiP).



Other integration work included.

· Back Record Conversion (BRC) of data from legacy systems

· Training of all user’s force-wide

· Implementation of TWIF (two-way interface with CPS) from the one-way interface

· Interface integration for STORM C&C and PND

· Management Information to enable performance dashboards to be produced



The implementation of the new emergency telephony system continued to replace the current Integrated Command and Control Systems (ICCS). Technical issues emerged and are being addressed with the supplier prior to go-live due to the high-risk nature of the business area. 

The first stage delivery of the replacement telephony and ICCS is scheduled for September 2024. In the interim, significant technical and business design preparation work is being undertaken with new suppliers to ensure the system is fit for purpose and operationally acceptable.

The National Law Enforcement Data Service (LEDS) replacement for PNC is following a product centric approach to include a number of products delivered this period. Good progress has been made in line with the national project timescales with the Force meeting all targets that have been set to date.

The Force has moved to a cloud hosted Management Information Platform (Microsoft PowerBI). The platform conforms to the Police Assured Landing Zone on MS Azure with work undertaken by the Performance Team within the Service Improvement Unit, to provide performance dashboards, providing the Force with enhanced data analytical capabilities. The demand for dashboards and enhanced reporting is significant with high demand on the department in the coming year.

As part of the Forces’ digital automation journey, the first Robotic Process Automation (RPA) for MARAC (Multi Agency Risk Assessment Conference) was delivered prior to Niche migration. New and additional work was required post Niche implementation utilising third party specialist to assist in the development of a new process, and to upskill internal staff. The new process is expected to go-live in the summer of 2024, a further 20 processes are currently being reviewed.

A Centre of Excellence (CoE) for the Microsoft Power Platform was implemented to empower business areas/departments to digitise and automate their processes while maintaining crucial central oversight and governance of the power apps being developed.

A pilot document redaction tool solution is being tested by a group of users in Force to inform and business case for change for future investment of a solution.

A new ICT Digital Strategy 2024-2030 was approved by the Force and OPCC this period. The strategy sets out the deliverables of the ICT department that supports officers and staff with the appropriate technologies to carry out their roles in an efficient manner.

Demand across ICT continues to outstrip resource capacity with priorities consistently reviewed. A number of areas and developments needing to be put on hold, until resources become available. The Digital Projects Team have experienced significant demands this period impacting on ability to deliver new projects at pace. This is partly due to difficulties recruiting experienced technical staff that has been recognised as a national issue across policing.

The OPCC and Force collaborates with policing partners in the Wales region (Gwent, North Wales, South Wales) and are committed to working together collaboratively to protect the Welsh communities from risk and harm. Collaboration in Wales is supported by a governance and accountability structure that clearly defines the roles and responsibilities of the Policing in Wales Group and the Wales Chief Officer Group. As the Chair for Policing in Wales from June 2024, the Commissioner seeks to further strengthen governance arrangements by creating an oversight board for PCCs in support of them discharging their statutory responsibilities in relation to collaborative activity as outlined in the Policing Protocol 2011. 



Despite operational and system challenges and a difficult financial landscape, the Wales forces utilise collaboration to secure greater efficiency and effectiveness in the use of public resources and are committed to working toward more interoperability and standardisation across all areas of policing.



During this period, a three Force Forensic Alliance Programme was established to include Forensic Accreditation, SARCs (Sexual Assault Referral Centres), and WSAS (Welsh Sexual Assault Services). 



The established regional Charge project that focusses on the decarbonisation of police vehicles was reviewed and developed this period to include joint procurement of chargers over a two-year period as a proof of concept to enable Forces to monitor any commercial arrangements.



In May 2023, Right Care Right Person was established and is a national programme of work designed to link people to the right care and supports the appropriate use of referral pathways through an initial triage. 



Decisions made at triage will determine if a person requires assessment and support by specialist mental health or social or other third sector services, and the urgency of the response required. Whilst not a formal collaboration, the Wales Forces are working together to implement the changes specifically in relation to policy, processes, and performance reporting.



5. [bookmark: _Toc104484026]Developing the entity’s capacity, including the capability of its leadership and individuals within it



The Commissioner and Chief Constable have defined structures and roles to enable effective leadership as per the Policing Protocol 2011, with local agreements of roles and responsibilities set out in the Joint Corporate Governance Framework. 



The Force Leadership Strategy supports the development of existing and future leaders to enable them to reach their full potential. The Force empowers leaders to build effective teams that consistently deliver, understanding that effective leaders directly impact on motivation and retention. 



The Force has adopted the College of Policing Leadership Programme, levels 1-3 which includes up to middle managers delivered within Force. Level 4 (Senior leaders) and Level 5 (Executive leaders) are delivered by the College of Policing.



The Force Wellbeing Strategy embraces the Blue Light Wellbeing Strategy and is benchmarked against the Investor in People Wellbeing Standard. The Force Wellbeing Strategy is aligned to seven wellbeing themes within the Blue Light Wellbeing Framework of leadership, absence management, creating the environment, mental health, protecting the workforce, personal resilience, and occupational health.



2023 saw further enhancement of wellbeing support with investment in the strengthening of the occupational health team with an additional counsellor and upskilling both counsellors in EMDR psychotherapy[footnoteRef:4]. The Force also widened the group of officers and staff who are offered psychological screening to identify the need for personal support. The Force introduced Oscar Kilo accredited Wellbeing dogs who provide support for teams attending lengthy or distressing incidents with the dogs frequently visiting the Force Control Centre. [4:  Eye Movement Desensitisation and Reprocessing (EMDR) is a psychotherapy treatment that is designed to alleviate the distress associated with traumatic memories.] 




The implementation of a new Occupational Health Patient Management system jointly procured by the three southern Wales Forces has been implemented. The system enables the Force to move away from a paper based Occupational Health records system, improving efficiency, and reducing bureaucracy.



The Development Assessment Profile (DAP) linked to the Pay Progression Standards (PPS) was updated this period to include a requirement to evidence actions taken in support of the National Police Chiefs Council (NPCC) and College of Policing Police Race Action Plan.



Senior Leader portfolios were restructured under the Force Review Programme to improve alignment of functions within portfolios and to ensure the Force is best placed to meet future challenges and to deliver the priorities. The Head of Organisational Development was promoted to Director of People and Organisation in August 2023.



The Business Improvement Unit was reviewed resulting in a new Service Improvement Unit (SIU) being created with responsibility for HMICFRS Inspection, Crime Registry, Performance and Analytics and Governance and Change. The Information Management department moved under the Professional Standards Department.



The Business Support Unit was reviewed, and functions realigned. Payroll and transactional HR moved into the People and Organisational Development portfolio. Traffic processing, PNC, firearms licensing and property were moved into the Criminal Justice and Custody Portfolio. 



The Force continues to work with Unison, the Police Federation and Superintendents Association on the nine-point plan to ensure a consistent approach to how assaults on staff and officers are dealt with. The Force promotes Oscar Kilo, the National Police Wellbeing Services, working closely with the College of Policing, NPCC and Home Office to deliver this service.



6. [bookmark: _Toc104484027][bookmark: _Hlk167369680]Managing Risks and Performance through Robust Internal Control and Strong Public Financial Management

	

There is an embedded risk management culture across both organisations and at all levels, with officers and staff managing risk effectively as part of their day-to-day business.



At a departmental and local level, where risks relate to day-to-day operational activities, they are managed through departmental risk registers unless a risk is required to be escalated to the strategic level where it is assessed and entered into the Force Corporate Register. 



Reciprocal arrangements are in place between the Force and OPCC to discuss collectively any risks identified that may have relevance to the other Corporation Sole.  If a request to enter a risk on both corporate registers is declined by either organisation, the area of risk may be raised for discussion at Policing Board.  



The governance process enables risk to be assigned to the appropriate person(s) or department(s) for mitigation, management, and action. Corporate assurance arrangements incorporate the three lines of defence.  



The first line of defence (functions that own and manage risks)

Is formed by managers and staff who are responsible for identifying and managing risk as part of their accountability for achieving objectives. Collectively, they should have the necessary knowledge, skills, information, and authority to operate the relevant policies and procedures of risk control. This requires an understanding of the functional requirements, the department objectives, and the environment in which it operates.



The second line of defence (functions that oversee or who specialise in compliance or the management of risk)

Provides the policies, frameworks, tools, techniques, and support to enable risk and compliance to be managed in the first line, conducts monitoring to judge how effectively they are doing it, and helps ensure consistency of definitions and measurement of risk. This includes management information and performance management arrangements.



The third line of defence (functions that provide independent assurance)

Is provided by internal audit activity, Audit Wales and independent inspection. Sitting outside the risk management processes of the first two lines of defence, its main role is to ensure that the first two lines of are operating effectively and advise how they can be improved, tasked by, and reported to the boards and audit committee. It provides an evaluation, through a risk-based approach, on the effectiveness of governance, risk management, and internal control to the organisation’s governing body and senior management. It also gives assurance to sector regulators and external auditors that appropriate controls and processes are in place and are operating effectively.



Information risks are defined as threats to confidentiality: ensuring only authorised persons can access or be provided with information; Integrity: ensuring the information is authentic, accurate and complete; and availability: ensuring authorised persons can access it when they need to at the right time and in the right way.

Information Management risks are reported and managed via the Information Assurance Board. Risks will on occasion be escalated for consideration onto the Corporate Risk register by the Chair of the Information Assurance Board. 

The internal audit annual review of corporate risk reported improvements made to eliminate duplication and better align risk reporting and management with the Force governance structure.

No changes were required for the annual review of the Force Risk Appetite Statement, which was approved by the Joint Corporate Governance Board. 

The management of risk was subject to internal audit in October 2023, with the outcome of the audit being reasonable assurance with minor changes recommended that have been implemented.

The risks that remained outstanding/registered at the end of the 2023/24 reporting period included.

· CCTV Custody upgrade requirements due to system and storage failures

· Police Funding Formula due to reductions in national grant funding arising from the government review of the funding formula

· Health Care Provision (HCP) custody through failure to meet custody nurse provision supporting detainees welfare

· Property/exhibit management following recommendations from internal audit in relation to detailed property

· GoSafe shortfalls in income and issues with operating costs leading to financial instability

· Health and Safety training and compliance due national withdrawal of training contract and subsequent compliance due to insufficient resources to ensure delivery of mandatory training

· Finance increased demand from external audit delays

· Withdrawal of funding from Welsh Government for PCSOs

· Regional SARCs programme due to delays adversely affecting the support services available to rape and serious sexual assault survivors

· Goleudy Victim Services due to changes in contract and procurement requirements

· ICT disaster recovery plans potential delays in restoring systems/operations

· Business Continuity testing and exercising/readiness plans

· Legally Qualified Persons due to a lack of agreement from the Home Office to provide indemnity  leading to a possibility that Police Misconduct Hearings may not take place



Discharged risks or risks under review this period.

· Coroners Officers due to lack of resource resilience and changes to legislation

· BMWN7 engine failure due to issues of robustness following BMW main bearing replacement in engines with potential to lead to catastrophic failure

· Cost of living crisis (impact on staff)

· Cost of living crisis (impact on operational policing)

· Crime recording and the application of outcomes due to changes in organisational structures, operating models, and national changes

· DCCU server capacity failure to comply with ISO17025 standards for the back-up of data

· Affray alarms in custody due to system delays in notifying FCC of activations

· Toxicology (road traffic toxicology) due to risks associated with national toxicology provision

· Joint Firearms Range due to escalating costs having a significant impact on Force budget

· Specialist resourcing within ICT due to shortage of technical skilled resources in the market



The risks associated with Coroners Officers was discharged in February 2024 as all six primary risk elements were effectively mitigated.

The BMWN7 risk was closed in June 2023 following BMWN7 fleet replacement.

[bookmark: _Hlk161142311]The anticipated cost of living crisis reporting in two parts relating to a potential increase in crime impacting on police demand due to economic turmoil, and the potential impact on staff and their ability to meet additional cost of living which was minimum. The linked concerns regarding Industrial Action and demand on policing were managed and monitored through the Tension Monitoring Group. The impacts from the cost of living crisis were closely monitored with additional support and information made available to staff. 

Goleudy Commissioned Services risk related to compliance with contract timeliness for victim updates and VCOP compliance that was mitigated through process reviews and improvements. A risk review in June 2023 highlighted impacts from the changes following the introduction of Niche RMS and gaps in resources to include temporary resources with a number of additional controls put in place.



The extension to the definition of Domestic Abuse were managed through a DA/SH project with no significant impact this reporting period. 



Risks in force resourcing was managed through the Force Review Programme across a number of business areas throughout this reporting period. 

Health and Safety compliance initially related to the number of IOSH trained staff that was revised following withdrawal of Health & Safety training by the College of Policing and continues to be monitored. A contingency for Health & Safety training was developed and implemented during this period.



Disclosure related to subject access requests and services that had been mitigated through an IT solution and change in process. Delays nationally impacting on the implementation of the Command-and-Control Interface with the National Firearms Licensing Management System and Storm are managed.



The ESN (Emergency Services Network) requirements continue to be monitored, national delays in the implementation of ESN raised concerns regarding the retention of skilled staff for Airwaves which did not materialise.



All risks are reported to the Force Executive Board and Corporate Governance Board with scrutiny of all risk via the Independent Joint Audit Committee.



All Strategic Boards have risk, horizon scanning, policy, and inspection as standing agenda items. Bespoke (directed) reports are prepared and submitted to all Strategic Boards. 



In discharging his statutory responsibilities, the Commissioner publicly holds the Chief Constable to account for the Force performance at the quarterly Policing Accountability Board, where he constructively challenges and encourages debate on operational performance.



The Force Performance Board current reports both tactical and strategic performance enabling senior leaders to work together to continuously improve, and problem solve issues identified collectively through an operating model lens. The Force Executive Board enables the Force to review in detail the people, processes, technologies and other essential components and interdependencies to inform strategic decisions.



The Force Business Continuity processes and arrangements were reviewed in 2023 following changes to the Authorised Professional Practice on Business Continuity, to ensure robust arrangements are in place following COVID 19 and the increased agile working introduced into Force, and to meet the requirements of a number of potential national risks reporting throughout 2023/24.



The Force represents the Wales region on the National Working Group for Business Continuity and has reviewed and redeveloped all templates, guidance and developed bitesize learning videos for all staff that will be available 24/7 from September 2024 onwards. Bespoke training for Gold and Silver Commanders and FIMs to include ‘golden hour’ plans for specific scenarios is also being developed. 



7. [bookmark: _Toc104484028]Implementing good practice in transparency reporting and audit to deliver effective accountability



The Commissioner and the Chief Constable ensure that decision-makers involved in service delivery are accountable to them through the governance arrangements in place in both organisations. Both websites publish information which is pertinent to the public and stakeholders in line with legislation.

Inspection and audit activity from external scrutiny bodies including the Audit Wales and HMICFRS continue to drive business improvement.  Recommendations are duly considered by managers and implemented where appropriate with oversight of all actions through relevant governance groups.  HMICFRS outputs are monitored through meetings with business leads.  This has resulted in a significant number of areas for improvement (AFIs) and recommendations being discharged by HMICFRS.  

Direct comparisons from previous Inspections and the HMICFRS Peel 2023-25 inspection cannot be made due to an increased focus by the Inspectorate on achieving appropriate outcomes for the public and from changes to the aspects of policing inspected. 

The HMICFRS recognise that the Wales Forces operate in a different context to those in England whereby Wales need to comply with both English and Welsh regulatory requirements.

Overall, the HM Inspector was satisfied with most aspects of the performance of the Force, also recognising the introduction of the new Niche RMS crime recording system that has affected the timeliness of some activities as officers and staff adapt to new ways of working. Also noting impressive standards in the effective investigation of crime.

The Inspectorate found that the Force responds promptly to calls for service and triages effectively. However, the abandonment rate of non-emergency calls needs to improve as well as improvement in the use of THRIVE (threat, harm, risk, investigation, vulnerability, and engagement) to prioritise the response to calls.  The Force has introduced a new daily management meeting that focusses on call volumes and ownership of incidents in lower response grades that has reduced the number of incidents in unmonitored queues.

The Force pursues offenders and manages outstanding suspects that is discussed at daily management meetings. The Force is improving the management of registered sex offenders in line with authorised professional practice. 

The effective management of operational need with supporting the welfare of its officers and staff was graded as requiring improvement by the Inspectorate. Concerns included officers and staff in high-risk roles and those dealing with traumatic incidents with the recommendation that the Force needs to improve its understanding of the welfare needs of its officers and staff. The Force provides a range of wellbeing measures, but there is limited awareness across the Force. 

The Inspectorate found that the Force’s financial plans, including investment programme are affordable and will help the Force to meet future demands achieving Financial Excellence in Policing.

The Force maintains an effective approach to problem solving, working with other public sector agencies with a focus on anti-social behaviour and protecting vulnerable people, with effective arrangements in place to protect vulnerable people.

The Force has a good understanding of demand in all areas, making sure it has the capacity and capability to manage current and future demands in the most efficient manner.

The Commissioner provides external visibility and assurance via the Quality Assurance Panel which is established to scrutinise the quality of police contact with the public. The panel is a transparent and independent forum on behalf of the communities of Dyfed Powys.

Improvements in the Internal Audit (IA) processes have been introduced to include.

· Post audit briefings to strengthen the process

· Improve communications to improve understanding of the IA process

· Key stakeholders to be included in initial IA scope meetings.



Forward plans to further improve the IA process include the reporting of internal audit recommendations and the review and review of IA scopes at Strategic Boards as a standing agenda item in 2024. 

The joint Audit Governance Group meets quarterly to review Internal Audit reports and progress against any recommendations and to agree audit activities and plans and brings accountability for business leads for progressing actions, ensuring improvements are made, risks are identified, managed and considered in terms of further internal audit programmes. Engagement is sought from the Corporate Governance Group and Joint Audit Committee in finalising the programme.

The internal audit function is contracted to an external agency, preserving operational independence. 

[bookmark: _Hlk169679295]The programme for the year 2023/24 included 28 audits. Currently all forces in Wales participate in a collaborative audit programme that provides economic benefit and opportunity for shared learning including the identification of best practice. During the year, 8 of the 28 audits were conducted on a collaborative basis. 

[bookmark: _Hlk169679507]12 audits resulted in substantial assurance, 12 reasonable assurance, 2 follow up and 2 limited assurance 2023/24. 



Areas attracting Limited Assurance require additional scrutiny requiring attendance from Heads of Service at Joint Audit Committee to provide greater context and to respond to questions. Finalised audits, recommendations and their implementation is monitored by the Audit Governance Group and reported to the Joint Audit Committee.



The Force Corporate Governance Group meets quarterly to consider the adequacy of governance arrangements in the force. The group oversees the annual governance statement process and monitors progress against actions emerging from annual reviews.

The Joint Audit Committee advises on the annual programme of internal audit and produces an annual report summarising key findings of all audit activity and outcomes with recommendations for service improvements acted upon and reported to the Committee. The Commissioner and Chief Constable engage in a Joint Programme of Internal Audit each year.



8. [bookmark: _Toc104484029]Review and Evaluation of Governance Arrangements



The Commissioner and Chief Constable have responsibility for conducting, at least annually, a review of the effectiveness of the governance framework to include the system of internal control.



The review of effectiveness is informed by the work of the Corporate Governance Group, senior managers within the organisations who have responsibility for the development and maintenance of the governance environment, the head of internal audit’s annual report and also by comments made by the external auditor and other review agencies and inspectorates.  



The Corporate Governance Group is predominantly responsible for the review of governance, with actions being reviewed by the Joint Audit Committee.  The Chair and/or representative of the Joint Audit Committee sits within the Corporate Governance Group. 



The Corporate Governance Group meet a minimum of 4 times a year and review progress against AFIs (Areas for Improvement), progress and recommendations from HMICFRS inspection activities. The Corporate Governance Group and Joint Audit Committee review progress and actions raised in the Annual Governance Statement. 



In accordance with regulation, the Commissioner and the Chief Constable, having noted the advice of the JAC, have reviewed the effectiveness of its internal audit service. The service has complied with all Public Sector Internal Auditing Standards (PSIAS). 



The primary role of Internal Audit is to give an assurance to the Commissioner and Chief Constable on the effectiveness of the controls in place to manage risks.  To this end the internal auditor delivers an annual opinion of the effectiveness of the controls reviewed by the internal audit team during the year.  This annual opinion, set out in the annual report of the Internal Auditor, is one of the key sources of evidence in support of the Annual Governance Statement.  The Head of Internal Audit’s Annual Opinion for 2023/24 is as follows: 



HEAD OF INTERNAL AUDITS ANNUAL OPINION 



“I am satisfied that sufficient internal audit work has been undertaken to allow me to draw a positive conclusion as to the adequacy and effectiveness of the Police and Crime Commissioner’s and the Chief Constable’s risk management, control, and governance processes. 



In my opinion, the Police and Crime Commissioner and the Chief Constable have adequate and effective management, control, and governance processes in place to manage the achievement of their objectives.



This opinion is based solely on the matters that came to the attention of TIAA during the course of the internal audit reviews carried out during the year and is not an opinion on the ongoing financial viability or your ability to meet financial obligations which must be obtained by the Office of the Police and Crime Commissioner for Dyfed-Powys and the Chief Constable Dyfed Powys Police from its various sources of assurance.”



AUDIT WALES ANNUAL OPINION 



In relation to the 2022/2023 Statement of Accounts. Due to delays in finalising the 2021/22 accounts there were consequential impacts on the completion of the 2022/23 accounts. The draft accounts were submitted to Audit Wales on the 8th of December 2023 for inspection. Audit Wales issued unqualified audit opinions in respect of the 2022/2023 accounts to both the Police and Crime Commissioner and the Chief Constable and were satisfied that the Police and Crime Commissioner and the Chief Constable had appropriate arrangements in place in year to secure economy, efficiency, and effectiveness in the use of their resources. Both the Police and Crime Commissioner and the Chief Constable statutory accounts were finalised on the 15th of March 2024.



Welsh Government have written to Directors of Finance in Wales to confirm the Welsh Government’s expectation for the timescales of the preparation and publication of statutory financial accounts for 2023-24 and the following years, given recent correspondence from Audit Wales that sets out their proposed timetable for the next three years which are shown in the table below.



		Year

		Preparation

		Audit Wales Certification



		2023-24 2024-25 

		30 June 2024

		30 November 2024



		2025-26 onwards

		30 June 2025

		31 October 2025



		

		30 June 2026

		30 September 2026







The 2023/4 draft statements have been submitted to Audit Wales by 30th June 2024 with inspection planned from 30th September to 4th November 2024.










[bookmark: _Toc104484030]9. Conclusion and Commitment Statement 



We are satisfied that this report is an accurate commentary on the governance arrangements in place in the Office of the Police and Crime Commissioner and Force and of their effectiveness during this period.



We shall continue to ensure all the necessary steps are taken to implement and scrutinise effective governance during 2024/25 and that the areas identified for improvement are suitably addressed.



A summary of the actions that have been completed or discharged, as were listed within the Annual Governance Statements for 22/23 is provided below.



		

		Actions

		Progress

		Status



		

		Actions 19/20

		

		



		3.2

		Accessibility and transparency of a number of HR processes

		There are 23 HR policies available to police officers and police staff. The policies were transferred from DPPi in 2022. Work is ongoing to upload/replace policies to the force Internet as part of the wider Force Publication Scheme.

A new EIA (Equality Impact Assessment) template was introduced in 2023/24.

		IN PROGRESS

 (Completion Sept 2024)







		

		Actions 20/21

		None outstanding

		



		[bookmark: _Hlk104392093]

		Actions 21/22

		

		



		5.3

		To develop an Information Sharing Protocol between the Force and OPCC that underpins the principles set out in the Policing Protocol Order

		The principles as set out in the Policing Protocol Order 2023 (updated) with regard to information sharing are clear and specific in sections 17 (k); 19;  23(e & l); 24(f) & 31.

There are common standards in place for sharing of information between the Force and the OPCC to include the requirements set out by the Data Protection Act 1998, the Police Reform and Social Responsibility Act 2011, Freedom of Information Act 2000 and the Policing and Crime Act 2017. The Force and OPCC follow the principles of management of police information (MOPI) that ensures both Corporations comply with the law and manage risk associated with police information.

		COMPLETE



		[bookmark: _Hlk170111601]

		Actions 22/23

		

		



		6.4

		Develop force performance arrangements to ensure efficient performance reporting at all levels in the force

		Niche RMA and BI tools are established, performance reporting and the development of products and dashboards is a continuous process as business as usual (BAU).

		COMPLETE



		6.5

		Review arrangements in place to deliver statutory and non-statutory surveys, ensuring feedback from local communities influences changes in service delivery

		The National survey following pilot was not rolled out wider following pilot. 

HDPP extended contract with ORS for another year, there was no break in service and the survey is now linked to a Power-Bi reporting tool. This is subject to scrutiny at LPA and DCC victim focused performance meetings. A quarterly thematic report drawing all quality assurance activity will be reported at the CC Performance Board. 

During 2023-24, the OPCC have continued to utilise their Victim Engagement Forum for feedback. They have consulted with forum members on the following:

•            Barriers that Victims face in reporting DA & RASSO crimes

•            ISVA Recommissioning

•            Domestic Abuse Alarms

The Precept Consultation in an annual survey that the OPCC conduct to seek the views and opinion of residents and taxpayers on the PCC’s proposals for expenditure in that financial year.

In addition to the Precept Consultation, the OPCC consulted with Young People for their views on policing and crime in their area in 2023-24.  Feedback was shared with partners at a Youth Conference organised by the PCC’s Youth Ambassadors.

From May to August 2024, the OPCC will be consulting with the public via an online questionnaire and a series of Focus Groups on what people view the PCC should consider as key priorities for Dyfed-Powys Police in his new Police and Crime plan.

		COMPLETE



		6.6

		Review governance and financial management arrangements in place for the GoSafe Partnership

		Under Review. Cuts to funding and financial challenges in this area remain. A regional review led by South Wales Police on behalf of all Wales Forces is underway.

		IN PROGRESS



		

		Actions 23/24

		

		



		7.1

		Planning and Assurance Cycle review

		Improvements required to the Force annual Planning and Assurance Cycle, to include alignment of performance, workforce, operating model and MTFP schedules and reporting requirements was presented in December 2023.

		COMPLETE



		7.2

		Digital Forensics review

		The number of cases and devices in the backlog have significantly reduced since the start of 2023 (From 448 to 80 device backlog representing an 82% reduction) following the implementation of several long-term changes within the DFU Action plan, which include:

- An increase in the number of staff examining devices and the introduction of a two-tier resource structure (new Technician roles) maximising processing efficiencies.

- Replacement hardware allowing faster processing times.

- Implementation of Improved storage infrastructure allowing efficient data storage and transfer.

- Acquisition of new software reducing manual review times.

- Refining processes and ensuring proportionate forensic examination strategies.

The draft independent review of DFU by TIAA received an overall assessment of 'substantial assurance' with good practice identified with no recommendations for improvement required.

		COMPLETE



		7.3

		Use of Stop and Search/Use of Force

		Improvements in processes, reporting and recording stop and search were introduced and implemented to include new Power BI dashboards used internally and a new scrutiny panel that monitors the use of stop search across the Force.

		COMPLETE



		7.4

		Domestic Abuse/Stalking and Harassment (DASH)

		DASH (Domestic Abuse Stalking & Harassment) -Secondary reviews of all DASH are being undertaken as opposed to reviews on High Risk which was the case during the inspection. Staffing within the SRAU has changed to 10.45 FTE instead of the established posts of 7. It is clear that the increase in demand and the challenges of NICHE mean that the department is unable to manage with demand with less than 11 staff. The Robotic solution is due to land in June 2024, and we will revaluate at that point. All issues have been raised in FMS. A new DARA risk gradings are in the process of being rolled out and significant training has been undertaken for secondary assessors and DAO's. A vulnerability hub training package has been developed and will be rolled out to staff in the Summer. Performance data is captured within the hub to monitor and manage queues within the CRU and SRAU allowing greater focus on backlogs in addition there is reporting at ACC's weekly. The stalking coordinator post has been filled and there is a new civil orders officer, helping us to improve the response to victims. The force has delivered Safer lives training to frontline staff with the hope this will improve the service delivery to victims.

		COMPLETE



		7.5

		Internal Audit

		The Force tendered a new contract to run from September 2024. Additional key measures have been included within the scope of the contract to ensure all aspects of service delivery are reviewed and up to standard.

		COMPLETE



		7.6 

		CIPFA FM Code Compliance – Financial Resilience

		The Force has undertaken a further assessment against the Financial Resilience Assessment criteria which will be discussed at the next Strategic Finance and MTFP meeting in July 2024.

		IN PROGRESS



		7.7

		CIPFA FM Code Compliance – Options appraisals

		Further work on ensuring option appraisals, benefits realisation, guidance, and communication with stronger links between Change & Transformation Board and Force Efficiency Plan

		IN PROGRESS







The following additional actions have been agreed for progressing in 2023/24 as a result of the latest annual evaluation of governance arrangements.

		

		Actions 24/25

		Action Owner/Status



		8.1

		Appropriate outcomes for Victims. 

		In response to the Peel recommendation the Force to undertake review of current processes and technology options and solutions to ensure the Force is compliant with the Victims Code and any additional requirements under the Op Soteria NOM and potential changes following the introduction of the Victims and Prisoners Act (2024)

		Criminal Justice 



		8.2

		Neighbourhood Policing Model

		Development of a new (revised) Performance Framework, NPT Strategy, Prevention Strategy and Mental Health Strategy to include changes introduced by Right Care Right Person.

		Prevention Lead, Operational Policing



		8.3

		Corporate governance and meetings

		Review of meeting agendas to ensure inclusion of standing agenda items in all Strategic Boards to improve corporacy.

		Executive Support



		8.4

		Information Assurance

		Improvements to include development of a cyber assets register and summary dashboards for Cyber Security Risks.

		Information Management



		8.5

		Abandonment rates non- emergency calls

		Improvements in the abandonment rate of non- emergency calls and improvement in the use of THRIVE to prioritise response to calls.

		Force Control Centre



		8.6

		Wellbeing Awareness

		Force to improve awareness of wellbeing support and initiatives to officers and staff, specifically those dealing with traumatic incidents.

		People and Organisational Development



		8.7

		Internal Audit

		Improvements in the internal audit (IA) process to include review of IA scopes and reporting of recommendations at Strategic Boards

		Finance



		8.8

		Corporate Governance Framework

		Review of the Corporate Governance Framework in 2024. The Corporate Governance Framework to include. 

· Statement of Corporate Governance that ensures clarity to the way the two Corporations govern both jointly and separately. 

· Code of Corporate Governance that sets out how the core principles will be implemented, describing the strategies, arrangements, instruments, and controls to ensure good governance in the two Corporations Sole,

· Scheme of Corporate Governance that defines the parameters within which the Corporations Sole will conduct their business, and.,

· Separate policies and procedures for each Corporation Sole, with protocols where they operate jointly.

		OPCC





[bookmark: _Toc104484031]Opinion

No statement of internal control can provide absolute assurance against material loss; this statement is intended to provide reasonable assurance.



On the basis of the review of the sources of assurance set out in this statement, we are satisfied that the Police and Crime Commissioner and Chief Constable had in place satisfactory governance arrangements, including appropriate systems of internal control and risk management which facilitate the effective exercise of functions.

[bookmark: _Toc104484032]Conclusion

The review of the governance arrangements for the Commissioner and Chief Constable over the last year has identified a number of areas of Policing Services that, if achieved, would demonstrate enhanced accountability, transparency and effective working arrangements as well as strengthening further the governance arrangements in place.

The Commissioner and Chief Constable are committed to a process of continual improvement of governance and will take steps to address the areas for improvement identified. These are identified within the actions listed above and will continue to be monitored throughout 2024/25 as they remain valid and of concern. The monitoring of their implementation and operation will form part of the next annual review.	

Note: names and designations to be updated below at point of signature.
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		Dafydd Llywelyn

		Dr Richard Lewis



		Dyfed Powys Police and Crime Commissioner 

		Chief Constable
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		Carys Morgans

		Steve Cockwell



		Chief Executive and Monitoring Officer

		Deputy Chief Constable
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		Nicola Davies

		Edwin Harries



		T-Chief Financial Officer

		Director of Finance
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		Question

		Answer

		Compliant (Y/N)

		Previous RAG

		New RAG

		Narrative / Areas for Improvement



		

		

		

		

		

		

		



		

		

		Section 1 - The Responsibilities of the Chief Finance Officer and Leadership Team





		

		

		

		

		

		

		



		A

		

		

		The leadership team is able to demonstrate that the services provided by the authority provide value for money



		1

		Does the authority have a clear and consistent understanding of what value for money means to it and to its leadership team?

		We have clear references to achieving VFM in the Police & Crime Plan, Medium-Term Financial Plan, and Procurement Strategy with procurement arrangements and processes focussed on delivering value for money. 



Audit Wales consider annually the arrangements for securing economy, efficiency and effectiveness to underpin their value for money conclusion. 



Department heads are responsible for the own budgets which are managed with constraint and in line with the Corporate Governance Framework. There is regular oversight and scrutiny of spending and a culture of asking for support rather than making decisions in isolation.



Considerable work has also been undertaken as part of the Force to review activity, service delivery, spend and contracts with active engagement and involvement across the workforce.





		Yes

		G

		G

		Previous Narrative and Scoring still relevant. 



Note: The HMICFRS Peel inspection refers to an area of Promising practice in its use of data to understand its finances.



Force Review Stage 1 saved a cashable £6.2 million in 2023/4 as part of a three-year organisational VFM Plan of £10 million. Productivity improvements being implemented in 2024/5 in addition through Operational Review work including triage and assessment / right care right person. 



Further work on collaborative productivity and efficiency Group and linking into Home Office Productivity Review work.





		2

		Does the authority have suitable mechanisms in place to promote value for money at a corporate level and at the level of individual services?

		VFM is embedded in all procurement documentation and all procurement staff are fully au fait with the need to demonstrate VFM through tenders and contracts



The Joint Corporate Governance Framework, Financial Regulations and Contract Standing Orders explicitly detail responsibilities and requirements for securing value for money.



The Chief Constable chairs the bi- monthly Performance Board which allows for performance to be measured and monitored demonstrating value for money of policing services.  The Deputy Chief Constable chairs the Change and Transformation Board ensuring strategic line and sight and value for money considerations for change and investments.  The OPCC attend the main governance groups and all boards. 



At individual service level, the DCC holds budget holders/ service leads responsible and accountable for effective operational performance.



The Productivity and Efficiency Group was established to monitor attainment of in-year targets and initiate new schemes of change, albeit this was paused during 2022, as this work was assumed as an intrinsic element of the Force Review.  There is knowledge sharing at an all Wales and national level.



Financial management arrangements were further strengthened and the Strategic Finance & MTFP Board is now fully embedded.



Budget holders are supported by a Finance Business Partner who can extract details of expenditure, helps to shape forecasts and assists in steering compliance with procurement practices.



Various benchmarking reports are produced for example in relation to FMS Chapter areas and these are considered operationally through Finance Business Partners.



		Yes

		G

		G

		Previous Narrative and Scoring still relevant. 



Investment in Finance Business Partners being assigned to individual Departments and enhanced Finance Team. 



Force Review work included non-pay budget scrutiny and ideas at Departmental level which contributed >£1million to the 2023/4 target.



Force Review work considered all police staff positions in phase 1 in a staff restructure across the Force saving <£2m. 



		3

		Is the authority able to demonstrate the action that it has taken to promote value for money and what it has achieved?

		Considerable activity has taken place over recent years to further develop and embed arrangements to secure value for money, seek opportunities for savings and strengthen the focus on benefits realisation. 



The wider financial position has also sought to focus the need for the delivery of savings and / or reprioritising and rechannelling of resources to areas of highest priority.  



The approach to savings and change adopted by the Force has worked well and is evidenced by the very good track record in relation to savings delivery since 2010.  Work has continued in relation to business benefits realisation with active Finance Business Partners participation and the Change and Transformation Board having clear line of sight.  The current financial landscape is challenging and the Force has recognised the need to undertake a Force Review to ensure it is better placed to deal with the short and medium term requirement.  



Collaborative work on Productivity and Efficiency continues at pace and is and will continue to be reflected in local planning.  



Blue Light Commercial continue to seek out opportunities for procurement savings and efficiencies with regular reporting in place. Contract management is undertaken by service stakeholders, with strategic oversight from the Procurement department



The force continues to embed year on year savings into the annual budgets what are devolved to individual budget holders for attainment. 



The broader governance framework has been refreshed to provide a direct channel to Force Change and Transformation Board which is chaired by the DCC.



Benefits continue to be a component part of the business cases evaluation.



The revised governance framework includes a Productivity and Efficiency Group which has been set up to monitor progress from savings and VFM initiatives from procurement, projects, continuous improvement along with operational areas.



The force continues to use the FMS as a primary component in budgetary planning and a cycle of service led performance review before a risk based assessment of growth and savings has been established. 



The initiation of the Fore Review in June 2022 saw a very focussed approach to dealing with the financial challenges.  This review worked at pace to develop plans for achieving c£10m savings over a 3 year period.   The

		Yes

		A	Comment by Peatling Beverley (OPCC): Ed - can we discuss - haven't amended text

		G

		Work Delivered

A more holistic and joined process has been formulated for the Change and Transformation Board.  Stronger links have been developed to exploit opportunities for the savings arising from Technology Projects / Emerging Technology Group / Circular Economy etc and encourage longer term speculative savings ideas generation as part of Force review.



The work ongoing as part of the Fore Review as outlined above means that the Force can evidence significant cost reductions and VFM improvements.



Also reference to procurement gains and the £6.2 million savings in 2023/4 plus underspend / additional income generation.



Work in Progress

A newly formed group – DIAG has been created to prioritise and take forward productivity improvement ideas that are technology based with 4 ideas being considered in the first meeting.  



Work has been undertaken in providing Power BI Dashboards which are now being re-written on a phased approach. 



Power app and RPA developments in progress.



Benefits work being undertaken on collaborative programmes.



Areas for Improvement 

HMIC Area for improvement - The force should make sure it understands how its investment in IT systems improves productivity.



Continue the need to properly document business benefits realisation reporting to the Change and Transformation Board.



Further embed KPIs and dashboard metrics to embed continuous improvement and target performance improvements across the organisation – link into National / Regional Performance Metrics.



		

		

		

		

		

		

		



		B

		

		

		The authority complies with the CIPFA Statement on the Role of the Chief Finance Officer in Local Government



		1

		Is the authority’s CFO a key member of the leadership team, involved in, and able to bring influence to bear on, all material business decisions?

		Both CFOs (Force and OPCC) are members of their respective leadership teams

		Yes

		G

		G

		Yes – No Change



		2

		Does the CFO lead and champion the promotion and delivery of good financial management across the authority?

		Yes, both CFOs champion and lead the promotion and delivery of good financial management in the Force and OPCC

		Yes

		G

		G

		Yes – No Change



		3

		Is the CFO suitably qualified and experienced?

		Yes, both CFOs are suitable qualified and experienced

		Yes

		G

		G

		Yes – No Change



		4

		Is the finance team suitably resourced and fit for purpose?

		The finance structure has been strengthened over recent years to ensure it is appropriately resourced with CIPFA training being undertaken to develop Finance Business Partnering arrangements and 75% of the team are fully CCAB qualified. 



A self-assessment review of financial management capability across the organisation highlighted a need for the finance function to be more focussed on influencing the forward view by changing its shape and practices in response to a changing organisation / new demand.  This is not deemed to affect the RAG scoring but will be embraced as finance business partnering arrangements continue to evolve.



Annual internal audits and external audit opinions over many years demonstrate that the finance team is fit for purpose.   



The finance team has adopted a Continuous Improvement approach to their role in the organisation and to the finance practices. Effective working and efficiencies are continually discussed.  The finance team was an early adopter of smarter working with digital records management.

Workload distributions continue to be proactively evaluated in light of emerging financial accounting issues (capital, leases), supporting the Force Review and ensuring improvements to reporting practices.







		Yes

		G

		G

		The Finance Department has been strengthened further and the Force Review resulted in financial transactional processing functions returning to the Finance Department having previously been part of the Business Support Unit. This has increased resilience and control in areas such as coding and performance reporting / month end / year end processes. This has enabled a better career pathway into finance roles which now include trainees, apprentices, and internship positions.



The Finance Department has one vacancy at present which is being filled. The Department has lost some experienced staff over recent years – however has also gained staff from neighbouring forces.







		

		

		

		

		

		

		



		

		

		Section 2 - Governance and Financial Management Style





		

		

		

		

		

		

		



		C

		

		

		The leadership team demonstrates in its actions and behaviors responsibility for governance and internal control



		1

		Does the leadership team espouse the Nolan principles?

		The Corporate Governance Framework explicitly sets out the commitment and requirements to abide by the seven principles set out in Standards in Public Life known as the Nolan Principles.   



The code of ethics includes this as a key feature for all police officers and staff and is promoted during induction training and courses. This is also assessed as part of the annual DAP Review.  All force policies and procedures embed the key principles from the Code of Ethics

 

		Yes

		G

		G

		A new code of ethics is being rolled out by the College of policing and adopted by the Force. 



Cultural Audits have identified areas for improvement which are being taken forward.



The Nolan principles form part of the Corporate Governance Framework.



		2

		Does the authority have in place a clear framework for governance and internal control?

		Yes, the PCC and Chief Constable review and update their joint corporate governance framework on an annual basis.  This is considered within the Corporate Governance Group and by the Joint Audit Committee.  



The Annual Governance Statement clearly documents these arrangements, and these are evidenced as part of the annual process of review.



There is a highly defined corporate governance structure across the organisation with clear pathways of delegation and escalation. 



Independent internal audit of financial and operational activity is embedded in the organisation.



		Yes

		G

		G

		As per previous Narrative



		3

		Has the leadership put in place effective arrangements for assurance, internal audit and internal accountability?

		The Joint Audit Committee consider both the annual internal audit plan and receive all internal audit reports and management actions.  It continues to provide oversight of outstanding audit recommendations and on a rotational basis holds business leaders to account.



The shaping of the internal audit plan is risk based and seeks to give assurance on key internal controls.  The future year audit plan was set approximately 6 months sooner than in previous years and corporate risk continues to a core element when setting the audit agenda 



Internal audit provide reports on Summary Internal Controls Assurance to each JAC, as well as providing an annual audit opinion “TIAA is satisfied that sufficient internal audit work has been undertaken to allow me to draw a positive conclusion as to the adequacy and effectiveness of The Police and Crime Commissioner’s and the Chief Constable’s risk management, control and governance processes. In my opinion, The Police and Crime Commissioner and the Chief Constable have adequate and effective management, control and governance processes in place to manage the achievement of their objectives for the areas reviewed during the year. 



The Audit Governance Group continues to evolve to support assurance providing oversight of outstanding audit recommendations and on a rotational basis holds business leaders to account.  The Group receives reviews of audit performance and outcomes and seeks to better understand the year-on-year organisational trends in addition to single audit findings.



As part of ongoing governance review, Audit recommendations now form part of standard agendas for relevant governance groups to ensure appropriate oversight.



Individual performance and accountabilities are considered formally through the DAP process.



There are a range of policies e.g. Anti-Fraud and Corruption; Whistleblowing policy which are overseen by the Professional Standards Department (PSD)



Business interests are approved and recorded by PSD and then reviewed as part of the DAP process



There is a force policy on gifts and hospitality, which is managed and promoted by PSD 



		Yes

		A

		A

		Timeliness of implementation and particularly the provision of follow up evidence continue to be an area of focus as is the timeliness of management comments. The Audit Governance Group continues to perform a key role in this area.



The Statement of Accounts process for 2021/2 and 2022/3 fell outside the Statutory timeframes due to various national and local issues including asset valuation and pensions.

 

The future provision for Internal Audit continued to be considered during 2022/23.  After independent external assessment agreement was reached that Internal Audit services would be re-tendered through a collaborative procurement during 2024.



There is a need to ensure that internal audit plan is intrinsically linked with the corporate assurance framework and that audit scopes are fully developed to maximise opportunities and coverage.



		4

		Does the leadership team espouse high standards of governance and internal control?

		See response to question C2.



Much work has been undertaken over recent years to fundamentally review and strengthen governance arrangements and these have continued to evolve to ensure that they are fit for purpose and meet organisational needs.



The Corporate Governance Framework sets out clear responsibilities for decision making and is reviewed annually.



All PCC decisions are underpinned by decision logs and these are published on his website and scrutinised by the Police and Crime Panel.



		Yes

		G

		G

		No Change to Narrative



		5

		Does the leadership team nurture a culture of effective governance and robust internal control across the authority?

		In line with responses to C2 and C4.



Work has continued during 2022/23 to review governance arrangements to ensure that they are fit for purpose to support changing business needs.

		Yes

		G

		G

		Narrative Still valid



		

		

		

		

		

		

		



		D

		

		

		The authority applies the CIPFA/SOLACE Delivering Good Governance in Local Government: Framework (2016)



		1

		Has the authority sought to apply the principles, behaviour and actions set out in the Framework to its own governance arrangements?

		As evidenced through the Annual Governance Statement

		Yes

		G

		G

		Narrative Still valid



		2

		Does the authority have in place a suitable local code of governance?

		The PCC and Chief Constable publish a Corporate Governance Framework, which includes a financial regulations and contract standing orders. This is reviewed by the Corporate Governance Group and considered by JAC ahead of the start of each financial year 

		Yes

		G

		G

		Narrative Still valid



		3

		Does the authority have a robust assurance process to support its AGS?

		The AGS was prepared this year by the Force Programme Manager in consultation with all relevant stakeholders and then considered by the Corporate Governance Group and Joint Audit Committee 



		Yes

		A

		A

		Both the arrangements and responsibilities for preparing and approving the AGS need to be reviewed to ensure that they are appropriate and timely.



		

		

		

		

		

		

		



		E

		

		

		The Financial Management Style of the authority supports financial sustainability



		1

		Does the authority have in place an effective framework of financial accountability?

		The framework of corporate governance, including Financial Regulations and contract regulations, and supported by the financial procedures.  Considerable work has been undertaken over recent years to strengthen financial management and reporting arrangements and these are imbedded within governance and management arrangements.



Budget holders are accountable for attainment of budgeted expenditure. The budget “bid” process has been linked to the FMS for the past two years and last year a comprehensive exercise was undertaken where business leads had to justify and substantiate requests for growth by reference to operational demand, albeit it should be noted that opportunities for growth have been severely restricted.



		Yes

		G

		G

		Previous narrative still valid.



		2

		Is the authority committed to continuous improvement in terms of the economy, efficiency, effectiveness and equity of its services?

		Yes very committed but see response and actions to A3 



		Yes

		G

		G

		As Previous evidence



		3

		Does the authority’s finance team have appropriate input into the development of strategic and operational plans?

		The DOF is a member of Chief Officer team and an integral part to the development of all strategic plans.  Finance Business Partners are fully engaged at an operational level albeit this has been recognised as an area that would benefit from further strengthening.  



The CFO is a member of the PCC’s Executive Team and also sits on a number of strategic boards to provide input, challenge and scrutiny. 



Senior finance representatives sit on all key decision making and informative boards e.g. Change & Transformation Board, Programme Boards and Gold Groups



		Yes

		G

		G



		As Previous evidence



		4

		Do managers across the authority possess sufficient financial literacy to deliver services cost effectively and to be held accountable for doing so?

		Each key stakeholder in the organisation has a named finance contact. The CIPFA self- assessment of Financial Management Capability across the organisation identified a number of areas for improvements



The network of Finance Business Partners has been established as business as usual with corporate finance staff additionally attending SMT and operational groups.



Refreshed guides to purchase ordering and procurement card use are set to be issued and one-to-one demonstrations and training is regularly provided. 



The basics of financial management in policing are presented to new officer and PSCO recruits. 



		Yes

		A

		A

		

Work Completed / In Progress

The commencement of the Force Review will also seek to ensure the continued awareness raising of financial implications throughout the organisation.



Coding changes for income and IT have assisted with financial monitoring against these headings.



Further work needed.

Collaboration areas including Go Safe arrangements need work from a governance perspective. 



Difficulties in applying procurement processes suggest that more training is needed for certain key individuals despite some training courses having already been provided.





		5

		Has the authority sought an external view on its financial style, for example through a process of peer review?

		Albeit not external, the CIPFA self-assessment of Financial Management Capability provided a useful tool and the national report has allowed for further reflection and comparison

 

		Yes

		G

		G



		



		6

		Do individuals with governance and financial management responsibilities have suitable delegated powers and appropriate skills and training to fulfil these responsibilities?  

		Fully detailed in the Corporate Governance Framework and Financial Regulations and Financial procedures



Skills and training are reviewed as part of the DAP process



		Yes

		G

		G

		



		

		

		

		

		

		

		



		

		

		Section 3 - Long to Medium Term Financial Management





		

		

		

		

		

		

		



		F

		

		

		The authority has carried out a credible and transparent Financial Resilience Assessment



		1

		Has the authority undertaken a Financial Resilience Assessment?

		The CIPFA Financial Resilience Assessment toolkit has not been extended to cover local policing bodies.  



The Financial Management sub-group of the Achieving Financial Excellence produced a MTFP toolkit and the work of the Strategic Finance and MTFP Board/ approach to budget setting and MTFP is consistent with this.



The need for financial sustainability and financial resilience are key considerations to the production of the MTFP.   There has been year on year strides to to ensure these are reflected within a balanced MTFP, with no reliance on reserves to fund recurring service costs and increasing capital financing costs incorporated into the budget.  The 2022/23 outturn position also allowed for an increase to general reserves and created an inflation mitigation reserve which further enhances financial resilience.  The ongoing review and assessment of specific reserves also provides additional resilience. Future capital expenditure requirements, potential future reductions to core funding as a result of the formula review and a myriad of other financial pressures as outlined in the MTFP mean that financial challenges remain.



Benchmarking exercise were conducted as preliminary to budget setting which triggered management awareness of alternative solutions





		Partially 

		A

		A

		Areas Achieved

The 2024/5 budget process is complete and this has addressed some of the resilience issues in relation to WG Grants and previous concerns around the financial impact of pension valuations.



The revenue budget has remained resilient in terms of out-turn.

 

The DoF has undertaken a comprehensive review as part of the CIPFA AFEP Data Analytics.  This work will be reflected upon within MTFP considerations.  





Areas for further Action

Further national work is ongoing to provide a robust financial resilience assessment which can be used consistently. 	Comment by Peatling Beverley (OPCC): Ed - can we chat this one through



Further explore benchmarking outcomes to identify potential opportunities for change/ further review.



Future Capital Financing and borrowing levels continue to cause concern. Grant levels are high re pensions, WG and Uplift. Uncertain Impact of the formula funding review being conducted by the Home Office.







		2

		Has the Assessment tested the resilience of the authority’s financial plans to a broad range of alternative scenarios?

		As above

		Partially

		A

		A

		As Above. General reserves increased in 22/3.



		3

		Has the authority taken appropriate action to address any risks identified as part of the assessment  

		As above

		Partially

		A

		A

		As Above. General Reserves increased in 22/3.



		

		

		

		

		

		

		



		G

		

		

		The authority understands its prospects for financial sustainability in the longer term and has reported this clearly to Members



		1

		Does the authority have a sufficiently robust understanding of the risks to its financial sustainability?

		The key risks are highlighted in the Medium-Term Financial Plan



		Partially

		A

		G

		Although this has previously been RAG rated as green, the scale of uncertainties and impact of inflationary pressures, likely pension increases and impacts from the Police Funding Formula Review have required the CC to initiate a Force Review to address the financial challenges. The conclusion of the Force Review has meant that savings have been delivered and the scale of financial challenge is not clearly articulated in the MTFP.



		2

		Does the authority have a strategic plan and long-term financial strategy that address adequately these risks?

		The Medium-Term Financial Plan is updated annually and the links to the Force Management Statement have been considerably strengthened during the last year.   The MTFP also includes a Reserves Strategy.



		Partially

		A

		G

		As above. The MTFP for 2024/5 onwards is looking more favourable in relation to future efficiency requirements. This is underpinned by an Estates, fleet replacement and a new ICT Strategy.



		3

		Has the authority sought to understand the impact on its future financial sustainability of the strategic, operational and financial challenges that it might face (e.g. using a technique such as scenario planning)?

		The Force has undertaken a fundamental review of demand over recent years and the risk assessed priorities detailed in the FMS have been reflected within the MTFP.  The Force Review was initiated as part of the assessment to forthcoming financial challenges. The MTFP fully documents the key budget assumptions in relation to future pay awards, inflationary increases, changes in grant funding and potential precept levels and also includes a risk assessment of material budgets.

The MTFP for 2024/25 provides indicative financial implications of % variations between budgeted and actual inflationary increases across a number of expenditure and income headings.





		Partially

		A	Comment by Peatling Beverley (OPCC): Ed - do you think this can be green given work undertaken/ force review/ MTFP

		G

		As above. The MTFP for 2024/5 onwards is looking more favourable in relation to future efficiency requirements. This is underpinned by an Estates, fleet replacement and a new ICT Strategy.



Work has been undertaken to consider different scenarios/ sensitivity analysis to changes in assumptions as part of the MTFP process and earmarked reserves have been created to address risks.



The heightened sensitivity to the impacts and wide uncertainties of inflationary pressures are recognised and have necessitated modelling.





		4

		Has the authority reported effectively to the leadership team and to members its prospects for long-term financial sustainability, the associated risks and the impact of these for short- and medium-term decision making?

		The MTFP clearly documents the range of financial issues and risks that are faced.  In year revenue and capital budget monitoring reports also identify any significant financial risks that impact on both the current and future years.  There is regular discussion of financial considerations and risks at the Medium-Term Financial Planning Group and these are reported/ escalated accordingly within the Governance structure.   There has been increased focus and awareness as part of the Force Review.

		Yes

		G

		G

		As pre previous and narrative above.



		

		

		

		

		

		

		



		H

		

		

		The authority complies with the CIPFA Prudential Code for Capital Finance in Local Authorities



		1

		Has the authority prepared a suitable capital strategy?

		The Capital Strategy is considered and approved as part of the Medium-Term Financial Plan and is considered by the Joint Audit Committee.   

		Yes

		G

		G

		As per previous Narrative



		2

		Has the authority set prudential indicators in line with the Prudential Code?

		These are included in the Treasury Management Strategy which is considered by Joint Audit Committee

		Yes

		G

		G

		As per previous Narrative



		3

		Does the authority have in place suitable mechanisms for monitoring its performance against the prudential indicators that it has set?

		Treasury Management activity is monitored through review meetings with performance being reported periodically to Joint Audit Committee

		Yes

		G

		G

		As per previous Narrative



		

		

		

		

		

		

		



		I

		

		

		The authority has a rolling multi-year Medium Term Financial Plan consistent with sustainable service plans



		1

		Does the authority have in place an agreed medium-term financial plan?

		The Medium-Term Financial Plan was published in February 23 for 2023/24- 2027/28 but also includes an indicative 10 year capital programme.



		Yes

		G

		G

		As per previous Narrative



		2

		Is the medium-term financial plan consistent with and integrated into relevant service plans and its capital strategy?

		Considerable work has been undertaken to align the MTFP with the FMS over the last year and indeed is considered alongside the Reserves and Capital Strategies.  Work is ongoing to further strengthen strategic corporate planning linking Police & Crime Plan, Chief priorities, FMS, workforce plan and MTFP.

		Yes

		G

		G

		As per previous Narrative



		3

		Has the medium-term financial plan been prepared on the basis of a robust assessment of relevant drivers of cost and demand?

		The Force have undertaken a comprehensive review of demand and the MTFP has been prepared to reflect both this alongside the prioritised risks identified as part of the FMS. 

The MTFP includes both capital and revenue implications of transformation and technological programmes and projects and also considers a range of local, regional and national initiatives.

  

		Yes

		G

		G

		As per previous Narrative



		4

		Has the medium-term financial plan been tested for resilience against realistic potential variations in key drivers of cost and demand?

		Many changes in demand can be accommodated by effective resource management, and the recent increases in officer numbers provides additional resilience.



Cost drivers are included in the MTFP

The heightened sensitivity to the impacts and wide uncertainties of inflationary pressures have been considered with an inflation mitigation reserve and specific reserve for energy inflation established at the end of 2022/23. 

The Chief Constable holds a reserve to assist with mitigating against any unforeseen operational and financial demands.

The MTFP for 2024/25 provides indicative financial implications of % variations between budgeted and actual inflationary increases across a number of expenditure and income headings.





		Partially

		A

		G

		Medium Term financial Planning has evolved and needed to adapt to the significant challenges posed financially over recent years including the Pandemic and the Cost of Living Crisis.





		5

		Does the authority have in place a suitable asset management plan that seeks to ensure that its property, plant and equipment including infrastructure assets contribute effectively to the delivery of services and to the achievement of the authority’s strategic aims?

		The Capital Strategy is reviewed and updated on an annual basis. There are also strategies for Estates, Fleet and ICT which are reviewed and updated periodically to ensure that the asset base is fit for purpose and supports the effective delivery of services. The Force has a 10-year Capital Strategy which incorporates future spending requirements and which forms part of the MTFP.



		Yes

		G

		G

		As per previous Narrative



		

		

		

		

		

		

		



		

		

		Section 4 - The Annual Budget





		

		

		

		

		

		

		



		J

		

		

		The authority complies with its statutory obligations in respect of the budget setting process



		1

		Is the authority aware of its statutory obligations in respect of the budget-setting process?

		The budget setting process is well embedded, and all parties have a clear understanding of responsibilities and requirements. 

		Yes

		G

		G

		As per previous Narrative



		2

		Has the authority set a balanced budget for the current year?

		Yes, as set by the PCC and endorsed by the Police and Crime Panel 

		Yes

		G

		G

		As per previous Narrative



		3

		Is the authority aware of the circumstances under which it should issue a Section 114 notice and how it would go about doing so?

		Both the DOF and CFO are fully aware of their responsibilities and s114 requirements

		Yes

		G

		G

		As per previous Narrative



		

		

		

		

		

		

		



		K

		

		

		The budget report includes a statement by the Chief Finance Officer on the robustness of the estimates and a statement of the adequacy of the proposed financial reserves



		1

		Does the authority’s most recent budget report include a statement by the CFO on the robustness of the estimates and a statement of the adequacy of the proposed financial reserves?

		This is included as appendix B to the MTFP

		Yes

		G

		G

		As per previous Narrative



		2

		Does this report accurately identify and consider the most significant estimates used to prepare the budget, the potential for these estimates being incorrect and the impact should this be the case?

		The MTFP fully documents the key budget assumptions in relation to future pay awards, inflationary increases, changes in grant funding and potential precept levels and also includes a risk assessment of material budgets. 

		Yes

		G

		G

		As per previous Narrative



		3

		Does the authority have sufficient reserves to ensure its financial sustainability for the foreseeable future?

		Reserves, balances and provisions are considered as part of the MTFP with reserves being specifically considered within a Reserves Strategy.  The CFOs section 25 report also includes commentary around both general and earmarked reserves.



One year grant settlements and lack of certainty over an array of specific grants are a considerable hinderance to medium term financial planning and remain a noted risks.

		Yes

		G

		G

		As per previous Narrative



		4

		Does the report set out the current level of the authority’s reserves, whether these are sufficient to ensure the authority’s ongoing financial sustainability and the action that the authority is to take to address any shortfall?

		The MTFP includes the Reserves Strategy and sets out the forecasted reserves for 2022/23 – 2029/30

		Yes

		G

		G

		As per previous Narrative



		

		

		

		

		

		

		



		

		

		Section 5 - Stakeholder Engagement and Business Plans





		L

		

		

		The authority has engaged where appropriate with key stakeholders in developing its long term financial strategy, medium term financial plan and annual budget



		1

		How has the authority sought to engage with key stakeholders in developing its long-term financial strategy, its medium-term financial plan and its annual budget?

		The MTFP includes narrative at section 10 to the approach to budget setting.



Finance Business Partners liaise with budget holders to identify pressures and efficiency savings and reassess baseline requirement.



MTFP Group considers revenue and capital requirements linking in with Strategic Estates Group, IT Strategy Group, Fleet Strategy Group.



Use of CIPFA/ HMICFRS VFM profiles



Work with partners to understand financial implications of local, regional and national initiatives/ collaborative activities.



Annual Finance Seminar with Police and Crime Panel and Joint Audit Committee with additional extensive scrutiny by the P&CP Precept Subgroup which included specific review of delivery of the cost reduction/ savings plan in 2023/24.



The PCC undertakes public consultation on his proposed council tax precept increase as statutorily required

 

		Yes

		G

		G

		As per previous Narrative



		2

		How effective has this engagement been?

		The Police & Crime Panel have expressed their ongoing thanks for the willingness, openness and transparency to information sharing throughout the MTFP process.  



The MTFP includes the outcomes of the public consultation with an opportunity to provide comments. 



The Police and Crime Panel unanimously supported the PCCs proposed increase in council tax precept  



		Yes

		G

		G

		As per previous Narrative



		3

		What action does the authority plan to take to improve its engagement with key stakeholders?

		Both the Force and OPCC actively undertake a range of engagement activities both separately and collectively.  Social media platforms are actively used to extend engagement opportunities.   An internal communications department has associated governance arrangements to consider communications and engagement strategies.

 There are comprehensive structures of partnership/ collaboration/ national meetings with an array of key stakeholders.  

		Yes

		G

		G

		As per previous Narrative



		

		

		

		

		

		

		



		M

		

		

		The authority uses an appropriate documented option appraisal methodology to demonstrate the value for money of its decisions



		1

		Does the authority have a documented option appraisal methodology that is consistent with the guidance set out in IFAC/PAIB publication ‘Project and Investment Appraisal for Sustainable Value Creation: Principles in Project and Investment Appraisal’?

		Arrangements have been significantly strengthened under the governance of the Change & Transformation Group. Specifically:



All Programmes have documented assessment of impact / benefits at all stages - a ‘condition’ of funding being awarded



There are defined stages of Project Proposal (with form) / In life Reporting of progress / project completion and Review stage



There is a focus on larger Projects and Programmes >£25K



Other tools include:

· Project Proposal - approval mechanism

· Project management arrangements / full business case

· Benefits Monitoring in life

· Completion Reports



		Partially

		A

		A

		Work Achieved

The Force has utilised net present value and five case models to assess and appraise investment options in areas such as estates rationalisation and sustainability to good effect which has resulted in VFM improvements and cashable savings.



Work remaining Outstanding.

Reinforce communications and change culture regarding benefits realisation.	Comment by Peatling Beverley (OPCC): Ed - haven't made any changes to this section - do these areas for action still stand



Develop stronger links between Change and Transformation Board and Force Efficiency plan managed by the Productivity and Efficiency Group. 



Links with Force awards and recognition to be further enhanced to reduce duplication and celebrate success.





		2

		Does the authority offer guidance to officers as to when an option appraisal should be undertaken?

		See response to M1 – arrangements strengthened and continue to mature 



Finance Business Partners are responsive and supportive to emergent demands. 







		Yes

		A

		A

		Reinforce communications and change culture



		3

		Does the authority’s approach to option appraisal include appropriate techniques for the qualitative and quantitative assessment of options?

		Where appropriate, qualitative and quantitative measures are included

		Yes

		A

		A

		Arrangements need to be further developed



		4

		Does the authority’s approach to option appraisal include suitable mechanisms to address risk and uncertainty?

		Associated risks are considered but these could be strengthened 



		Yes



		A

		A

		To be strengthened in project proposals/ option appraisals



		5

		Does the authority report the results of option appraisals in a clear, robust and informative manner that gives clear recommendations and outlines the risk associated with any preferred option(s)?

		Decisions arising from Change and Transformation and the FMS process are communicated to senior leads and their management teams. Project leads will attend on invitation basis to present proposals or hear justified outcomes.



		Yes

		A

		A

		See above.



		

		

		

		

		

		

		



		

		

		Section 6 -Monitoring Financial Performance





		N

		

		

		The leadership team takes action using reports enabling it to identify and correct emerging risks to its budget strategy and financial sustainability



		1

		Does the authority provide the leadership team with an appropriate suite of reports that allows it to identify and to correct emerging risks to its budget strategy and financial sustainability?

		There is regular (in the main monthly) reporting which is consistent in format and contains comprehensive financial information and narrative on both revenue and capital and emerging risks and issues.  These are considered widely within the governance structure.  Financial reports are also provided to individual budget holders who also have regular engagement with their Finance Business partners.



		Yes

		G

		G

		As per previous Narrative



		2

		Do the reports cover both forward and backward looking information in respect of financial and operational performance?

		Yes

		Yes

		G

		G

		As per previous Narrative



		3

		Are there mechanisms in place to report the performance of the authority’s significant delivery partnerships such a contract monitoring data?

		The financial reports include any emerging issues with contracts and collaborative activities.  The Head of Procurement provides regular reporting through Strategic Finance & Procurement Group of any emerging issues. 

		Yes

		G

		G

		As per previous Narrative



		4

		Are the reports provided to the leadership team in a timely manner and in a suitable format?

		Consistent and comprehensive reporting is provided 

		Yes

		G

		G

		As per previous Narrative



		5

		Is the leadership team happy with the reports that it receives and with its ability to use these reports to take appropriate action?

		Yes

		Yes

		G

		G

		As per previous Narrative



		

		

		

		

		

		

		



		O

		

		

		The leadership team monitors the elements of its balance sheet which pose a significant risk to its financial sustainability



		1

		Has the authority identified the elements of its balance sheet that are most critical to its financial sustainability?

		Considerable work has been undertaken on various aspects of working capital within the balance sheet and this is managed on a monthly basis as part of balance sheet reconciliations with early engagement with service departments as required.



Cashflow and Treasury Management activities are closely monitored and additional arrangements have been put in place to strengthen both resourcing and overview activity

		Yes

		G

		G

		As per previous Narrative



		2

		Has the authority put in place suitable mechanisms to monitor the risk associated with these critical elements of its balance sheet?

		Regular discussions and reporting in place and overseen by Strategic Finance & Procurement Group and CFO. 

		Yes

		G

		G

		As per previous Narrative



		3

		Is the authority taking action to mitigate any risks identified?

		The internal control environment is closely monitored with the Internal Audit plan being risk based.  Active consideration of risks and requirements for related provisions form part of regular reporting and the statement of accounts process.



		Yes

		G

		G

		As per previous Narrative



		4

		Does the authority report unplanned use of its reserves to the leadership team in a timely manner?

		Revenue and capital monitoring reports are reported through the governance structure and include any proposals for the movements to and from reserves. The DOF and CFO also discuss any potential reserve movements on an ad hoc basis and reported through the governance structure accordingly.

		Yes

		G

		G

		As per previous Narrative



		5

		Is the monitoring of balance sheet risks integrated into the authority’s management accounts reporting processes?

		The implications on any balance sheet risks and movements are reflected within financial reporting

		Yes

		G

		G

		As per previous Narrative



		

		

		

		

		

		

		



		

		

		Section 7 - External Financial Reporting





		P

		

		

		The Chief Finance Officer has personal responsibility for ensuring that the statutory accounts provided to the local authority comply with the Code of Practice on Local Authority Accounting in the United Kingdom



		1

		Is the authority’s CFO aware of their responsibilities in terms of the preparation of the annual financial statements?

		Both the CFO and DOF are fully aware of their responsibilities and ensure that the Corporate Finance have necessary arrangements and resources in place

		Yes

		G

		G

		As per previous Narrative



		2

		Are these responsibilities included in the CFO’s role description, personal objectives and other relevant performance management mechanisms?

		They are included in both the CFO and DOF role profiles and are considered as part of performance management through the DAP process 

		Yes

		G

		G

		As per previous Narrative



		3

		Have the authority’s financial statements hitherto been prepared on time and in accordance with the requirements of the Code of Practice on Local Authority Accounting in the United Kingdom?

		Audit Wales have continued to undertake the statutory external audit of the financial statements and there has been a good track record of compliance, early closedown and unqualifed external audit sign-off.





		Yes

		A

		A

		Some challenges arose as part of the audit of 2021/22 accounts and there were delays in finalising the draft 2022/23 accounts.  Further consideration will be given to actions arising from the Final Accounts Memorandum with further post project learning to be reflected upon.  These will be overseen by the Strategic Finance & MTFP Board.

The Joint Audit Committee are also considering their involvement and oversight to provide appropriate assurance.   





		

		

		

		

		

		

		



		Q

		

		

		The presentation of the final outturn figures and variations from budget allow the leadership team to make strategic financial decisions



		1

		Is the authority’s leadership team provided with a suitable suite of reports on the authority’s financial outturn and on significant variations from budget?

		An outturn report provides the high level variation analysis and this is then utilised to inform proposals on reserve movements.  The narrative report within the statement of accounts also provides a high level analysis.  Detailed discussions also take place at Policing Board on areas of significant variation.



		Yes

		G

		G

		As Previous Narrative



		2

		Is the information in these reports presented effectively?

		Yes. 



		Yes

		G

		G

		As Previous Narrative



		3

		Are these reports focused on information that is of interest and relevance to the leadership team?

		Yes, it provides information on the full revenue budget and highlights variances which are both one-off and those that have an ongoing financial implication 

		Yes

		G

		G

		As Previous Narrative



		4

		Does the leadership team feel that the reports support it in making strategic financial decisions?

		Yes 

		Yes

		G

		G

		As Previous Narrative
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1 Capital Quarter

Tyndall Street / Stryd Tyndall  

Cardiff / Caerdydd

CF10 4BZ

Tel / Ffôn: 029 2032 0500

Fax / Ffacs: 029 2032 0600

Textphone / Ffôn testun: 029 2032 0660

info@audit.wales / post@archwilio.cymru

www.audit.wales / www.archwilio.cymru











Mr Edwin Harries, Director of Finance
Dyfed Powys Police
Ms Nicola Davies
Temporary Chief Finance Officer, Office of the Police 
and Crime Commissioner for Dyfed Powys
Police Headquarters
PO Box 99
Llangunnor
Carmarthen
SA31 2PF

Reference: DPP Enquiries 23-24

Date issued: 05 June 2024

Dear Edwin & Nicola 

Police and Crime Commissioner and Chief Constable for Dyfed Powys Police

Audit enquiries to those charged with governance and management 

The Auditor General’s Statement of Responsibilities sets out that he is responsible for obtaining reasonable assurance that the financial statements taken as a whole are free from material misstatement, whether caused by fraud or error. It also sets out the respective responsibilities of auditors, management and those charged with governance.

This letter formally seeks documented consideration and understanding on a number of governance areas that impact on our audit of your financial statements. These considerations are relevant to both the management of Dyfed Powys Police and ‘those charged with governance’ (the Police and Crime Commissioner and Chief Constable). 

I have set out below the areas of governance on which I am seeking your views:

1. Matters in relation to fraud.

2. Matters in relation to laws and regulations. 

3. Matters in relation to related parties.

The information you provide will inform our understanding of the Police and Crime Commissioner and Chief Constable’s arrangements and its business processes and support our work in providing an audit opinion on your 2023-24 financial statements. 

I would be grateful if you could update the attached table in Appendix 1 to Appendix 3 for 2023-24. 

The completed Appendix 1 to Appendix 3 should be formally considered and communicated to us on behalf of both management and those charged with governance by 31 July 2024. In the meantime, if you have queries, please contact Jason Blewitt on 07970737478 or Jason.blewitt@audit.wales. 



Yours sincerely

[image: A close-up of a signature

Description automatically generated]

Matthew Edwards

Engagement Director 
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Audit enquiries to those charges with governance and management. Please contact us in Welsh or English / cysylltwch â ni’n Gymraeg neu’n Saesneg.

Audit enquiries to those charges with governance and management. Please contact us in Welsh or English / cysylltwch â ni’n Gymraeg neu’n Saesneg.



Appendix 1

Matters in relation to fraud

International Standard for Auditing (UK) 240 covers auditors’ responsibilities relating to fraud in an audit of financial statements. This standard has been revised for 2022-23 audits.



The primary responsibility to prevent and detect fraud rests with both management and ‘those charged with governance’, which for Dyfed Powys Police is the Police and Crime Commissioner and the Chief Constable. Management, with the oversight of those charged with governance, should ensure there is a strong emphasis on fraud prevention and deterrence and create a culture of honest and ethical behaviour, reinforced by active oversight by those charged with governance.



As external auditors, we are responsible for obtaining reasonable assurance that the financial statements are free from material misstatement due to fraud or error. We are required to maintain professional scepticism throughout the audit, considering the potential for management override of controls.



What are we required to do?

As part of our risk assessment procedures we are required to consider the risks of material misstatement due to fraud. This includes understanding the arrangements management has put in place in respect of fraud risks. The ISA views fraud as either:

The intentional misappropriation of assets (cash, property, etc); or

The intentional manipulation or misstatement of the financial statements.

We also need to understand how those charged with governance exercises oversight of management’s processes. We are also required to make enquiries of both management and those charged with governance as to their knowledge of any actual, suspected or alleged fraud, management’s process for identifying and responding to the risks and the internal controls established to mitigate them.



		Enquiries of management – in relation to financial reporting



		Question

		2023-24 Response



		1. Are there any significant matters or events which have occurred during the year which could influence our audit approach or the financial statements?

		No



		2. What are your general views on the entity's risk assessment process relating to financial reporting?

		There is a high degree of assurance over financial reporting as evidenced by numerous Internal Audit Reports over many years. The annually reviewed Corporate Governance Framework sets out comprehensive arrangements including procurement reporting requirements and authorisation delegations.  The Corporate Finance Department has been further strengthened with strong Finance Business Partnering arrangements in place.  Comprehensive monthly reports are provided to all budget holders with strategic reporting throughout the governance structure including COG and Policing Board.  The Director of Finance and Chief Finance Officer also review financial reports and underpinning detail monthly.  The finance system includes authorisation controls, and this is used to produce financial reporting as well as the Statement of Accounts.



		3. Are you aware of significant transactions that are outside the normal trading activities of the business?

		No.



		4. Are you aware of any transactions, events or changes in circumstances that would cause impairments of non-current assets?

		No. We have undertaken an assessment in relation to RAAC and have concluded hat there are no concerns or impairment requirements.



		5. Are you aware of any transactions, events and conditions (or changes in these) that may give rise to recognition or disclosure of significant accounting estimates that require significant judgement?

		No changes. These mainly affect actuarial judgements in relation to pensions.



		6. Have there been any changes in accounting policies in relation to significant estimates?

		No.



		7. Have there been any issues that may impact the preparation of the accounts identified so far?

		No.



		8. Do you have knowledge of events or conditions beyond the period of the going concern assessment that may cast significant doubt on the entity's ability to continue as a going concern?

		No.













		Enquiries of management – in relation to fraud



		Question

		2023-24 Response



		1. What is management's assessment of the risk that the financial statements may be materially misstated due to fraud? What is the nature, extent and frequency of management's assessment?

		Management’s assessment of the risk of material misstatement of the Financial Statements due to Fraud would remain low. The nature, extent and frequency of this is based upon:

Corporate Governance Framework controls – annually reviewed.

Chief Officer Group review.

Policing Board oversight.

Section 151 Officers.

Comprehensive staff vetting arrangements.

High materiality limits.

Professional procurement support, robust procurement processes and computerised.

Regular budget monitoring to PB, COG and within Departments.

Computerised financial systems with robust internal controls.

Joint Internal Audit – annual plan with targeted audits (23/24 including Counter Fraud – External Exposure, Anti-Fraud Procurement, Payroll, Creditors, Debtors).

Transparency – publication of expenditure over £5,000.

HMIC inspections and work on integrity in policing.

Separation of duties / input / authorising.

Professional Standards / Integrity work.

Code of ethics work and referral processes.

Chief Officer Team and Chief Constable Roadshows / ask the Chief/ Film Friday which encourage and provide staff an opportunity to communicate and raise concerns and issues.

Confidential Anti-Corruption & Abuse Reporting Service (Internal and external).

Anti-Corruption Unit in PSD.

Anti-Fraud and Corruption Policy and Procedure

Revised governance arrangements with continued strengthening.

National Fraud Initiative.

Standards of Professional Behaviour, Code of Ethics and Nolan principles for all staff.

However, recognise added risk from:

Staff Turnover in key roles, e.g. people leaving / new processes/ force review.

Impacts and implications arising from the increase in agile/ home working.

Greater discretion / freedoms to make local decisions.

Greater reliance on IT.

Vulnerability of organisation to external cyber fraud activity.

Potential financial detriment on members of the workforce and their families because of cost-of-living crisis.



		2. Do you have knowledge of any actual, suspected or alleged fraud affecting the audited body?

		The force ACU is currently undertaking investigations into suspected fraudulent manipulation of sickness, whereby officers/staff on long term sickness absence are reporting unfit for work/duty receiving sickness absence pay. Sighting an inability to return to the workplace either on full duties or with reasonable adjustments, whilst simultaneously undertaking ancillary business interests for financial gain.  This is contrary to the force Business Interest Policy which requires officers to notify the force of any business interest and secure authorisation prior to undertaking such activity; furthermore, in instances where officers are unable to work due to prolonged sickness, the associated authority is rescinded in most instances.



		3. What is management's process for identifying and responding to the risks of fraud in the audited body, including any specific risks of fraud that management has identified or that have been brought to its attention?

		The arrangements and responsibilities are comprehensively set out within the Corporate Governance Framework.

Also underpinned by the Anti-Fraud and Corruption Policy.

Investigations of internal fraud and corruption shall normally be carried out by the Professional Standards department, who shall consult with the Internal Auditors where appropriate.

Confidential reporting mechanisms are in place through Bad Apple and ‘Safecall’.

The Joint Audit Committee review and monitor the effectiveness of policies on fraud, irregularity and corruption through the quarterly consideration of any findings from fraud and corruption investigations conducted by the Professional Standards department.



		4. What classes of transactions, account balances and disclosures have you identified as most at risk of fraud?

		Strong processes, internal controls and segregation of duty underpinning all payroll, expense, purchasing and treasury management transactions.  Inclusion of financial systems within annual internal audit plan.

Key controls over BACS and EFT Transactions as well as supplier creations and bank account changes in respect of payroll and payees.



		5. Are you aware of any whistleblowing or complaints by potential whistle blowers? If so, what has been the audited body's response?

		Yes - The force ACU has received referrals regarding potential fraudulent conduct. These referrals may originate from colleagues, supervisors, management teams, but may also be in the form of anonymous reporting. Where pertinent, the force whistle blowing policy is adhered to and safeguards implemented for the said whistle-blowers. Reported matters are subject of intelligence development and subsequent investigation. Whilst PSD owns the Force Whistleblowing / Protected Disclosure Policy, Legal Services are the subject matter experts and so PSD will always be guided by legal Services in respect of any protected disclosures.





		6. What is management's communication, if any, to those charged with governance regarding their processes for identifying and responding to risks of fraud?

		PSD reports to the DCC who is the appropriate Authority in relation to disciplinary matters and ongoing investigations. Reporting is undertaken to the Joint Audit Committee of any fraud activity on a quarterly basis. 



		7. What is management's communication, if any, to employees regarding their views on business practices and ethical behaviour?

		Communication and training in respect of ethical behaviour is driven by the Collage of Policing Code of Ethics which underpins all activity undertaken within the organisation, supplemented by bespoke policies i.e. Anti-Fraud and Corruption Policy, Business Interest Policy. 

Specifically in respect of Professional Standards, communications are disseminated through the internal intranet system and supplementary guidance is available to all officers on the departmental site, along with guidance and periodic publications from the IOPC i.e. Oversight Newsletter to promote a culture or prevention and learning. In the current financial year, we are seeking to appoint a PREVENT officer role within PSD to assist with communication and education of staff reinforcing matters pertaining to ethical behaviour and professional standards. This is in addition to the internal Governance structures implemented to ensure appropriate checks and balances. 



A series of Engagement and Expectations Events have been held – and communications and meetings are being undertaken currently to roll out the new updated Code of Ethics and to reaffirm the expectations on officers and staff in respect to behaviours and the consequences of non-conformity with these.



		8. For service organisations (e.g., Dyfed Pension Fund), have you reported any fraud to the user entity? 

		No.













		Enquiries of those charged with governance – in relation to fraud



		Question

		2023-24 Response



		1. Do you have any knowledge of actual, suspected or alleged fraud affecting the audited body?

		The force ACU is currently undertaking investigations into suspected fraudulent manipulation of sickness, whereby officers/staff on long term sickness absence are reporting unfit for work/duty receiving sickness absence pay. Sighting an inability to return to the workplace either on full duties or with reasonable adjustments, whilst simultaneously undertaking ancillary business interests for financial gain.  This is contrary to the force Business Interest Policy which requires officers to notify the force of any business interest and secure authorisation prior to undertaking such activity; furthermore, in instances where officers are unable to work due to prolonged sickness, the associated authority is rescinded in most instances.



		2. What is your assessment of the risk of fraud within the audited body, including those risks that are specific to the audited body's business sector?

		Management’s assessment of the risk of material misstatement of the Financial Statements due to Fraud would remain low.



		3. How do you exercise oversight of:

management's processes for identifying and responding to the risk of fraud in the audited body, and

the controls that management has established to mitigate these risks?

		The arrangements, responsibilities and reporting lines are comprehensively set out within the Corporate Governance Framework.

These are also underpinned by the Anti-Fraud and Corruption Policy. 

Investigations of internal fraud and corruption are normally be carried out by the Professional Standards department, who shall consult with the Internal Auditors where appropriate.

Confidential reporting mechanisms through Bad Apple and ‘Safecall’.

The Joint Audit Committee review and monitor the effectiveness of policies on fraud, irregularity and corruption through the quarterly consideration of any findings from fraud and corruption investigations conducted by the Professional Standards department.

Robust policies and periodic reviewing internal governance structure and reporting

Effective internal audit and targeted annual audit plan





		4. What actions have those charged with governance taken in response to developments in accounting standards, corporate governance practice or other guidance and related matters?

		The Corporate Finance Department are responsible for ensuring compliance with the Code and training and significant work has been undertaken on these for example in relation to leases. Training or specific specialist advice may be sought in respect of these issues.

Specific training on contract management and procurement related activities ae provided that stress the importance of compliance with requirements. New arrangements will be implemented for procurement from October 2025 in respect of eth new Regulations. The Corporate Governance Framework is to be reviewed and the meeting structures are being amended in relation to Policing Board etc.

The Force is rolling out an engagement and expectations event to all staff and Officers by the end of November to reinforce Force priorities, the new code of ethics and behavioural standards expected in the wake of the Casey Review following the murder of Sarah Everard and a string of other cases that are similarly affecting trust and confidence in policing. Additional resources for vetting, the ACU and for conducting disciplinary proceedings are being considered for implementation.









Appendix 2

Matters in relation to laws and regulations 

International Standard for Auditing (UK and Ireland) 250 covers auditors’ responsibilities to consider the impact of laws and regulations in an audit of financial statements.

Management, with the oversight of those charged with governance, is responsible for ensuring that the operations of Dyfed Powys Police are conducted in accordance with laws and regulations, including compliance with those that determine the reported amounts and disclosures in the financial statements.

As external auditors, we are responsible for obtaining reasonable assurance that the financial statements are free from material misstatement due to fraud or error, taking into account the appropriate legal and regulatory framework. The ISA distinguishes two different categories of laws and regulations:

laws and regulations that have a direct effect on determining material amounts and disclosures in the financial statements;

other laws and regulations where compliance may be fundamental to the continuance of operations, or to avoid material 			penalties.

What are we required to do?

As part of our risk assessment procedures we are required to make enquiries of management and those charged with governance as to whether Dyfed Powys Police is in compliance with relevant laws and regulations. Where we become aware of information of non-compliance or suspected non-compliance we need to gain an understanding of the non-compliance and the possible effect on the financial statements.







		Enquiries of management – in relation to laws and regulations



		Question

		2023-24 Response



		1. What are the policies and procedures in place to identify the applicable legal and regulatory requirements to ensure compliance? How have you gained assurance that all relevant laws and regulations have been complied with? 

		Professional Legal department.

Chief Executive & Monitoring Officer.

Section 151 Officers.

Extensive array of force policies and procedures which are subject to periodic review.

Internal Audit provision and tailored internal annual plan.

Statutory audits undertaken by Audit Wales

Extensive scrutiny through the robust governance structure.

Professional procurement staffing.

Professional Practice issued by College of Policing

HMICFS associated inspection and national reporting.



		2. Are you aware of any instances of non-compliance with laws or regulations? Is the entity on notice of any such possible instances of non-compliance?

		None in respect of financial matters other than civil litigation with various allegations concerning operational interactions with the organisation brought against the Chief Constable.

Instances of Data Protection breaches as reported to the Force Information Assurance Board.

Some delays in relation to responding to FOI requests  and Disclosure.



		3. What policies and procedures are in place for identifying, evaluating and accounting for litigation claims and assessments?

		Claim correspondences received in line with the Civil Procedure Rules 1998 legislation and related protocols. Allegations recorded and investigated, evidence gathered, and matter reported to insurer.

The insurer and internal lawyer to whom the matter is allocated evaluate the legal merits and prospects of the case liability, consider the probability of different outcomes and associated costs to provide a reliable estimate for reserve quantum in line with case law.

All civil claim matters and financial reserves (to include fluctuations) reported to the Corporate Finance Business Partner monthly.  The same reporting is shared with the Commissioner’s Chief Executive approximately each 3 months with a written summary of significant claims; Head of Legal Services available for discussion/ enquiries during regular meetings (approx. monthly) with Chief Executive.



Compliance with Corporate Governance Framework – settlements over £1000 require DCC authority.  Settlements under £1000 authorised by Head of Legal Services.  (Both scrutinise the case merits and prospects.)

Payment requests signed off by Head of Legal Services after consideration of the case, evidence of authority obtained and the valuations (e.g. invoices, insurer instructions) and submitted to Accounts for onward inspection and approval.



The lawyers are subject to external professional body inspection and bound by a code of conduct.  Training is maintained and a declaration of competence required each year.



Litigation claims subject to Internal Management monitoring and reporting to Chief Officers (case by case and on a six-monthly summary basis) dip samples and use of management information reporting facilities on case management system.  Also subject to internal audit as a part of the Force programme.  TIAA Audit 2021-22 result “Substantial Assurance



		4. Have there been any changes to laws and regulations that directly impact the entity or the financial statements this year? 

		None relating to financial matters other than financial reporting timeframes. New procurement Regulations and Corporate Governance Framework in 2024/5 – but should not impact Financial Statements.





		5. Have there been any instances of non-compliance or suspected non-compliance with relevant laws and regulations in the financial year, or earlier with an ongoing impact on this year’s audited financial statements?

		As disclosed within the statement of accounts



		6. Have there been any examinations or inquires performed by licensing, tax or other authorities/ regulators? Has there been any significant communication with regulators? 

		Yes – the Force has had a tax inspection conducted by HMRC relating to payroll, NI and VAT arrangements. There were no financial impacts – and the only recommendation referred to the need to flag suppliers in relation to Construction Industry Tax.



		7. Are there any potential litigations or claims that would affect the financial statements?

		As disclosed within the statement of accounts as contingent liabilities.



		8. Have there been any reports from other regulatory bodies, such as HM Revenues and Customs which indicate non-compliance?

		No. See above.



		9. For service organisations (e.g., Dyfed Pension Fund), have you reported any non-compliance with laws and regulations since 1 April 2023?

		No









		



Enquiries of those charged with governance – in relation to laws and regulations



		Question

		2023-24 Response 



		1. Are you aware of any non-compliance with laws and regulations that may be expected to have a fundamental effect on the operations of the entity?

		No



		2. How do the Police and Crime Commissioner and the Chief Constable, in their role as those charged with governance, obtain assurance that all relevant laws and regulations have been complied with?

		Assurance is obtained on the organisation’s compliance with relevant laws and regulations through review and consideration at the Corporate Governance Group which includes consideration of the Annual Governance Statement and the underlying assurance and governance framework.

The Head of Legal Services sits on the Chief Officer Group and therefore can assert material influence on decisions, matters of law and regulatory compliance.

The Governance Framework is comprehensive and a series of meetings covering operational and business support functions are held regularly that review and update Policies and Procedures and any regulatory requirements or changes.

The framework affirms that the principles of good administration law are integrated into procedures and decision making, and that professional advice on matters that have legal or financial implications is provided and recorded. 



		3. Are the Police and Crime Commissioner and the Chief Constable, in their role as those charged with governance, aware of any significant communications with regulators?

		In relation to the Information Commissioner, the Force has been subject to an improvement notice in respect of the timeliness of responses to FOIs.











		



Enquiries of management – in relation to control environment and IT systems



		Question

		2023-24 Response 



		1. Have there been any changes to significant IT systems or applications in the period?

		Yes. The Force moved to the Niche Records Management System in May 2023. 







		Enquiries of management – in relation to risk and governance 



		Question

		2023-24 Response 



		1. How do you communicate to those charged with governance regarding business risks including fraud?

		The Corporate Governance Framework comprehensively sets out responsibilities.

In line with the Anti-Fraud and Corruption Policy, investigations of internal fraud and corruption are normally be carried out by the Professional Standards department, who consult with the Internal Auditors where appropriate.

Confidential reporting mechanisms exists through Bad Apple and ‘Safecall’.

The Force has an active Ethics Committee and online reporting and referral processes.

Standards of Professional Behaviour are embedded through adoption of the Code of Ethics and Nolan principles for all staff. 

The Joint Audit Committee review and monitor the effectiveness of policies on fraud, irregularity, and corruption through the quarterly consideration of any findings from fraud and corruption investigations conducted by the Professional Standards department.

Significant risk registers and reporting arrangements are embedded in the governance processes with key risks and audit recommendations featuring on Boards as standing agenda items. Detailed risk registers are reviewed and discussed at the Corporate Governance Group and Joint Audit Committee on a regular basis.



		2. What is the allocation of responsibilities between those charged with governance and management?

		Comprehensively detailed in the Corporate Governance Framework. The DAP process enables objectives to be rolled and monitored out across the organisation. Also please see the Engagement and Expectations events referred to earlier in this return.



		3. What procedures are in place to ensure the compliance and completeness of Governance reports?

		Corporate Governance Framework defines the working relationship and responsibilities of key staff. The Corporate Governance Board considers and reviews all governance reports including the Annual Governance Statement.  Joint Audit Committee review.



		4. What procedures are in place to ensure the compliance and completeness of Sustainability reports?

		The Sustainability Group continues to mature with reporting to Policing Board. A comprehensive report was provided to Policing Board on Carbon Reduction challenges and activities. An all-Wales Strategy has been adopted that sets out the Force approach to meeting sustainability requirements.



























Appendix 3

Matters in relation to related parties

International Standard for Auditing (UK) 550 covers auditors’ responsibilities relating to related party relationships and transactions.

The nature of related party relationships and transactions may, in some circumstances, give rise to higher risks of material misstatement of the financial statements than transactions with unrelated parties. 

Because related parties are not independent of each other, many financial reporting frameworks establish specific accounting and disclosure requirements for related party relationships, transactions and balances to enable users of the financial statements to understand their nature and actual or potential effects on the financial statements. An understanding of the entity's related party relationships and transactions is relevant to the auditor's evaluation of whether one or more fraud risk factors are present as required by ISA (UK and Ireland) 240, because fraud may be more easily committed through related parties.

What are we required to do?

As part of our risk assessment procedures, we are required to perform audit procedures to identify, assess and respond to the risks of material misstatement arising from the entity's failure to appropriately account for or disclose related party relationships, transactions or balances in accordance with the requirements of the framework.







		Enquiries of management – in relation to related parties



		Question

		2023-24 Response



		1. Have there been any changes to related parties from the prior year? If so, what is the identity of the related parties and the nature of those relationships? Confirm these have been disclosed to the auditor.

		No Changes.



		2. What transactions have been entered into with related parties during the period? What is the purpose of these transactions? Confirm these have been disclosed to the auditor.

		All matters have been reported and included in the Statement of Accounts.



		3. What controls are in place to identify, account for and disclose related party transactions and relationships?

		Annual disclosures are sought from key personnel. Findings are as fully detailed within the Statement of Accounts.



		4. What controls are in place to authorise and approve significant transactions and arrangements:

 with related parties, and 

 outside the normal course of business?

		Annual disclosures alongside day-to-day knowledge of related party interactions and transactions.



		5. Are you aware of any significant transactions outside the normal trading activities of the business?

		Authorisations in line with corporate governance framework utilising financial management system and reporting through COG/ PB as appropriate.









		Enquiries of those charged with governance – in relation to related parties



		Question

		2023-24 Response



		1. How do the Police and Crime Commissioner and the Chief Constable, in its role as those charged with governance, exercise oversight of management's processes to identify, authorise, approve, account for and disclose related party transactions and relationships?

		As set out above. All business interests and gifts and hospitality must be disclosed via Professional Standards processes. An annual authorisation of any related parties is carried out by the Finance Department as part of year end processes.
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